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CHAPTER 1

InGateway Documentation Site Navigation

The new IoT edge computing gateway of InHand aims to utilize IoT technologies to support the digital
transformation of industries. The product features powerful edge computing capabilities, to reduce cloud-
end computing resources, and realize data optimization, real-time response, agile connection and model

analysis on the IoT edge, further advancing the development of digital networking in the Al era.

1.1 InGateway902 Quick Start Manual

This document is used to explain the basic configuration operations of InGateway902 (IG902 for short)
networking, software version update, etc., so that users can master the basic configuration of IG902 and the

use of common functions.
e 1. Configure IG902 Network Parameters
— 1.1 Access the 1G902
— 1.2 Connect 1G902 to the Internet
e 2. Update the Software
— 2.1 Update the IG902 firmware
— 2.2 Upgrade the Python SDK of 1G902
— 2.8 Upgrade the Docker SDK of 1G902
e 3. Python Edge Computing

— 3.1 Install and run Python App
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— 3.2 Update Configuration File for App
— 3.8 Update Python App version
— 3.4 Enable the Debug Mode

e /. Device Manager

e 5. I/O Module

o Appendix

— Factory reset

1.1.1 1. Configure 1G902 Network Parameters

1.1 Access the 1G902

o Step 1: By default, the IP address of GE 0/1 on IG902 is 192.168.1.1; the IP address of GE 0/2 on
IG902 is 192.168.2.1. This document uses the GE 0/2 port to access the IG902 as an example. Set the
PC’ s IP address to be on the same subnet with GE 0/2.

— Method 1: Enable the PC to obtain an IP address automatically (recommended)

-
I LE =L
i

General
i

— 1 -

Alternate Configuration

{  You can get IP settings assigned automatically if your netwark supports
this capability, Otherwise, you need to ask yvour network administrator

for the appropriate IF settings.

(®) CObtain an IF address automatically
() Use the following IP address:

(®) Cbtain DNS server address automatically

() Use the following DNS server addresses:

Validate settings upaon exit

Ok

Advanced...

Cancel
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— Method 2: Set a fixed IP address

Select Use the following IP address, enter an IP address (By default,any from 192.168.2.2 to
192.168.2.254), subnet mask (By default,255.255.255.0), default gateway (By default,192.168.2.1),
and DNS server address, and click OK.

Internet HHYRR 4 (TCP/IPv4) Properties *
General

¥ou can get IP settings assigned automatically if your network supports
this capability, Qtherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 192 .168 . 2 . 10 |
Subnet mask: | 255,255 .255 . 0 |
Default gateway: | 192 .168 . 2 . 1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | g .8 .8 .8 |
Alternate DMS server; | . . . |
[ ] validate settings upon exit Frr——

Cancel

o Step 2: Launch the browser on the PC and access the IP address of GE 0/2. Enter the login user name

and password. The default user name and password are adm and 123456 respectively.
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< C A F=2 | https//192.168.2.1/user/login * B @ 0

Smart loT Edge 3%, InHandNetworks

E nj oy The Edge Computing Gateway
o= Future

7" O
N

(2%, InGateway © overview ® Edge Computing 3 system adm ®

Network Connection Status

@ e e g 9 % 9
P ; 21% 17% 9%
ons Wireless State Dissble
) 1 Minute 5 Minutes 15 Minutes
ssip nEdgeGatenay
& et Status Not connected lemory
1P Address
Netmask
28%
ons
& cEor
P Adcress 282M8 720M8 1002M8
Netmask
ons System Infomation
Nan [Z EdgeGateway
. X Model 1G902H
Edge Computing Data Usage Monitoring
Serial Number GT90:
on Datausage in 24 hours [ & ([ : - o505 109702
: —_
sce 200112076
2017.01.r10517
Device Time 14111242
°
ost Tim 14 11:12:40
0 System Up Time 0Day 0007:21

e Step 4: To change the user name and password for logging in to the web management interface of
1G902, choose System > User Management page of IG902 and set the new user name and password.
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3%, InGateway @ Overview & Network @ Edge Computing % system adm &

User Management

System Time

Log User Name User Permissions Operation (T)

T adm 15(Administrator) z

Device Manager
Firmware Upgrade
Access Tools

User Management
Reboot

Network Tools

3rd Party Notification

e Step 5: To change the IP address of GE 0/2, choose Network > Network Interfaces > Ethernet >
Gigabitethernet 0/2 page of 1G902 to configure GE 0/2.

) . 5
%u InGateway © overview &% Network @ Edge Computing & system adm @
Ethernet
Network Interfaces
Gigabitethernet 0/1 Gigabitethernet 0/2
Cellular
Status
Ethemnet
Connection Type: Static IP P Address: 192.168.2.1 Netmask: 255.255.255.0
. 0000 DNS: 0.000
Loopback vay: 0.0.00 NS: 0.000
tatus: Up Connection Time: 0 Day 18:45:19
Network Services
Static Routing Configure
* Network Type: Static IP
Firewall
* Primary IP: 192.168.2.1 * Netmask: 2552552550
*MTU 1500 * Speed,Duplex Auto Negotiation
Track L2 State:
Shutdown
Description:
Secondary IP Setting
Secondary IP Netmask Operation @

1.2 Connect 1G902 to the Internet

e Method 1: Connect to the Internet by SIM card

— Step 1: Insert the SIM card. (Note: Before inserting or removing the SIM card, unplug the power
cable; otherwise, the operation may cause data loss or damage the 1G902.) After inserting the
SIM card, connect the 4G LTE antenna to the ANT interface and power on the 1G902.

1.1. InGateway902 Quick Start Manual 5



InGateway Documentation, Release 0.0.1

ANT antenna

Connect PC

— Step 2: Choose Network > Network Interfaces > Cellular page of IG902 and select Enable Cellular
and click Submit.
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3 InGateway

Network Interfaces
Cellular
Ethernet
Loopback

Network Services

Static Routing

Firewall

When the

€ Overview & Network

@ Edge Computing 8 System

Cellular

Status

Modem

Operator:

Call ID
Network
P Address: 0000

0.0.00 DNS: 0.0.0.0

Enable Cellular:

Profile

Index  NetworkType  APN Access Number Auth Method Username

1 GSM 3gnet 99T Auto gprs

Dual SIM Enable

adm @

s: Registring

Netmask: 0.0.0.0

MTU: 1500

Password

Operation @

AAAAAA Z 8

network connection status is Connected and an IP address has been allocated, the

IG902 has been connected to the Internet with the SIM card.

)
i1 InGateway

Network Interfaces
Cellular
Ethemet
Loopback

Network Services

Static Routing

Firewall

© Overview & Network @ Edge Computing 3 system
ler

Status
Modem

Active SIM: SIM 1

CCID Code: 89860406111980144956

China Mobile Ne 46
D: 8257800

Network

Enable Cellular:

Profile

Index  NetworkType ~ APN  AccessNumber  AuthMethod  Username  Password

1 GSM 3gnet  '99"1# Auto gprs | e ©z o

Dual SIM Enable:

Network Type: Auto

Profile Auto
Roaming:
PIN code:

e Method 2: Connect to the Internet by Ethernet

adm ®

Operation (®)

— Step 1: Use the Ethernet cable to connect the GE 0/1 and GE 0/2 ports of the IG902 respectively,

as shown below:

1.1.
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Connect PC

— Step 2: Choose Network > Network Interface > Ethernet > Gigabit Ethernet 0/1 page of IG902
to configure the IP address of the GE 0/1 port and click Submit. (When the network type is a
static IP address, you need to configure the IP, subnet mask, and other information according to

the site network conditions.)
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3%, InGateway © Overview ) Network ® Edge Computing @ system adm ®
et
[I—
Gigabitethernet 01 Gioabitethernet 02
Cellar
Status
Etheret
P Address: 1051679
— ONS: 0000
Connection Time: 0 Day 19:3723 Descrption
[—
Static Routing Configure
Firewall O
+Primary T0s1679 +Netmask 2552552550
iy 1500 +Speed/Duplex Auto Negoliaton
Track L2 State
Shutdown
Descripton
Secondary IP Setting
Secondary 1P Netmask Operation @
(3%, InGateway @ overview & Network ® Edge Computing 3 system adm @
et
[T—
Gigabitethernet 01 Gigabitethernet 02
Calliar
Status
thermet
letmask: 255.255.255.0
1500
-
[I——
Static Routing Configure
+ Network Type Dynamic Address (OHCP)
Frewal

Description

— Step 3: Choose Network > Static Routing > Configuration page of IG902 to add a static route
for GE 0/1 port and click Submit. (Select “Gigabitethernet 0/1” for the interface item, and

configure the other items according to the site network conditions.)

1.1. InGateway902 Quick Start Manual 9
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*Destination: 0000

Distance:

Track ID:

— Step 4: Choose System > Network Tools page of IG902 and use the Ping tool to check whether

the 1G902 has successfully connected to the Internet. The following figure shows that IG902 have
successfully connected to the Internet:

Ping Probe Results

2020-01-21 11:35:57

PING wwwbaidu.com (14.215.177.39): 32 data bytes

40 bytes from 14215.177.39: seq=0 t=55 time=39.668 ms

40 bytes from 14.215.177.39: seq=1 =55 time=38.788 ms

40 bytes from 14.215.177.39: seq=2 t=55 time=39.477 ms

40 bytes from 14.215.177.39: seq=3 =55 time=38.706 ms

Successfully connected In

0i00 Satistics -

[« packets transmittea. 4 packets received. 0% packet oss |
TOURATp TR/AVG Y =

1.1.2 2. Update the Software

To obtain the latest software version of IG902 and updated functions, please visit the Resource. To update
the IG902 software version, do as follows.

10
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1.1.3 2.1 Update the 1G902 firmware.

Choose System > Firmware Upgrade. Select a firmware file and click Start Upgrading. After the update is

completed, you are prompted to restart the system to Apply the new firmware.

®

L‘rf}n’;u InGateway €9 Overview & Network @ Edge Computing 3 System adm

stem / Firmware Upgrade

System Time

Current Version: 2.0.0.r12076

Log
Select Firmware:| 1. Select File Start Upgrading

Configuration Management @ 1G9-V2.0.0.r12076.bin

Device Manager

Firmware Upgrade

Access

User Management

Reboot

Network Tools

3rd Party Notification

Copyright ® 2001-2020 InHand Networks Co., Ltd. All rights reserved.

1.1.4 2.2 Upgrade the Python SDK of 1G902.

Choose Edge Computing > Python Edge Computing. Select Python Engine, select an Python SDK file, and
click Upgrade; when the upgrade confirmation window pops up, click Confirm. Then the IG902 automatically

performs the upgrade.

You are sure to upgrade the Python
spK?

e 3

1.1. InGateway902 Quick Start Manual 11
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1.1.5 2.3 Upgrade the Docker SDK of 1G902.

Choose Edge Computing > Docker Manager, close the Docker Manager and import the Docker SDK.

After importing, 1G902 will automatically install the Docker SDK. The installation process usually takes 1-2

minutes. Please be patient. After successful installation, select Enable Docker Manager and click Submit.

)

};}:n InGateway @ overview £ Network ® Edge Computing 3 system adm

Python Edge Computing

Docker Manager

*Port: 9000

Go to the docker management page

=

Copyright ® 2001-2020 InHand Networks Co., Ltd. All rights reserved

After enabling the Docker Manager, you can click the access button of the Docker Manager to access the

management page.
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3%, InGateway © overview & Network @ Edge Computing @ system adm @

Python Edge Computing

Docker Manager

Docker Version 18.063-ce

User Name admin

Enter the account and password set in the figure above to log in to the Docker Manager.

1.1.6 3. Python Edge Computing
3.1 Install and run Python App

To install and run Python App (App for short) in IG902, please refer to the following process:
e Step 1: Install the App

Before installing the App, you need to ensure that the Python Edge Computing Engine is enabled and

1.1. InGateway902 Quick Start Manual 13
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the Python SDK is installed, as shown in the following figure:

@ overview &5 Network ® Edge Computing

2%, InGateway

Python Edge Computing

Python Edge Computing
Python Engine
SOK Version: 134
Python Version: Python2

Used User Storage: 274MB/6GB 4%

Applications
Status

App Name App Version SDK Version state
Configure

Enable App Name App Version SDK Version

adm

Enable Debug Mode:

Entire Operation

Uptime Log Operation
Start Parameters Operation (%)
Copyright ® 2001-2020 InHand Networks Co,, Ltd. All rights reserved

Choose Edge Computing > Python Edge Computing. click the Add button and select the App package

file to be installed, then click OK.

Import the APP package

L Select File

# HelloWorld-V0.20tar.gz

After importing, you can view the imported Apps, as shown in the following figure:

14
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@ Overview &b Network @ Edge Computing

e
%, Ingateway

Python Edge Computing

Python Engine

Docker Manager
SDK Version: 134
Python Version: Python2

Used User Storage: 274MB/6GB 4%

Enable Debug Mode:

Applications
Status Entire Operation
App Name App Version SDK Version state Uptime Log Operation
Configure
Enable App Name App Version SDK Version Start Parameters Operation ()
HelloWorld 000 020 LA 0

e Step 2: Run the App

Select enable App and click Submit.

3%, InGateway © overview P — @ Edge Computing

Python Edge Computing
Python Edge Computing
Python Engine

L Upgrade

Docker Manager
SDK Version: 134
Python Version: Python2

Used User Storage: 274MB/6GB 4%

Applications
Status
App Name App Version SDK Version State
Configure
Enable App Name App Version SDK Version
HelloWorld 000 020

=

3 system

Enable Debug Mode:

Entire Operation

Uptime log  Operation

Start Parameters Operation (%)

Once enabled, the App automatically runs and will run every time the IG902 is started.

1.1. InGateway902 Quick Start Manual

15



InGateway Documentation, Release 0.0.1

X, InGateway © overview & Network @ Edge Computing &8 system adm @&

ng / Python Edge Computing

Python Edge Computing

Python Engine
sokverson: 134 (EETEEDD) Enable ebug Mode: (3

Python Version: Python2

Dox

Used User Storage: 274MB/6GB 4%

Applications

Status Entire Operation () (M) ()
AppName  AppVersion  SDKVersion  State Uptime  Log Operation
HelloWorld 000 020 RUNNING woets | o g Q ® 0

Configure
Enable App Name App Version SDK Version Start Parameters Operation  (3)
HelloWorld 00.0 020 zZ L LB

3.2 Update Configuration File for App

If the installed App supports importing configuration files to modify the running mode, you can update the

App running configuration by referring to the following process:

e Step 1: Choose Edge Computing > Python Edge Computing, click the Import Configuration button

and select the configuration file to be imported, then click Confirm.

Import Config

&L Select File

# config - inhand.yam!

e Step 2: Restart the App after the import is successful. After the App restarts, it will runing according

to the imported configuration file.
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X, InGateway © overview & Network @ Edge Computing 8 system adm @

ng / Python Edge Computing

Python Edge Computing

Python Engine
sokverson: 134 (EETEEDD) Enable ebug Mode: (3

Python Version: Python2

Docker Manager

Used User Storage: 274MB/6GB 4%

Applications

Status Entire Operation () (M) ()
AppName  AppVersion  SDKVersion  State Uptime  Log Operation
HelloWorld 000 020 RUNNING 000543 4L O Q ®

Configure
Enable App Name App Version SDK Version Start Parameters Operation  (3)
HelloWorld 00.0 020 zZ L LB

Copyright ® 2001-2020 InHand Networks Co, Ltdi Allrights reserved.

3.3 Update Python App version

Generally, if you need to update the Python App version, you only need to import the new version of the

App on the Edge Computing > Python Edge Computing page.

Import the APP package

£, Select File

# HelloWorld-V0.0.2.tar.gz

Cancel

After the update is completed, as shown below:

1.1. InGateway902 Quick Start Manual 17
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%:u InGateway 3 Overview r_l,ga Network @ Edge Computing @3 System

Ouerview / Edge Computing / Python Edge Computing

Python Edge Computing

Python Engine
SDK Version: 1.3.4 I, Upgrade Enable Debug Mode:
Python Version: Python2 Username: pyuser
Used User Storage: 2.7MB/112.0MB 2% Password: 4ht"nW(t*KoB
APP
App Status Entire Operation @ @ O
App Name App Version SDK Version State Uptime Leg Operation
HelloWorld 0.0.2 1.3.4 00:00:15 o aQ (9]
App List
Enable App Name App Version SDK Version Start Parameters Operation @

HelloWaorld

134 [# L L0

3.4 Enable the Debug Mode

To run and debug Python code on 1G902, you need to enable 1G902’ s debug mode. Choose Edge Computing
> Python Edge Computing, select Enable Debug Mode. After enabling, you can develop I1G902 through
VS Code. How to use VS Code for Python development of IG902, please refer to Quick Start for MobiusPi

Python Development.

18 Chapter 1. InGateway Documentation Site Navigation


http://sdk.ig.inhandnetworks.com/en/latest/MobiusPi-Python-QuickStart-EN.html
http://sdk.ig.inhandnetworks.com/en/latest/MobiusPi-Python-QuickStart-EN.html

InGateway Documentation, Release 0.0.1

3%, InGateway © overview & Network @ Edge Computing @ system adm @

g / Python Edge Computing
Python Edge Computing

Python Engine

SDK Version: 13.4 L Upgrade Enable Debug Mode:

Docker Manager

Python2

age: 274MB/6GB 4%

Applications

AppName  App Version  SDKVersion  State Uptime  Log Operation

Enable App Name App Version SDK Version Start Paramet ters Operation @

After the debugging mode is enabled, IG902 will start an SSH server to listen on port 222 of LAN (default IP
address being 192.168.2.1). The user name and password of the SSH server are displayed on the previous web
page. A random password is generated every time the debugging mode is enabled or the IG902 is restarted

to ensure security.

1.1.7 4. Device Manager

The Device Manager developed by InHand supports functions such as monitoring 1G902 status, remote
maintenance of equipment, remote batch delivery of IG902 configuration, and IG902 batch upgrade, helping
users to conveniently and efficiently manage 1G902 and field devices. In order to enable the Device Manager
to remotely manage the IG902 and field devices, the IG902 needs to be connected to the cloud platform.
The connection method is as follows:Choose System Management > Device Manager, tick Enable Device
Manager and configure the corresponding server address and registered account, and click Submit after the

configuration is complete.

e Server address: the address of the Device Manager. The address of the Device Manager developed by

InHand is as follows:
— Domestic version Device Manager: c.inhandcloud.com
— Overseas version Device Manager: iot.inhandnetworks.com
— Domestic version InConnect: ics.inhandiot.com
— Overseas version InConnect: ics.inhandnetworks.com

o Registered account: the Device Manager account associated with the 1G902 device (if you have not

registered an account, you need to register an account first)

1.1. InGateway902 Quick Start Manual 19
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e Advanced settings: Contains configurations such as heartbeat interval. Generally, you can use the

default configuration.

ijﬁgu InGateway Overview ﬁqﬁ Network & Edge Computing ﬁ'—:‘.’f System

Device Manager
System Time

Device Remote Monitoring Platform:
Log

State Description:

Configuration Management
Enable Device Manager:

Device Manager * Server Address: iot.inhandnetworks.com

* Registered Account: zhangning@inhand.com.cn
Firmware Upgrade

Advanced Settings >

Access Tools

User Management

Reboot

Network Tools

3rd Party Notification

After the 1G902 is successfully connected to the Device Manager, the status is described as Connection

Accepted.
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ﬁu InGateway Overview 5‘1.5 Network (& Edge Computing @ System

Overvie System / Device Manager

System Time

Device Remote Monitoring Platform: Connected

=g State Description: Connection Accepted

Configuration Management

Enable Device Manager:
Device Mana * Server Address: iotinhandnetworks.com
# Registered Account: zhangning@inhand.com.cn

Firmware Upgrade

Advanced Settings >

Access Tools

User Management

Reboot

Network Tools

3rd Party Notification

1.1.8 5. 1/0 Module

Note: The following information is only for the IG902 with IO module shown in the figure below
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1G902 supports the digital input, pulse counting, digital output, and pulse output functions. In addition,
IG902 can remotely read I/O status data or report it to the cloud platform through Modbus TCP. I/O in

each mode is defined as follows:

o Digital input (Dry contacts and wet contacts are specified based on actual connections.)

— Dry contacts

0: disconnected
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1: connected

The following figure shows the connection modes.

0 @ —| Pcom
I_E 8 @ —| DGND
0 @ =| DICOM
0 @ =| DIO
0 @ =| DI
0 @ =| DI2
0 @ =| D13

— Wet contacts
0: 0VDCto3VDC/-3VDCto0VDC
1: 10 V DC to 30 V DC/-30 V DC to -10 V DC (4 mA min)

The following figure shows the connection modes.

1.1.
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+0~30VDC { 'S

o Pulse counting

PCOM

DGND

DICOM

DID

D1

DI2

DI3

NC

A maximum of 3000 Hz pulse signal counting is supported, up to 4294967296. The following figure

shows the connection modes.

+0~30VDC | 'S

0

0

0

0

e Digital output

0: OFF

PCOM

DGND

DICOM

DIO

DIt

DI2

DI3

NC
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1: ON. According to the external power output voltage, if no external power supply is connected, no

voltage is output. The maximum voltage output is 30 V, 500 mA.

The following figure shows the connection modes.

Resistive load I— 0 @ —| DO0

'— 0 @ =| DGND1

0 @ | DGND

e Pulse output

A maximum of 5000 Hz pulse signal output is supported. The following figure shows the connection

modes.
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Resistive load I— 0 @ —| DO0

| —— 0 @ =| DGND1

n@ —| DGND

The procedure for configuring I/O and obtaining I/O status data is as follows:

o Step 1: Choose “Edge Computing > IO Module > Configuration” , and configure the I/O functions

based on the site requirements. The following figures show a configuration example.

— Digital input

Edit X

MName:

Channel:

* Mode:  Digital Input

Cancel

— Pulse counting

The starting value is 0. After power down, the value counted by the power down is retained.
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Edit X

Mame: | L
Channel:
* Mode:  Counter
* Starting Value: 0

Retentive: B .

Cancel
— Digital output
Edit X
Mame:
Channel:
* Mode:  Digital Output
Cancel _onfir

— Pulse output

According to the frequency of 5000 Hz, the duty cycle is 50% for the pulse output.

1.1. InGateway902 Quick Start Manual 27
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Edit

Mame:

Channel:

* Mode:

* Low Signal Width:

* High Signal Width:

Output Frequency:

Duty Cycle:

Continue Pulse Output

0.1ms
0.1ms

Hz

o Step 2 (optional): Set the pulse counting and pulse output.

After setting DI to the pulse counting, click Start to count the pulses received by the DI. Otherwise,

do not count it. Click Reset to reset the count value to the starting value.

28
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Configuration Meodbus Mapping Table
1O List
Name Channel Mode Status Time Operation
DI0 0 Counter @ 8000 2021-04-08 19:30:29 4 m
DIt 1 Digital Input 0{Low) 2021-04-08 19:30:29 #

Di2 2 Counter@ 0 2021-04-08 19:30:29 # m
DI3 3 Counter@ 0 2021-04-08 19:30:29 # m

Doo 0 Digital Output 0(OFF) £z 2021-04-08 19:30:29 [#
DO1 1 Continue Pulse Qutput End 2021-04-08 19:30:29 & m
Do2 2 Continue Pulse Output Started 2021-04-08 19:30:29 & m
DO3 3 Digital Output 0(OFF) Z 2021-04-08 19:30:29 [

After setting DO to the pulse counting, click Start to output pulses based on the specified output

frequency. Otherwise, do not output pulses.

Configuration Modbus Mapping Table
10 List
Name Channel Mode Status Time Operation
DIO 0 Counter @ 8000 2021-04-08 19:29:40 “ m
DIt 1 Digital Input O(Low) 2021-04-08 15:29:40 [#

Di2 2 Counter @ 0 2021-04-08 159:29:40 @ m
DI3 3 Counter@ 0 2021-04-08 19:29:40 “ m

Doo 0 Digital Qutput 0(OFF) z 2021-04-08 159:29:40 &

DO1 1 Continue Pulse Output End 2021-04-08 19:29:40 “
Do2 2 Continue Pulse Qutput Started 2021-04-08 19:29:40 [E4 m
Do3 3 Digital Qutput 0(OFF) z 2021-04-08 159:29:40 %

e Step 3: Set Modbus TCP Slave.

Turn on the Enable switch to enable the Modbus TCP Slave function. This function allows Modbus
TCP Master to read the I/O status of IG902. After you turn on the External Access switch, Modbus
TCP Master outside the gateway can read the I/O status of IG902, such as the SCADA software. Set

other parameters based on the site requirements. The following figure shows a configuration example.

1.1.
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Modbus TCP Slave

Enable: m
External Access @

# Port: 1502 (1-65535)
* Slave Address 1 (1-255)
Byte Order: ABCD

* Maximum TCP Connections: g (1-32)

o Step 4: Read the I/O status through Modbus TCP.

Use Device Supervisor to read the I/O status of IG902 in Step 3 as an example. First, add a Modbus

TCP controller and set the controller communication parameters based on Modbus TCP Slave.
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Add to Devicelist o

* Mame: 10

* Protocol:  ModbusTCP

* |P Address:  127.0.0.1

# Port: 1502
* Slave: 1
Byte Order
16 Bit Int:  ab

32 BitInt: abcd
32 Bit Float: abcd

Timeout: 1000 ms(2-10000)

Then, configure the data to be collected according to the Modbus mapping table. For example, read

DIO0 Counter Value as an example.
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Configuration Meodbus Mapping Table
Coils Status(0X) Holding Registers(4X)

Name Data Type Address Read/Write
|10 Counter vaue DWORD 40033-40034 Read/wiite |
DI1 Counter Value DWORD 40035-40036 Read/Write
DI2 Counter Value DWORD 40037-40038 Read/Write
DI3 Counter Value DWORD 40039-40040 Read/Write

DI Status WORD 40101 Read

DO Status WORD 40103 Read/Write
D00 Pulse Qutput Low Level Width DWORD 40417-40418 Read/Write
DO0 Pulse Output High Level Width DWORD 40419-40420 Read/Write
DO1 Pulse Output Low Level Width DWORD 40421-40422 Read/Write
DO1 Pulse Qutput High Level Width DWORD A0423-40424 Read/\Write
D02 Pulse Qutput Low Level Width DWORD 40425-40425 Read/Write
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Edit Variable

* Variable Name:

# Register Address:

# Data Type:

* Read/Write:

* Mode:

Unit:

Description:

* Group:

Data Calculation:

DIO0-Count

40033

DWORD

Read/Write

Realtime

default

Mo

After the configuration is completed, you can obtain DI0 Counter Value.

Device List

* 10 o
ModbusTCP
2
1P: 127.0.0.1
Variables Table(I0)
Name Group Data Type
® DI0-Count default DWORD

1.1.9 Appendix

Address

40033

Operation: (B 1, 4,

Total 1 item
Operation: 1, 4,
Value Description Time Operation ()
8000 2 2021-04-13 19:49:37 z 0

Total 1 item 50/ page

1.1.
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Factory reset

There are two ways to restore the 1G902 to factory settings: hardware factory reset and software factory

reset.
e Hardware factory reset
— Step 1: Hold down the RESET button within 10s after the device is powered on;
— Step 2: When the ERR light is always on, release the RESET key;

— Step 3: After the ERR light goes out, press and hold the RESET key again, and release the
RESET key when the ERR light flashes; wait for the ERR light to go out, indicating that the

factory reset was successful.
e Software factory reset

Choose System Management > Configuration Management, click the reset button and select OK.

1G902 will complete the factory reset operation by itself.

‘(urﬁ\a:'d InGateway € overview &5 Network @ Edge Computing 2 system adm

m / Configuration Management
System Time

Configuration Management
Log

Auto Save
Configuration Management
Encrypted
Device Manager
Firmware Upgrade Configuration Files Operations
Import Startup Config 1, Select File

Access Tools

Export Startup Config Please confirm whether factory Settings are restored?

ym—
9 Export Running Config Cancel ficate Key
Reboot Restore Factory Configuration Py

Network Tools

3rd Party Notification

1.2 InGateway902 User Manual

e 1. Equipment Introduction
— 1.1 Overview
— 1.2 Packing List
— 1.8 Panel Introduction and Structure Size
x 1.3.1 Panel Introduction

x 1.3.2 Structure Size
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1.4 Panel Indicators
x 1.4.1 LED Indicator

x 1.4.2 Signal Status Indicator

o 2. Installation

2.1 Precautions

2.2 Installing and Uninstalling the Device on a DIN-Rail
x 2.2.1 Installing with a DIN-Rail
x 2.2.2 Uninstalling with a DIN-Rail

2.8 Installing and Uninstalling the Device in Wall-mounted Mode
x 2.8.1 Installing in Wall-mounted Mode
x 2.8.2 Uninstalling in Wall-mounted Mode

2.4 Installing a SIM Card

2.5 Installing an Antenna

2.6 Installing the Power Supply

2.7 Installing the Ground Protection

2.8 Connecting the Network Cable

2.9 Connecting Terminals

e 3. Device Configuration Instructions

3.1 Gateway Access
3.2 Overview
3.3 Network
x 3.8.1 Network Interfaces
3.83.1.1 Cellular
3.3.1.2 Ethernet
3.8.1.83 WLAN
8.8.1.4 Bridge
3.3.1.5 Loopback
* 3.3.2 Network Services
3.8.2.1 DHCP

3.8.2.1.1 DHCP Server

1.2. InGateway902 User Manual
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8.8.2.1.2 DHCP Relay
3.3.2.2 DNS
3.3.2.3 GPS
3.3.2.4 Host List
* 3.3.3 Routing
3.3.3.1 Routing Status
8.8.8.2 Static Routing
x 3.8.4 Firewall
3.8.4.1 ACL
8.8.4.2 NAT
— 3.4 Edge Computing
* 3.4.1 Python Edge Computing
* 3.4.2 Docker Manager
— 3.5 System
* 3.5.1 System Time
*x 3.5.2 Log
*x 3.5.3 Configuration Management
x 3.5.4 Device Manager
* 3.5.5 Firmware Upgrade
% 3.5.6 Access Tools
*x 3.5.7 User Management
* 3.5.8 Reboot
x 3.5.9 Network Tools
x 3.5.10 3rd Party Notification
— 3.6 Navigation Bar Operations
x 3.0.1 Returning to the Homepage
x 3.6.2 Logging Out
x 3.0.3 Changing the Language
e 4. Advanced Functions

— 4.1 Administration
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x 4.1.1 System
* 4.1.2 AAA
4.1.2.1 Radius
4.1.2.2 Tacacs+
- }.1.2.3 LDAP
© 4.1.2.4 AAA Settings
x 4.1.83 Alarm
— 4.2 Link Backup
* 4.2.1 SLA
* 4.2.2 Track Module
* /.2.3 VRRP
x 4.2.4 Interface Backup
— 4.8 Routing
* 4.8.1 Static Routing
* 4.3.2 Dynamic Routing
4.8.2.1 RIP
4.3.2.2 OSPF
4.3.2.3 Filtering Route
* 4.3.83 Multicast Routing
4.3.3.1 Basic Settings
4.3.3.2 IGMP
— 4.4 VPN
% 4.4.1 IPsec
© 4.4.1.1 IPsec Setting
© 4.4.1.2 IPsec Extension Setting
x /.4.2 GRE
* 4.4.3 L2TP
4.4.8.1 L2TP Client
4.4.8.2 L2TP Server

* 4.4.4 OpenVPN

InGateway902 User Manual

37



InGateway Documentation, Release 0.0.1

4.4.4.1 Open VPN Client
4.4.4.2 Open VPN Server
x 4.4.5 Certificate Management
— 4.5 Industrial Interfaces
% /.5.1 DTU
4.5.1.1 Serial Port
4.5.1.2 DTU1
4.5.1.83 DTU2
x 4.5.2 I/0 Interfaces
— 4.6 Wizards
* 4.0.1 New LAN
*x 4.6.2 New WAN
x 4.6.3 New Cellular
* 4.6.4 New IPsec Tunnel
e 5. FAQ

— 5.1 How Do I Restore Factory Settings Through Hardware?

1.2.1 1. Product Introduction

1.1 Overview

The InGateway902 (IG902 for short) series is a new-generation series of 4G edge computing gateways de-
veloped by InHand Networks for the Industrial IoT sector. It provides omnipresent, uninterrupted Internet
access over globally deployed 3G or 4G wireless networks and various broadband services. With superb edge
computing capability and comprehensive features such as security guarantee and wireless services, the prod-
uct is able to connect tens of thousands of devices and provide high-speed data channels for IT-based device
management.The powerful edge computing capability of the IG902 enables it to provide data optimization,
real-time response, agile connection, and intelligent analysis at the edge of the IoT. Using IG902 gateways as
edge nodes can significantly reduce the data traffic between the data center and on-site devices, and prevent
bottlenecks of cloud computing. In addition, the IG902 optimizes the network architecture, and provides

higher security, faster response, and more intelligent services.

The following figure shows common application scenarios of the 1G902.
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1.2 Packing List

Each edge computing gateway product is delivered with accessories (such as standard accessories) frequently
used at the customer site. Check the received product against the packing list carefully. If any accessory is
missing or damaged, contact the InHand sales personnel promptly.InHand provides customers with optional

accessories based on the characteristics of different sites. For details, see the optional accessories list.
o Standard accessories

e Optional accessories

1.3 Panel introduction and Structure and Dimensions

1.3.1 Panel

The panel introduction of 1G902 is shown in the figure below (The IG900 series product is applicable to
multiple panel appearances, as they have the same installation method. Refer to the actual product during

operation.):
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—— GPS Antenna

— WLAN Antenna

—— AUE Antennal Avxili ary)
—— ANT AntentaWain)

Protective Ground Stud

Powerfzerial Interface
BIMITF Eooth

Indicator Light

REZET

Serial Intetface
3B

CONBOLE

Gigabit Ethernet Fort

Fast Ethernet Fort

1.3.2 Structure and Dimensions

The structural and dimensions of IG902 are shown in the following figure:
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1.4 Panel Indicators
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1.4.1 LED Indicator

Explanation:

Reset successfully Lpgrading

Note: Two SIM card indicators are provided. The indicator for SIM card 1 is turned on during the startup
process and when startup is successful. In the last four situations, the indicator for the used SIM card is

turned on. The following figure shows the indicator for SIM card 1.

1.4.2 Signal Status Indicator

® OO0

Signal: 1-9, there might be a signal problem. Check whether the antenna is installed properly and whether

the signal quality in the operating area is good.
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Signal: 10-19, indicating that signal and device operation are normal.
IIlIII

Signal: 20-31, indicating good signal.

1.2.2 2. Installation

2.1 Precautions
o Power supply requirements: 24 V DC (1248 V DC). Pay attention to the voltage class. The rated
current is 0.6 A (1.2-0.3 A).

e Environment requirements: operating temperature —25°C to 75°C; storage temperature —40°C to 85°C;
relative humidity 5% to 95% (non-condensing). The temperature on the device surface may be high.

Install the device in a restricted area and assess the surrounding environment.

e Avoid direct sunlight and keep away from thermal sources or areas with strong electromagnetic inter-

ferences.
e Install the gateway product on an industrial DIN-rail.

e Check whether the required cables and connectors are installed.

2.2 Installing and Uninstalling the Device on a DIN-Rail

2.2.1 Installing with a DIN-Rail

Procedure:
e Step 1: Select an installation place and reserve enough space for installation.

e Step 2: Insert the upper part of the DIN rail seat onto the DIN rail. Grab the lower end of the device
and revolve it upward in the direction indicated by arrow 2 with gentle force, to insert the DIN rail
seat onto the DIN rail. Check that the device is installed reliably on the DIN rail, as shown in following
figure on the right.
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:] DI rail
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2.2.2 Uninstalling with a DIN-Rail

Procedure:

e Step 1: Press the device downward in the direction indicated by arrow 1 in following figure to create

a gap near the lower end of the device so that the device isolates from the DIN rail.

e Step 2: Revolve the device in the direction indicated by arrow 2, and grab the lower end of the device
and move the device outward. Lift the device when its lower end isolates from the DIN rail. Then,

take off the device from the DIN rail.

B 0 8 9= 1i1 == = R =
i
)
= 3/':&

2.3 Installing and Uninstalling the Device in Wall-mounted Mode

2.3.1 Installing in Wall-mounted Mode

Procedure:
e Step 1: Select an installation place and reserve enough space for installation.

e Step 2: Install the wall mounting bracket on the back of the device by using a screwdriver, as shown

in following figure.
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¢

O 58

Step 3: Take out the screws (packaged with the wall mounting bracket), fasten the screws in the

installation positions by using the screwdriver, and pull down the device to make it secure, as shown

in following figure.

2.3.2 Uninstalling in Wall-mounted Mode

Procedure: Hold the device with one hand and unfasten the screws that fix the upper end of the device with

the other hand, to remove the device from the installation place.
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2.4 Installing a SIM Card

1G902 supports Dual SIM card. Unfasten the screws on the cover of the SIM card holder by using a

screwdriver and insert a SIM card.

2.5 Installing an Antenna

Revolve the movable part of the metal SMAJ interface with gentle force until it cannot be revolved, in which

state the outer thread of the antenna connection cable is invisible. Do not wring the antenna with force by

grabbing the black plastic cover.

Note:

o IG902 supports dual antenna: ANT antenna and AUX antenna. The ANT antenna sends and receives
data. The AUX antenna only increases the antenna signal strength and cannot be used independently

for data transmission.
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e Only the ANT antenna is used in normal cases. It is used with the AUX antenna only when signal is

poor and signal strength must be improved.

2.6 Installing the Power Supply

Procedure:
e Step 1: Remove the terminal from the gateway.
e Step 2: Unfasten the locking screw on the terminal.

e Step 3: Connect the power cable to the terminal and fasten the locking screw.

2.7 Installing the Ground Protection

Procedure:
e Step 1: Unfasten the ground screw cap.
e Step 2: Put the ground loop of the cabinet ground cable onto the ground post.
e Step 3: Fasten the ground screw cap.

Caution: Ground the gateway to improve its interference resistance. Connect the ground cable to the ground

post of the gateway based on the operation environment.

2.8 Connecting the Network Cable

Connect the gateway to a PC directly by using the Ethernet cable.
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2.9 Connecting Terminals

Terminals provide the RS232 and RS485 interface modes. Connect cables to the corresponding terminals
before using the interfaces. During installation, remove the terminals from the device, unfasten the locking
screws on the terminals, connect cables to the corresponding terminals, and fasten the screws. Sort the

cables in order.

- [ v+ =

- =

XD =

Feserved(R5232) | BXD =
GHD =

Fezserved(R 5485y [ g %
~——

i
3

Note: This section is only applicable to IG902 with industrial interfaces.

1.2.3 3. Device Configuration

48 Chapter 1. InGateway Documentation Site Navigation



InGateway Documentation, Release 0.0.1

3.1 Gateway Access

e Step 1: Set an IP address for your PC, which is on the same network segment as the IP address of
interface GE 0/2 on the IG902. The default IP address of GE 0/2 is 192.168.2.1.

— Method 1: Enable the PC to obtain an IP address automatically (recommended).

[ TR
|
| :
| General  Alternate Configuration
i
{  You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

(®) Obtain an IP address automatically
() Use the following IP address:

(®) Obtain DNS server address automatically

() Use the following DMS server addresses:
]
]

Validate settings upon exit o "

QK Cancel

— Method 2: Use a fixed IP address.

Select Use the following IP address, enter an IP address (any value between 192.168.2.2 and
192.168.2.254 by default), subnet mask (255.255.255.0 by default), default gateway (192.168.2.1
by default), and DNS server address, and click OK.
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Internet YRR 4 (TCR/IPwd) Properties

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

for the appropriate IP settings.

() Cbtain an IF address automatically
(®) Use the following IP address:

IP address: | 192 168 . 2 . 10 |

Subnet mask: | 255 .255 .255 . 0 |

Default gateway: |192.188. 2 . 1 |
Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | 8 .8 .8 .8 |

Alternate DMS server: | |

[ ] validate settings upon exit Advanced. ..

Cancel

o Step 2: Start the browser to visit the IP address of GE 0/2 on the IG902, and enter the user name and

password on the login page that appears. The factory
are adm and 123456, respectively.

< C A Fe22 | https//192.168.2.1/user/login

Smart loT Edge

Enjoy The Future

b

default user name and password of the 1G902

'L("F‘?;ﬂ InHandNetworks

Edge Computing Gateway

P —

e Step 3: After logging in, you will see the web page as shown in the following figure.
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5 ) ]
2%, InGateway @ G & Network ® Edge Computing @ system B3 Advanced adm ®
Network Connection Status CPU Load
@ Extemal Network SetUP - ~ ~
Wan e 1051670 © Time 2020-06-22 22,0939 0% e -
Gateway 105161 Location °
DNS s8ss = % Station Role ap
Wiless Stae Enble 1 Minute S Minutes 15 Minutes
ss0 JE——"
[P Address o Status Disconnected Memmy
Netmask e _
e o St ol P -
S Register Status. Not Register
Tratiens
. Connection Time 0 Day 00:00:00 Used Free Total
@ GEoz e 1P Address 0000
1P Address 19216821 Netmask 0000 ssems eante 1o02ME
Netmask — . st
ons 0000 )
System Infomation
Name: [ InGateway
Edge Computing Data Usage Monitoring Model (02t
T | Doausagein2ehous@ s ([EED Seral Number. Grs02t
. MAC Address 008051109722
[S——— s e a0i805:109723
User Storage Space: (] Firmware Version 20.0.r12644
Bootloader Version: 2017.01.r10517
R et
Device Time: 2020-06-23 22:53:25
s Strage Cord "o
Host Time 2020-06-24 18:53:25
e Strge Usge T System Up Time 2 Days 0658114

3.2 Overview

The Overview page displays information about the IG902, such as its network connection status, system
information, and data usage. You can quickly obtain the IG902 running status on this page.After you log
in to the IG902 web page, the Overview page appears by default. You can also click Overview to display
this page. This page displays the following information:

e Network Connection Status: shows the IG902’ s network connection status and network configuration.
— External network status: When you click Set UP, the Static Routing page appears.
— Network status of GE 0/1: When you click Set UP, the Ethernet page appears.

— Network status of GE 0/2: When you click Set UP, the Ethernet page appears.

Network Connection Status

@  External Network Set UP
WAN 1P 105.16.79 o Bz @ Time 2020-06-22 22:09:39
Gateway 105161 e [N - Location
— i
DNS 2288 \\\/i\\ . 5 Station Role ap
- [ —
TaTanans f ! Wireless State Enable
Y 5D InEdgeBateway TN
= GEO0N Set UP i IP Address 0.0.0.0
P Address 1021879 i Status Disconnected
Netmask 255.255.255.0 ' si
' ignal Level
oNs 3888 I i Register Status Mot Register
TI47T14114.114
Connection Time 0 Day 00:00:00
— =t UP v
& G0 setl IP Address 0000
. j
IP Address 192.168.2.1 l._. ! Netmask 0.0.00
Netmask 255.255.255.0 DNS 0000
DNS 0.00.0

e Edge Computing: shows the status of Python edge computing.
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Edge Computing

Python App Manager Status: Run
Python SDK Version: 1.3.9
User Storage Space: 0B
User Storage Usage: MNalM%
External Storage Card: NC
External Storage Usage: 0

e Data Usage Monitoring: shows the usage of data traffic in the last 24 hours. One data record is

produced every hour.

Data Usage Monitoring
Data usage in 24 hours n B m

1B
2020-06-23 21:00:00
o TX 0B
RX 0B

0B

e CPU Load: shows the CPU usage in the last 1 minute, 5 minutes, and 15 minutes.

CPU Load
- N\ ™~
3% 16 % 18 %
1 Minute 5 Minutes 15 Minutes

e Memory: shows the current memory usage.
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e System Information: You can click the Edit icon to change name of the 1G902.

Memory

Used

538ME

System Infomation

MName:

Maodel:

Serial Mumber:

MAC Address:

Firmware Version:

Bootloader Version:

Device Time:
Host Time:

System Up Time:

3.3 Network

3.3.1 Network Interfaces

3.3.1.1 Cellular

Free

A54ME

54%

Total

1002MB

[# InGateway
IG%02H

GTa021.
00:18:05:10:87:22
00:18:05:10:97:23

2.0.0.r12644
2017.01.r10517

2020-06-23 22:52:25
2020-06-24 15:52:25
2 Days 0&:57:14

The Cellular page displays the configuration and status of the IG902’ s dial-up interface. You can set
dial-up interface parameters to connect the IG902 to a cellular network or view details about the dial-up

interface on this page. Follow these steps to configure the dial-up interface:
1. Choose Network > Network Interfaces > Cellular to display the Cellular page.
2. Select Enable Cellular.

3. Set the parameters (default settings recommended). For details about these parameters, see cellular

network parameter description.
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4. Click Submit to complete the configuration of the dial-up interface.
The cellular network parameters are described as follows:

o Enable Cellular: enables or disables the cellular network connection.

o Profile

— Network Type: specifies the type of the mobile network to which the gateway is connected, which
can be GSM or CDMA.

— APN: specifies the access point name (APN) that identifies the service type of a WCDMA /LTE
network. A WCDMA/LTE system provides services based on the APN of the connected
WCDMA /LTE network. (This parameter does not need to be set for the CDMA2000 series.)

— Access Number: specifies the dial string provided by the network operator. Obtain this dial

string from your network operator.
* If your 3G/LTE data card supports WCDMA or LTE, the default dial string is *99%*x*1#.
x If your 3G data card supports CDMA 2000, the default dial string is #777.
— Auth Method
* Auto: selects an authentication method automatically.

x PAP: specifies the Password Authentication Protocol, a simple plain-text authentication

method implemented through two-way handshakes.

x CHAP: specifies the Challenge Handshake Authentication Protocol, a security authentica-

tion method that verifies message digests through three-way handshakes.
x MS-CHAP: specifies the CHAP standard defined by Microsoft.

x MS-CHAPv2: specifies the upgraded version of MS-CHAP, which requires two-way authen-

tication.

— Username: specifies the user name used for connection to the public data network (PDN). It is

provided by your network operator. The default value is gprs.

— Password: specifies the password of the PDN user. It is provided by your network operator. The

default value is gprs.
e Dual SIM Enable: enables or disables the dual-SIM card mode.
— Main SIM: specifies the main SIM card used. Options are SIM1, SIM2, Random, and Sequential.

— Max Number Of Dial: specifies the maximum number of dial-up attempts on SIM1. When the

number of dial-up failures reaches this number, the gateway switches to SIM2.

— Min Connected Time: specifies the minimum network connection duration after the gateway
dials up successfully. Within this duration, the number of dial-up attempts is counted. When
the connection duration exceeds the set value, the number of dial-up attempts is reset. When

the value is set to 0, this function is disabled.
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— Backup SIM Timeout: specifies the timeout period of the backup SIM card used currently. The
gateway switches to the main SIM card when the timeout period of the backup SIM card is

reached.

e Network Type: specifies a network type for the SIM card. Options are Auto, 3G, 4G, and 2G. You
can select a specific network type suitable for your gateway and SIM card or choose the auto mode, in

which the gateway automatically registers to the suitable network.
e Profile: specifies the index of the dial-up parameter set.

e Roaming: enables the roaming function to allow the gateway to dial up in roaming state or disables
the roaming function to prevent the gateway from dialing up in roaming state. When a local SIM card

is used, its dial-up capability is not affected whether this option is selected or deselected.

PIN code: specifies the personal identification number of the SIM card. If you enable PIN code but
do not set a PIN code or set a wrong PIN code, the gateway cannot dial up. A valid PIN code enables

the gateway to dial up to a network.

Static IP: enables or disables the use of a static IP address. If you select this option, specify an IP
address manually. Then, the gateway obtains the specified static IP address every time it dials up to

a network.
¢ Connection Mode

— Always Online: indicates that the gateway stays online when it is running properly and will
be disconnected and redial up only if the dial-up interface does not transmit any traffic in 30

minutes. This is the default connection mode of the system.
— On-demand Dial

x Data Trigger: indicates that the gateway is offline by default and will dial up automatically

when data is sent to the Internet.

— Manual Dial: indicates that the network connection can be established or terminated by clicking

Connect or Disconnect in the Status area.
e Redial Interval: specifies the period that the gateway waits before dialing up again.
e ICMP Probes

— ICMP Detection Server: specifies the IP address or domain name of the remote ICMP server to
be probed. (If two ICMP servers are enabled, it is recommended that you enter the TP addresses
or domain names of both servers here.) The gateway supports two ICMP servers: a primary
server and a backup server. After two servers are configured, the gateway probes the primary
server first. It probes the secondary server only when the number of probe retries on the primary
server reaches the maximum value. If both the servers fail to be detected, the gateway dials up

again and starts a new round of ICMP probe.

— ICMP Detection Interval: specifies the interval between ICMP probe packets sent from the

gateway.
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— ICMP Detection Timeout: specifies the timeout period of an ICMP probe. If the gateway does
not receive any ICMP Reply packet within this period, it considers that the ICMP probe times

out.

— ICMP Detection Max Retries: specifies the maximum number of retries after an ICMP probe

failure. (The gateway dials up again when the number of retries reaches this value.)

— ICMP Detection Strict: enables or disables the strict ICMP probe mode. In this mode, the
gateway does not send ICMP probe packets when its dial-up interface is transmitting data traffic.

It sends ICMP probe packets only when the dial-up interface is idle.
e Advanced Settings
— Initial Commands: specifies some AT commands used to check the module status.

— RSSI Poll Interval: specifies the interval at which the gateway checks the signal status after
dialing up successfully. For example, the interval is set to 60s. If you remove the antennas after
the gateway dials up successfully, the signal strength will remain unchanged in 60s and decrease
60s later. If the interval is set to 0, RSSI polling is disabled.

— Dial Timeout: specifies the dial-up timeout period. If the gateway fails to dial up to a network
within the timeout period, the dial-up times out. In this case, the gateway checks the module

status and dials up to the network again.
— MRU: specifies the maximum receive unit, which is expressed in bytes.
— MTU: specifies the maximum transmit unit, which is expressed in bytes.
— Use Default Asyncmap: enables or disables the default Asyncmap.
— Use Peer DNS: enables or disables the use of the DNS server assigned in the connected network.

— LCP Interval: specifies the interval at which the gateway checks whether the cellular connection

is normal.

— LCP Max Retries: specifies the maximum number of dial-up retries after the link connection is

interrupted.
— Infinitely Dial Retry: enables the gateway to retry unlimited times upon a dial-up failure.
— Debug: enables display of more detailed system logs.

— Expert Options: allows you to set command parameters.

3.3.1.2 Ethernet

The Ethernet page displays the configuration and status of Ethernet interfaces on the IG902. You can set
Ethernet interface parameters or view details about the Ethernet interfaces on this page. Follow these steps

to configure the Ethernet interfaces:
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8.

. Choose Network > Network Interfaces > Ethernet to display the Ethernet page and click the

Gigabitethernet 0/1 tab.
Select a network type for interface GE 0/1.

Select options or enter values for the parameters. For details about these parameters, see Fthernet

parameter description.

. Click Submit to complete the configuration of GE 0/1.

Choose Network > Network Interfaces > Ethernet to display the Ethernet page and click the
Gigabitethernet 0/2 tab. (By default, GE 0/2 is a bridge interface. To configure this interface, you
must remove gigabitethernet 0/2 from the Bridge page first.)

Select a network type for interface GE 0/2.

Select options or enter values for the parameters. For details about these parameters, see Ethernet

parameter description.

Click Submit to complete the configuration of GE 0/2.

The following figure shows the configuration of GE 0/1, with Network Type set to DHCP.

Ethernet

Gigabitethernet 0/1 Gigabitethernet 0/2

Status

Ne

rk Type: Static IP IP Address: 10.5.16.79 Netmask: 255.255.255.0

DNS: 8.8.8.8 114114114114 MTU: 1500

s: Up Connection Time: 2 Days 07:00:43 Description:

Configure

* Network Type: Dynamic Address (DHCF)

Description:

m Re et

The following figure shows the configuration of GE 0/1, with Network Type set to Static IP.
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Overvie letwork letwork Interfaces / Ethernet
Gigabitethernet 0/1 Gigabitethernet 02

Status

Network Type: Static IP IP Address: 10.5.16.79 MNetmask: 255.255.255.0
Gateway: 10.5.16.1 DNS: 8.8.8.8 114.114.114.114 MTU: 1500
Status: Up Connection Time: 2 Days 07:06:43 Description:
Configure

* Network Type: Static IP

* Primary IP: 10.5.16.79 * Metmask: 255.255.255.0

* MTU: 1500 * Speed/Duplex: Auto Negotiation

Track L2 State:

Shutdown:

Description:

Secondary IP Setting

Secondary IP Netmask Operation @

The following figure shows the configuration of GE 0/2, with Network Type set to Static IP.
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Networ etwork Interfaces / Ethernet

Gigabitethernet 0/1 Gigabitethernet 0/2

Status

Network Type! Static IP IP Address: 192.168.2.1

DNS: 0.0.0.0

Connection Time: 0 Day 01:09:14

Configure

* Network Type: Static IP

* Primary IP: 162.1688.2.1 + Metmask:

* MTU

1500 * Speed/Duplex:

Track L2 State:

Shutdown:

Description:

Secondary IP Setting

Secondary IP Netmask Operation G.}

The Ethernet parameters are described as follows:

o Network Type (Static IP by default)

Netmask: 255.255.255.0

MTU: 1500

Description:

255.255.255.0

Auto Negotiation

— Static IP: uses a manually configured IP address, matching subnet mask, and other information

for the Ethernet interface.

— Dynamic Address (DHCP): configures the interface as a DHCP client to obtain an IP address,
the matching subnet mask, and other information through DHCP.

e Static IP mode

0/1 is 192.168.1.1, and the IP address of GE 0/2 is 192.168.2.1.

— Netmask: specifies the subnet mask of the Ethernet interface.

Primary IP: specifies the IP address of the Ethernet interface. By default, the IP address of GE

— MTU: specifies the maximum transmit unit, which is expressed in bytes. The default value is

1500.

Speed/Duplex, including;:
x Auto Negotiation
* 1000M Full Duplex

x 1000M Half Duplex

1.2.
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* 100M Full Duplex
* 100M Half Duplex
* 10M Full Duplex
x 10M Half Duplex

— Track L2 State: enables or disables tracking of L2 interface status. After this feature is enabled,
the interface is Down when it is not physically connected and is Up when it is physically connected.
After this feature is disabled, the interface state is displayed as UP regardless of whether the

interface is physically connected.
— Shutdown: disables the interface.
— Description: specifies the descriptive information that identifies the Ethernet interface.

— Secondary IP Setting: allows you to set up to 10 secondary IP addresses in addition to the
primary IP address.

¢ DHCP mode

— Description: specifies the descriptive information that identifies the Ethernet interface.

3.3.1.3 WLAN

The WLAN page displays the WLAN configuration and status on the IG902. You can set WLAN parameters
or view detailed WLAN status information on this page. Follow these steps to configure WLAN parameters:

1. Choose Network > Network Interfaces > WLAN to display the WLAN page.

2. Select Enable Wi-Fi, and then select options or enter values for the parameters. For details about

these parameters, see WLAN parameter description.
3. Click Submit to complete the WLAN configuration.

The following figure shows the configuration of the gateway as a wireless access point (AP).
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Configure

Enable Wi-Fi:

Station Role: Client (®) AP
551D Broadcast:

AP |solate: ~

Bridge: _

Band: 240G

Radio Type: 802.11b/g/n
Channel: i

* S50 InEdgeGatewayZh
Auth Method: WERAZ-PSK
Encrypt Mode: TKIF

* WPA/WPAZ PSK Key: &
Bandwidth: 20MHz

Stations Limit:

# |P Address:

* Metmask:

The following figure shows the configuration of the gateway as a wireless client.
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Configure

Enable Wi-Fi:

Station Role: @) Client AP

Default Route:

# Client SSID: inhand1

Auth Method: WRAZ-PSK

Encrypt Mode: AES

* WPA/WPAZ PSK Key: sessssssnsaaas Z
Metwork Type: StaticIP (@) Dynamic Address (DHCP)

The WLAN parameters are described as follows:

e Enable Wi-Fi: enables or disables the Wi-Fi service. After enabling the Wi-Fi service, you can set
the basic parameters and security authentication options for the wireless network, so that users can

connect to the Internet wirelessly.
« Station Role: specifies the working mode of the gateway, which can be client or AP.

¢ Client mode

Default Route: uses the default route. After you select this option, a wireless route is added

automatically.

Client SSID: specifies the SSID of the network to be connected.

Auth Method: same as the authentication method used on the network to be connected.

Encrypt Mode: same as the encryption method used on the network to be connected.

WPA/WPA2 PSK Key: same as the key used on the network to be connected.
— Network Type: same as the type of the network to be connected.
e AP mode

— SSID Broadcast: enables SSID broadcasting to allow wireless clients to discover this SSID or
disables SSID broadcasting to hide this SSID. When the SSID is hidden, beacon frames sent
from the AP do not contain the SSID. In this case, a wireless client can connect to the AP only

after the SSID is manually specified on the client.
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— AP Isolate: enables or disables client isolation on the AP. After this feature is enabled, the AP

does not forward L2 packets between the clients connected to it.

— Bridge: enables or disables bridging of the radio interface to the bridge interface.

— Band: specifies the frequency band used by the AP. The gateway supports 2.4 GHz and 5 GHz
bands.

— Radio Type: specifies the radio type of the AP. The AP supports six radio types: 802.11g/n,

802.11g, 802.11n, 802.11b, 802.11b/g, and 802.11b/g/n.
* 802.11b: works at the 2.4 GHz band, with the maximum rate of 11 Mbit/s.

x 802.11g: works at the 2.4 GHz band, with the maximum rate of 54 Mbit/s.

x 802.11n: works at the 2.4 GHz or 5 GHz band, with the maximum theoretical rate of 300

Mbit/s.

— Channel: specifies a data transmission channel that uses wireless signals as the transmission

medium. The AP provides 13 channels with different carrier frequencies.

*

*

*

The center frequency of channel 1 is 2.412 GHz.
The center frequency of channel 2 is 2.417 GHz.
The center frequency of channel 3 is 2.422 GHz.
The center frequency of channel 4 is 2.427 GHz.
The center frequency of channel 5 is 2.432 GHz.
The center frequency of channel 6 is 2.437 GHz.
The center frequency of channel 7 is 2.442 GHz.
The center frequency of channel 8 is 2.447GHz.

The center frequency of channel 9 is 2.452 GHz.

The center frequency of channel 10 is 2.457 GHz.
The center frequency of channel 11 is 2.462 GHz.
The center frequency of channel 12 is 2.467 GHz.

The center frequency of channel 13 is 2.472 GHz.

— SSID: specifies the service set identifier of the AP. The SSID technology allows a WLAN to

be divided into multiple sub-networks that require separate identity authentication. Users can

connect to a sub-network only after passing the identity authentication of the sub-network. This

prevents access from unauthorized users.

— Auth Method: specifies the authentication method used by the AP. The AP supports five au-
thentication methods: open authentication, shared key authentication, WPA-PSK, WPA2-PSK,
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and WPAPSK/WPA2PSK. The last three authentication methods are implemented by using
encrypted data.

Encrypt Mode: specifies the encryption mode used for authentication. The AP supports TKIP
and AES encryption modes.

WPA/WPA2 PSK Key: specifies the authentication key, which contains 8-63 characters.

Bandwidth: specifies the channel bandwidth on the working band of the AP. Options are 20MHz
and 40MHz.

Stations Limit: specifies the maximum number of clients supported by the AP (a maximum of
128).

IP Address: specifies the IP address of the radio interface. (This parameter is unavailable after

the bridge interface is enabled.)

Netmask: specifies the subnet mask of the radio interface. (This parameter is unavailable after

the bridge interface is enabled.)

3.3.1.4 Bridge

The bridge interface is a logical, virtual interface on the IG902. You can bridge the radio interface with

interface GE 0/2. (If Station Role is set to client on the WLAN page, the radio interface cannot be selected

as a bridge member.) Follow these steps to configure the bridge interface:

1.

2.

3.

Select members of the bridge interface.

Set parameters for the bridge interface. For details about these parameters, see bridge interface pa-

rameter description.

Click Submit to save the configuration.

As shown in the following figure, the radio interface is bridged with interface GE 0/2.
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stwork Interfaces / Bridge

Status

Metmask: 255.255.255.0 MTU: 1500

Connection Time: 0 Day 01:13:47 Description

Configure

* Primary |P: 192.168.2.1

* Netmask: 255.255.255.0
Description:

Secondary IP Setting

Secondary IP Netmask Operatien G.)

Bridge Member
dot11radio 1 &
gigabitethernet 0/2: &

The bridge interface parameters are described as follows:
o Primary IP: specifies the primary IP address of the bridge interface.
e Netmask: specifies the subnet mask of the bridge interface.

e Secondary IP Setting: allows you to set up to 10 secondary IP addresses in addition to the primary IP

address.
e Bridge Member
— dotllradio 1: specifies the radio interface.

— gigabitethernet 0/2: specifies interface GE 0/2.

3.3.1.5 Loopback

The loopback interface is a logical, virtual interface on the IG902. After you create and configure the loopback
interface, you can ping its IP address or set up a Telnet connection to it to test the network connectivity.
You can set or view loopback interface parameters on the Loopback page. Follow these steps to configure

the loopback interface:

1. Choose Network > Network Interfaces > Loopback to display the Loopback page. You can

set or view loopback interface parameters on this page.

2. Click the Add icon in the table under Secondary IP Setting to add a secondary IP address for the
loopback interface. (The default IP address is 127.0.0.1.)
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3. Enter the secondary IP address and subnet mask.
4. Click Submit to complete the configuration of the loopback interface.

As shown in the following figure, a secondary IP address 127.0.0.2 is set for the loopback interface.

Add Secandary IP Setting

# |P Address:  127.00.2

* Netmask:  255.255.255.0

Caution: You can set a maximum of 10 secondary IP addresses for the loopback interface.

3.3.2 Network Services

3.3.2.1 DHCP

3.3.2.1.1 DHCP Server

The Dynamic Host Configuration Protocol (DHCP) uses the client/server communication model. The client
sends a configuration request to the server, and the server replies with the IP address allocated to the client
and other configuration information. In this way, the client IP address and other configuration is assigned
dynamically. You can configure a DHCP server and view its configuration on the DHCP Server page.

Follow these steps to configure a DHCP server:
1. Choose Network > Network Services > DHCP > DHCP Server to display the DHCP Server
page.
2. Click the Add or Edit icon to configure the DHCP server.
3. Set the parameters. For details about these parameters, see DHCP server parameter description.

4. Click OK to save the configuration, and then click Submit to apply the configuration.

The following figure shows the DHCP server configuration.
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Add DHCP Server

Enable DHCP Service: @D @

* Starting Address: | 192.188.2.1

# Ending Address: | 192.168.2.254

>,

#Interface:  Gigabitethernet 01

¥ Lease: 1444 rnin{30-10080)

Cancel m

e The DHCP server parameters are described as follows:

Enable DHCP Service: enables or disables the DHCP service. Caution: The DHCP server and

DHCEP relay features cannot be enabled at the same time.

Interface: specifies the interface on which the DHCP service is enabled. You can select Gi-
gabitethernet 0/1, Gigabitethernet 0/2, Bridge 1, or Dotllradio 1. Interfaces Bridge 1 and
Dotllradio 1 are available only on the Wi-Fi-capable 1G902.

Starting Address: specifies the start IP address of the IP address pool for address allocation to
DHCP clients.

Ending Address: specifies the end IP address of the IP address pool for address allocation to
DHCP clients.

Lease: specifies the validity period of allocated IP addresses. The DHCP server will reclaim the
expired IP addresses for reallocation. This field cannot be left blank.

o Windows Name Server (WINS): specifies the IP address of the WINS server.

o Static IP Setting: allows you to bind a fixed IP address to a MAC address, as shown in the following

figure.

Static IP Setting

MAC Address IP Address Operation @

00:00:00:00:00:01 11.11.11.1 C|
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3.3.2.1.2 DHCP Relay

A DHCP relay (or DHCP relay agent) can process and forward DHCP information between subnets and
physical network segments. You can configure a DHCP relay and view its configuration on the DHCP

Relay page. Follow these steps to configure a DHCP relay:

1. Choose Network > Network Services > DHCP > DHCP Relay to display the DHCP Relay
page.
2. Enable the DHCP relay feature. Before this operation, you must disable the DHCP server.

3. Specify the DHCP server addresses and relay interface. For details about these parameters, see DHCP

relay parameter description.
4. Click Submit to apply the configuration.
The following figure shows the DHCP relay configuration.

rk Services DHCP

DHCP Server DHCP Rela

m
¥
b

Enable DHCP Relay: @

DHCP Server 1: 192.168.2.1
DHCP Server 2: 192.168.2.100
DHCP Server 3:

DHCP Server 4:

Relay Interface: Gigabitethernet 0/1

The DHCP relay parameters are described as follows:

e Enable DHCP Relay: enables or disables the DHCP relay feature. The DHCP relay and DHCP server

features cannot be enabled at the same time.

e DHCP Server: specifies the IP address of the DHCP server.
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o Relay Interface: specifies the network interface that serves as the DHCP relay.

3.3.2.2 DNS

A domain name system (DNS) is a distributed database used for TCP/IP applications and provides trans-

lation between domain names and IP addresses. DNS allows users to access some applications by using

easy-to-remember, meaningful domain names, which are then translated into the correct IP addresses by

a DNS server on the network. You can configure a DNS server and the DNS relay service and view the

configuration on the DNS page.

e Follow these steps to configure a DNS server:

1.

2.

3.

Choose Network > Network Services > DNS to display the DNS page.
Enter the IP address of the DNS server.

Click Submit to apply the configuration.

The following figure shows the DNS server configuration.

V= Metwo stwark Services OMS

DNS Server
Primary DMS 8.8.8.8
Secondary DNS: 114114114114

e Follow these steps to configure the DNS relay service:

1.

2.

4.

5.

Choose Network > Network Services > DNS to display the DNS page.

Enable the DNS relay service. The DNS relay service cannot be disabled when the DHCP server

feature is enabled.
Click the Add icon to add a [domain name <=> IP address] pair.
Enter the domain name or IP address of a host and specify the matching IP address.

Click OK to save the configuration, and then click Submit to apply the configuration.

The following figure shows the configuration of the DNS relay service.
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Add the [domain name <==>IP address] pair

# Host:  www.baidu.com
*|P &ddress 1: 192.168.2.100

IP Address 2: | 192.168.2.1

Cancel m

3.3.2.3 GPS

On the GPS page, you can enable or disable the GPS service, view the IG902 location information, and
configure IP forwarding and serial forwarding for GPS. The IG902 can act as a GPS client or server for IP
forwarding. Choose Network > Network Services > GPS to display the GPS page.

Overvie letwork / Network Services / Status

Status

GPS Status: Enable Time: 2020-06-27 17:25:.03 {7 104° 3.242600' £ 30° 35.306290' N

Speed: 0.0000
Configure

Enable GPS

GPS IP Forwarding

Enable:

GPS Serial Forwarding

Enable:

Follow these steps to configure GPS forwarding:
1. In the Configure area, select Enable GPS.
2. Select Enable under GPS IP Forwarding or GPS Serial Forwarding.

3. Configure the parameters. For details about these parameters, see GPS IP forwarding parameter
description and GPS serial forwarding parameter description. (The GPS serial forwarding and DTU

features cannot be used at the same time. Therefore, you must disable DTU before enabling GPS
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serial forwarding.)
4. Click Submit to save the configuration.

The following figure shows the configuration of GPS IP forwarding.

GPS IP Forwarding

Enable: m

Type: Client

Transmit Protocol: TCP

Connection Type: Leng-Lived

* Keepalive Intenval: 100 zec(00-180)

* Keepalive Retry: 10 Tirnes(5-10)

* Min Reconnect Interval : 13 zec(13-180)

* Max Reconnect Interval : 180 sec(180-3600)

Source Interface:

* Reporting Interval: 30 zec(1-86400)

Include RMC:

Include G54:

Include GGA:

Include G5V:

Message Prefix: cD

Message Suffix: cD

Destination IP Address
Server Address Server Port Operation {:.E}
192.168.2.100 1175 |

The following figure shows the configuration of GPS serial forwarding.
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GPS Serial Forwarding

Enable: @

Serial Type: R5232
Baudrate: 9600
Data Bits: 8
Parity: Mone
Stop Bit: 1

Software Flow Control:

Include RMC:

Include G5A:

Include GGA:

B888

Include G5V

The parameters of GPS IP forwarding are described as follows:
e FEnable: enables or disables GPS IP forwarding.
e Type: specifies the type of GPS IP forwarding.
— Client
* Transmit Protocol: specifies the transmission protocol used. Options are TCP and UDP.

* Connection Type: specifies the type of the transmission connection. Options are Long-Lived

and Short-Lived. The setting must be the same as that on the server.

x Keepalive Interval: specifies the interval at which the gateway sends heartbeat packets over
the TCP connection established.

x Keepalive Retry: specifies the number of heartbeat packet retransmissions upon a heartbeat
timeout. If the heartbeat does not resume after heartbeat packets are retransmitted for the

specified number of times, the gateway terminates the TCP connection.

* Min Reconnect Interval: specifies the connection interval at the beginning of TCP connection

setup. The interval increases every 30 seconds until it reaches the maximum value.

x Max Reconnect Interval: specifies the maximum retry interval for TCP connection setup.
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x Source Interface: specifies the interface of which the IP address is used by the gateway to

establish a TCP connection to the server.
* Reporting Interval: specifies the interval at which the gateway reports GPS data.
* Include RMC: specifies whether the GPS data sent from the gateway includes PMC data.
* Include GSA: specifies whether the GPS data sent from the gateway includes GSA data.
x Include GGA: specifies whether the GPS data sent from the gateway includes GGA data.
* Include GSV: specifies whether the GPS data sent from the gateway includes GSV data.

x Message Prefix: specifies the user-defined content in the headers of GPS messages sent from

the gateway.

x Message Suffix: specifies the user-defined content at the end of GPS messages sent from the

gateway.
— Server

x Connection Type: specifies the type of the transmission connection. Options are Long-Lived

and Short-Lived. The connection type must be the same as that on the client.

x Keepalive Interval: specifies the interval at which the gateway sends heartbeat packets over
the TCP connection established.

x Keepalive Retry: specifies the number of heartbeat packet retransmissions upon a heartbeat
timeout. If the heartbeat does not resume after heartbeat packets are retransmitted for the

specified number of times, the gateway terminates the TCP connection.

x Local Port: specifies the service port number used by the gateway when it serves as a TCP

server.
* Reporting Interval: specifies the interval at which the gateway reports GPS data.

* Include RMC: specifies whether the GPS data sent from the gateway includes PMC data.
x Include GSA: specifies whether the GPS data sent from the gateway includes GSA data.
x Include GGA: specifies whether the GPS data sent from the gateway includes GGA data.
* Include GSV: specifies whether the GPS data sent from the gateway includes GSV data.

x Message Prefix: specifies the user-defined content in the headers of GPS messages sent from

the gateway.

* Message Suffix: specifies the user-defined content at the end of GPS messages sent from the

gateway.
Parameters of GPS serial forwarding are described as follows:
o Enable: enables or disables GPS serial forwarding.

o Serial Type: same as that on the remote end (RS232 or RS485).
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3.3.

Baudrate: same as that on the remote end.

Data Bits: same as that on the remote end.

Parity: same as that on the remote end.

2.4 Host List

Stop Bit: same as that on the remote end.

Software Flow Control: enables or disables software flow control.

Include RMC: specifies whether the GPS data sent from the gateway includes PMC data.
Include GSA: specifies whether the GPS data sent from the gateway includes GSA data.
Include GGA: specifies whether the GPS data sent from the gateway includes GGA data.

Include GSV: specifies whether the GPS data sent from the gateway includes GSV data.

You can view information about hosts connected to the IG902 on the Host List page. Choose Network

> Network Services > Host List to display the Host List page, as shown in the following figure.

Interface

Gigabitethernet 0/1
Gigabitethernet 0/1
Gigabitethernet 0/1
Gigabitethernet 0/1
Gigabitethernet 0/1
Gigabitethernet 0/1
Gigabitethernet 0/1
Gigabitethernet 0/1
Gigabitethernet 0/1

Gigabitethernet 0/1

m

m

=z / Host List

MAC Address

fO:1e:34:1 19473

12:34:56:78:90:01

00:el:dc68:02:dc

00:18:05:11:25:ca

fO:1e:34:1 19473

44:3Te0:20:34:72

Godb0002:0fe3

00:0e:cb:c:13:a7

Boecdbibedfa:8s

88:80:03:be:ad:08

IP Address Host Lease
10.5.16.82

192.168.2.100

10.5.16.3

10.5.16.33

192.168.2.11

10.5.16.56

10.5.16.158

192.168.2.13

10.5.18.211

10.5.18.1
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3.3.3 Routing

3.3.3.1 Routing Status

Choose Network > Routing > Routing Status to display the Routing Status page. This page displays

information about static routes configured on the IG902, as shown in the following figure.

Dvervie MNetwork / Static Routing

Status Configure
Type: Al

Type Destination MNetmask Gateway Interface Distance/Metric Time
Static Routing 0.0.0.0 0.0.0.0 10.5.16.1 Gigabitethernet 0/1 1/0
Connected Routing 1.1.1.1 255.255.255.255 Gigabitethernet 0/1 0/0
Connected Routing 10.5.16.0 255.255.255.0 Gigabitethernet 0/1 0/0
Static Routing 10.16.0.0 255.255.0.0 10.16.0.1 Openvpn 1 1/0
Connected Routing 10.16.0.0 255.255.254.0 Openvpn 1 0/0
Connected Routing 11.0.0.0 255.0.0.0 Gigabitethernet 0/1 0/0
Connected Routing 127.0.0.0 255.0.0.0 Loopback 1 0/0
Connectad Routing 192.168.2.0 255.255.255.0 Gigabitethernet 0/2 0/0
Connectad Routing 192.1683.0 255.255.255.0 Bridge 1 0/0

3.3.3.2 Static Routing

You can configure static routes on the Static Routing page. Then, packets sent to a specific destination

are forwarded through the specified route. (Generally, you do not need to configure static routes.) Follow

these steps to configure a static route:

1.

2.

Choose Network > Routing > Static Routing to display the Static Routing page.
Click the Add icon to add a static route.
Set the parameters. For details about these parameters, see static routing parameter description.

Click OK to save the configuration, and then click Submit to apply the configuration.
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The following figure shows the configuration of a static route.

Add X

* Destination:  0.0.0.0
* Metmask: 0.0.0.0
Interface: Gigabitethernet 0/1
Gateway: 10.5.16.1
Distance:

Track ID:

Cancel m

Parameters of a static route are described as follows:
e Destination: specifies the destination IP address to which packets are sent.
o Netmask: specifies the subnet mask of the destination IP address.
o Interface: specifies the interface through which data packets are forwarded to the destination network.

o Gateway: specifies the IP address of the next router that data packets pass through before reaching
the destination IP address.

o Distance: specifies the priority of the route. A smaller value indicates a higher priority.

o Track ID: specifies the track index or ID.

3.3.4 Firewall

3.3.4.1 ACL

An access control list (ACL) permits or denies specified data flows (such as the data flow from a specified
source IP address or account) based on a series of matching rules to filter the data reaching a network inter-
face. You can configure a data filtering policy for a network interface on the ACL page. The configuration

procedure is as follows:
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1. Choose Network > Firewall > ACL to display the ACL page.
2. Click the Add icon under Access Control Policy to add an access control policy.
3. Set the parameters. For details about these parameters, see access control policy parameter description.
4. Click the Add or Edit icon under ACL to add an access control list on a specified interface.
5. Set the parameters. For details about these parameters, see access control list parameter description.
6. Click OK to save the configuration, and then click Submit to apply the configuration.
The following figure shows the configuration of a standard access control policy.
[ . -
Add Access Control Policy X
Type: (® Standard Extended
#*|D: 79
Sequence Mumber: 10
Action: (@) Permit Deny
Match Conditions
Source |P:
Source Wildcard:
Log:
Description:
Cancel m
L |
The following figure shows the configuration of an extended access control policy.
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Add Access Control Policy

Type: Standard @ Extended
¥|D0: 179
Sequence Mumber: 10

Action: (8) Permit Deny

Match Conditions

* Protocol:

Source |P:

Source Wildcard:
Destination IP:
Destination Wildcard:
Fragments:

Log:

Description::

The following figure shows the configuration of an access control list.
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Add Access Control List *

* |nterface:  Gigabitethernet 0/1
In ACL:
Out ACL:

Admin ACL: 192

Cancel m

e Parameters of a standard access control policy are described as follows:

— ID: specifies the ID of an ACL rule, in the range of 1-99. A smaller value indicates a higher
priority of the rule.

— Sequence Number: specifies the sequence number of the ACL rule. A smaller value indicates a

higher priority of the rule.
— Action: permits or denies forwarding of matching packets.

— Source IP: specifies the source IP address of packets in the ACL rule. If this field is kept blank,

the rule matches packets from all networks.
— Source Wildcard: specifies the wildcard mask of the source IP address in the ACL rule.
— Log: enables or disables recording of access control logs.
— Description: records meanings of access control parameters.
e Parameters of an extended access control policy are described as follows:

— ID: specifies the ID of an ACL rule, in the range of 100-199. A smaller value indicates a higher
priority of the rule.

Sequence Number: specifies the sequence number of the ACL rule. A smaller value indicates a

higher priority of the rule.
— Action: permits or denies forwarding of matching packets.
— Protocol: specifies the access control protocol.

— Source IP: specifies the source IP address of packets in the ACL rule. If this field is kept blank,

the rule matches packets from all networks.
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Source Wildcard: specifies the wildcard mask of the source IP address in the ACL rule.

Source Port: specifies the source port number of packets. The value any indicates that TCP/UDP
packets with any source ports match the rule. This parameter is available only when the TCP

or UDP protocol is selected.

Destination IP: specifies the destination IP address of packets in the ACL rule. If this field is

kept blank, the rule matches packets destined for all networks.
Destination Wildcard: specifies the wildcard mask of the destination IP address in the ACL rule.

Destination Port: specifies the destination port number of packets. The value any indicates that
TCP/UDP packets with any destination ports match the rule. This parameter is available only
when the TCP or UDP protocol is selected.

Established Connection: specifies the range of TCP packets controlled. If this option is se-
lected, the system controls TCP packets on established connections and does not control those
on unestablished connections. If this option is deselected, the system controls TCP packets on
both established and unestablished connections. This parameter is available only when the TCP

protocol is selected.
Fragments: enables or disables control of fragmented data packets sent from the interface.
Log: enables or disables recording of access control logs.

Description: records meanings of access control parameters.

« Parameters of an access control list are described as follows:

— Interface: specifies the name of the interface on which the access control policy is configured.

— Rule: specifies the inbound, outbound, and administrative rules.

3.3.4.2 NAT

Network address translation (NAT) allows multiple hosts in a LAN to connect to the Internet by using one

or multiple public IP addresses. This feature maps a few public IP addresses to many private IP addresses to

conserve public IP addresses. You can view and configure NAT rules on the NAT page. The configuration

procedure is as follows:

1.

2.

4.

Choose Network > Firewall > NAT to display the NAT page.
Select an interface from the Interface drop-down list.

Click the Add icon under Network Address Translation (NAT) Rules to add an NAT rule and

set parameters for the rule. For details about these parameters, see NAT rule parameter description.

Click OK to save the configuration, and then click Submit to apply the configuration.

As shown in the following figure, the NAT rule allows hosts connected to the IG902 to connect to the Internet
by using the IP address of interface GE 0/2.
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Add Network Address Translation(NAT) Rules X
Action:  SMNAT
Source Network: (@) Inside Qutside

Translation Type:  ACL to INTERFACE

Match Conditions

* Access Control List: 100

Translated Address

¥ Interface:  Gigabitethernet 0/2

Description:

Cancel m

Parameters of the NAT rule are described as follows:
e Action

— SNAT: uses the source network address translation feature that translates source IP addresses of
data packets into another IP address. Generally, this feature is used for data packets sent to the

Internet through the router.

— DNAT: uses the destination network address translation feature that translates destination IP
addresses of data packets into another IP address. Generally, this feature is used for data packets

sent to the private network through the router.
— 1:INAT: uses one-to-one IP address translation.
o Source Network (available when the action is set to SNAT or DNAT):
— Inside: translates private IP addresses.
— Outside: translates public IP addresses.
e Translation Type, which can be:
— IP to IP

— IP to INTERFACE
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— IP PORT to IP PORT
— ACL to INTERFACE
— ACL to IP

o Access Control List (unavailable for 1:1 NAT): specifies the ACL rule used to match the packets of

which the IP addresses are translated.

o Translated Address (unavailable for 1:1 NAT): specifies the IP address or interface translated from the

source address.

e Description: specifies the description of the NAT rule.

3.4 Edge Computing

3.4.1 Python Edge Computing

The Python Edge Computing page displays information about the Python secondary development en-
vironment on the 1G902, as well as the configuration and running status of Python apps on the 1G902.
You can use the secondary development environment to develop custom Python apps, and set or view app

status.Follow these steps to configure the Python secondary development environment:

1. Choose Edge Computing > Python Edge Computing to display the Python Edge Computing
page.
2. Enable the Python edge computing engine.

3. Install or upgrade the Python SDK (optional).

4. Enable the debugging mode. For details about Python secondary development, see Python Develop-
ment Quick Start.

Follow these steps to configure a Python app:

1. Choose Edge Computing > Python Edge Computing to display the Python Edge Computing
page.
2. Enable the Python edge computing engine.

3. Install or upgrade the Python SDK (optional).

4. In the Configure area, import the app package and select Enable. For details about the configuration,

see app configuration function description.
5. Click Submit to apply the configuration.

The following figure shows the configuration of the Python development environment on the 1G902.
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Python Engine

SDK Version: 1.3.9 1, Upgrade Enable Debug Mode:
Python Version: Python3 Username: pyuser
Used User Storage: 502MB/6GE 8% Password: 9dGbku5SMNSgCs

The following figure shows the app running status (HelloWorld as an example).

APP

App Status Entire Operation @ @ O
App Name App Version SDK Version State Uptime Log Operation
HelloWarld 0.0.1 135 RUNNING 00:00:13 L O Q (OX®)

App List
Enable App Name App Version SDK Version Start Parameters Operation @
HelloWorld 0.0.1 1.3.5 [# L AL O

The app configuration functions are described as follows:
o App status
— Start all: starts all the enabled apps.
— Stop all: stops all the enabled apps.

— Restart all: restarts all the enabled apps.

Download: downloads running logs of a specified app.

Delete: deletes all running logs of a specified app.

View: displays running logs of a specified app.
— Stop: stops a specified app.
— Restart: restarts a specified app.
e App List
— Enable: enables an app so that it will run automatically after each system reboot.

— Start Parameters: allows you to configure app start parameters here.
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Export: allows you to export an app configuration file.

Import: allows you to import an app configuration file. After you import a configuration file and

restart the app, the app runs with the imported configuration file.
— Unload: allows you to unload an app.

— Add: allows you to add an app.

3.4.2 Docker Manager

The IG902 supports hosting of Docker images. You can release your Docker images on the 1G902 to deploy

and run self-developed applications quickly.Follow these steps to configure a Docker environment:
1. Install the Docker SDK.
2. Enable the Docker manager.
3. Configure Docker images and containers on the Docker management page (Portianer).

As shown in the following figure, the Docker manager is enabled.

Enable Docker Manager:

Docker Version: 18.06.3-ce

Jser Mame: admin

¥ Pasoword: P B
* Port: 9000

Docker Image: Select File

Parameters on the Docker management page are described as follows:
e Enable Docker Manager: enables or disables the Docker Manager.
e Docker Version: allows you to install or upgrade a Docker version.
e User Name: specifies the user name used to log in to the Portianer.
e Password: specifies the password used to log in to the Portianer.

o Port: specifies the port number used to access the Portianer. The default port number is 9000.
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e Docker Image: allows you to import a Docker image.

3.5 System

3.5.1 System Time

To enable the IG902 to cooperate with other devices properly, you may need to set an accurate system time
for it. For this purpose, set the system time on the System Time page and enable the NTP protocol to
implement clock synchronization among all clock-supporting devices on the network. In this way, all devices
maintain the same clock to provide applications based on the consistent time. Follow these steps to set the

system time:

e Method 1: Select a time zone.
1. Choose System > System Time to display the System Time page.
2. Select the time zone where the 1G902 is located from the Time Zone drop-down list.
3. Click Apply.

e Method 2: Set the system time manually.
1. Choose System > System Time to display the System Time page.
2. Set a specific time in the Set Time field.
3. Click Apply.

e Method 3: Use the local time of the PC.
1. Choose System > System Time to display the System Time page.
2. The IG902 can obtain the time of the PC as its local time.
3. Click Sync next to the Device Time field.

e Method 4: Enable SNTP clients.
1. Choose System > System Time to display the System Time page.
2. Select Enable SNTP Clients.
3. Set the parameters. For details about these parameters, see SNTP client parameter description.
4. Click Submit to apply the configuration.

Follow these steps to enable the NTP server to synchronize time to other devices.

1. Choose System > System Time to display the System Time page.

2. Select Enable SNTP Server.

3. Set the parameters. For details about these parameters, see NTP server parameter description.

4. Click Submit to apply the configuration.
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The following figure shows how to select a time zone or set a system time manually.

System Time

Time Zone: UTC-12:00 Kwajalein
Local Time: 2020-06-28 14:37:10
Device Time: 2020-06-27 18:37:10
Set Time: 2020-05-25

The following figure shows how to enable SNTP clients.

Enable SNTP Clients:
Update Interval:

Source Interface:

SNTP Servers List
Server Address
0.pool.ntp.org
1.pool.ntp.org
2.pool.ntp.org

3.pool.ntp.org

14:37:10

3600 sec(60-2552000)
Cellular 1

Port Operation @

123 4 0

123 4 0

123 4 0

123 4 0

The following figure shows how to enable the NTP server to synchronize time to other devices.
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Enable NTP Server:
Preferred MTP Server: 5

Source Interface: Cellular 1

NTP Servers List

Primary NTP server Server Address Operation @

0.poocl.ntp.org 4 0

1.pool.ntp.org 4 0
2.pool.ntp.org # 0O
3.pocl.ntp.org # 0O

SNTP client parameters are described as follows:

e« Enable SNTP Clients: enables or disables SNTP clients. If the cellular interface is selected as the

source interface, the SNTP service will not be enabled when the gateway fails to dial up to a network.
e Update Interval: specifies the interval at which the SNTP clients synchronize time with the 1G902.

e Source Interface: specifies the interface through which the IG902 sends SNTP packets. The source

interface and source address cannot be used at the same time.

e Source Address: specifies the source address of the SNTP packets sent from the 1G902. The source

interface and source address cannot be used at the same time.
e SNTP Servers List

— Server Address: specifies the domain name or IP address of an SNTP server. You can add a
maximum of 10 servers to the list. If you set multiple SNTP servers, the system polls all the

SNTP servers to find an available one.
— Port: specifies the SNTP port number used by an SNTP server.
The NTP server parameters are described as follows:
e Enable NTP Server: enables or disables the NTP server feature.

e Update Interval: specifies the time synchronization interval. The NTP protocol uses the multi-stratum

synchronization model. Generally, stratum-n+1 clocks synchronize with a stratum-n clock source. NTP
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supports synchronization of up to 16 strata of clocks, namely, stratum 0 to stratum 15. Synchronization

cannot be implemented for more than 16 strata of clocks.

e Source Interface: specifies the interface through which the IG902 sends NTP packets. The source

interface and source address cannot be used at the same time.

e Source Address: specifies the source address of the SNTP packets sent from the IG902. The source

interface and source address cannot be used at the same time.
e NTP Servers List

— Primary NTP Server: specifies the primary NTP server from which the IG902 synchronizes time.
If you select multiple primary NTP servers, the IG902 polls all the selected servers to find an

available one.

— Server Address: specifies the domain name or IP address of an NTP server. You can add a

maximum of 10 servers to the list.

3.5.2 System Logs

Choose System > Log to display the Log page. This page displays a large amount of information about
the network and 1G902, such as its running status and changes of configuration. On the Configure page,
you can set a remote log server. Then, the IG902 will synchronize all system logs to the remote log server.

The host used as the remote log server must run a remote log program (for example, Kiwi Syslog Daemon).

3.5.3 Configuration Management

Choose System > Configuration Management to display the Configuration Management page. On
this page, you can back up configuration parameters, import parameter settings, and restore factory settings
of the IG902. These functions are described as follows:

e Configuration Management

— Auto Save: enables or disables automatic saving of modified configuration in the startup config-

uration file.

— Encrypted: enables or disables password encryption. After this option is selected, all passwords
configured on the IG902 web system are displayed in encrypted text. This feature improves the

security of passwords.
e Configuration Files Operations

— Import Startup Config: allows you to import a configuration file as the startup configuration
of the IG902. The 1G902 will load the imported configuration file upon a reboot. Ensure the
validity and correct order of commands in the imported configuration file. The IG902 filters out
invalid commands in the imported configuration file, and then saves the valid commands as the

startup configuration. The system will execute these commands sequentially after a reboot. If
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commands in the imported configuration file are not listed in a valid order, the system cannot

enter the expected state after a reboot.

— Export Startup Config: allows you to back up the startup configuration on a host. The startup
configuration is the configuration that the IG902 loads after it starts.

— Export Running Config: allows you to back up the running configuration on a host. The running

configuration is the configuration that the IG902 is running.

— Restore Factory Configuration: allows you to restore the factory settings of the 1G902. This
operation restores all parameters on the IG902 to the default settings. The factory settings are
restored after a reboot of the 1G902.

3.5.4 Device Manager

The Device Manager developed by InHand Networks allows you to monitor the status of IG902 gateways,
maintain on-site devices remotely, configure and upgrade a batch of 1G902 gateways at the same time
remotely, and perform other management operations to manage 1G902 gateways and on-site devices more
conveniently and efficiently. You can connect an IG902 to the Device Manager on the Device Manager

page to use the functions and services of the platform. Follow these steps to connect to the Device Manager:
1. Choose System > Device Manager to display the Device Manager page.
2. Select Enable Device Manager.
3. Set the parameters. For details about these parameters, see device manager parameter description.
4. Click Submit to apply the configuration.

The following figure shows the configuration that connects the IG902 to the iot.inhandnetworks.com (DM)

platform.
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(]
1!
m

System [/ Device Manager

Device Remote Monitoring Platform: Connected

State Description: Connection Accepted

Enable Device Manager:

* Server Address: iot.inhandnetweorks.com

* Hegister: zhangning @inhand.com.cn

Advanced Settings

Location: Cellular (@) GPS

LES Upload Interval: 86400 sec(60-286400)
Heartbeat Interval : 30 sec(30-86400)
Data Upload Interval : 3600 sec(3600-236400)

Parameters of the Device Manager are described as follows:

o Enable Device Manager: enables or disables the DM platform.

e Server Address: specifies the server address of the DM platform to be connected.

Registered Account: specifies an account registered on the DM platform.
e Advanced Settings

— Location Type: specifies the source of the location information. Options are Cellular and GPS.

LBS Information Upload: specifies the interval for reporting LBS information. The valid value
range is 60-86400.

— Interval: specifies the interval between heartbeat packets exchanged with the DM platform. The
valid value range is 30-86400.

Dataflow Upload Interval: specifies the interval for reporting traffic information. The valid value
range is 3600-86400.

90

Chapter 1. InGateway Documentation Site Navigation



InGateway Documentation, Release 0.0.1

3.5.5 Firmware Upgrade

You can upgrade the firmware version for the IG902 on the Firmware Upgrade page, so that the 1G902

can provide new functions or better user experiences. Follow these steps to upgrade the firmware version:
1. Choose System > Firmware Upgrade to display the Firmware Upgrade page.
2. Click Select File to select a firmware file for the 1G902.
3. Click Starting Upgrade and OK to start the firmware upgrade.

4. Wait until the upgrade succeeds, and then click Reboot to restart the 1G902.

3.5.6 Access Tools

To facilitate IG902 management and configuration, you can configure the IG902 management and access

methods on the Access Tools page. Follow these steps to complete the configuration:
e Configure HTTPS
1. Choose System > Access Tools to display the Access Tools page.

2. Select Enable HTTPS and set the parameters. For details about these parameters, see HTTPS

parameter description.
3. Click Submit to apply the configuration.
e Configure Telnet
1. Choose System > Access Tools to display the Access Tools page.

2. Select Enable TELNET and set the parameters. For details about these parameters, see Telnet

parameter description.
3. Click Submit to apply the configuration.
e Configure SSH
1. Choose System > Access Tools to display the Access Tools page.

2. Select Enable SSH and set the parameters. For details about these parameters, see SSH pa-

rameter description.
3. Click Submit to apply the configuration.

The following figure shows the configuration of HT'TPS-based management.
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Enable HTTPS:

Listen IP Address: Any
* Port: 443
* Web Login Timeout: 3600 sec(100-3600)

Remote Control:

The following figure shows the configuration of Telnet-based management.

Enable TELNET:

Listen IP Address: Any
* Port: 23
Remote Control:

The following figure shows the configuration of SSH-based management.

Enable SSH:

Listen IP Address: Any

* Port: 22

* Timeout: 120 - :sec{ﬂ—ED}
Key Mode: (® RSA

Key Length: 1024

Remote Control:

The HTTPS parameters are described as follows:

1. Listen IP Address: specifies the listening IP address. Options include Any, 127.0.0.1, and other IP

addresses.
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2. Port: specifies the listening port number of HTTPS.
3. Web Login Timeout: specifies the timeout period of web page login. The valid value range is 0-3600.

4. Remote Control: enables or disables remote access to the IG902 through HTTPS. If no remote control
network is specified, the IG902 can be remotely controlled through any network.

The Telnet parameters are described as follows:

1. Listen IP Address: specifies the listening IP address. Options include Any, 127.0.0.1, and other IP

addresses.
2. Port: specifies the listening port number of Telnet.

3. Remote Control: enables or disables remote access to the IG902 through Telnet. If no remote control

network is specified, the IG902 can be remotely controlled through any network.
The SSH parameters are described as follows:

1. Listen IP Address: specifies the listening IP address. Options include Any, 127.0.0.1, and other IP

addresses.
2. Port: specifies the listening port number of SSH.
3. Timeout: specifies the SSH timeout period. The valid value range is 0-120.
4. Key Mode: fixed as RSA.
5. Key Length: specifies the length of the key used. Options are 512, 1024, 2048, and 4096.

6. Remote Control: enables or disables remote access to the IG902 through Telnet. If no remote control

network is specified, the IG902 can be remotely controlled through any network.

3.5.7 User Management

On the User Management page, you can add user accounts and manage the password and access rights
of each account. These accounts allow multiple users to access and manage the IG902. Follow these steps

to add a user:
1. Choose System > User Management to display the User Management page.
2. Click the Add icon to add a user.
3. Set the parameters.

4. Click OK to save the configuration.

3.5.8 Reboot

Choose System > Reboot to display the Reboot page, and then reboot the IG902 or set a scheduled
reboot plan for it.As shown in the following figure, the IG902 is configured to reboot on 0:00 every day.
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3.5.9 Network Tools

Choose System > Network Tools to display the Network Tools page. You can diagnose network
problems of the IG902 on this page. You can enter some extension options in the Expert Options area. For
example, expert option -t for the ping tool enables the IG902 to ping a specified host continuously until you
stop the ping.The ping tool can be used to check whether a network is reachable. The following figure shows

the configuration of a ping test.

Ping

* Host: www.baidu.com m
* Ping Count: 4

* Packet Size: 32 (B-10240)

Experts Options:

The traceroute tool can be used to determine the route used to transmit IP datagrams to a destination. The

following figure shows the configuration of a traceroute test.
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Traceroute

* Host: 10.5.16.82
* Maximum Hops: 20 (2-40)

* Timeout: 3 sec(2-10)
Protocol: UDFP

Experts Options:

The Tepdump tool can be used to capture packets transmitted on a specified interface. The following figure

shows the Tcpdump configuration.

Tepdump
Capture Interface: Arny
* Capture Number: 20 (10-1000)

Experts Options:

3.5.10 3rd Party Notification

Choose System > 3rd Party Notification to display the 3rd Party Notification page. You can view
the statement about the third-party software used for the 1G902.

3.6 Navigation Bar Operations

3.6.1 Returning to the Homepage

You can click the InGateway logo in the upper left corner of any web page of the IG902 to return to the
Overview page quickly.

o

"\“‘“ InGateway € overview &5 Network @ Edge Computing bS] System B8 Advanced
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3.6.2 Logging Out

To log out from the IG902, click the user name in the upper right corner.

m'nﬂalmv € overview &5 Network @ Edge Computing & System B8 Advanced

Network Connection Status CPU Load

3.6.3 Changing the Language

You can click the globe icon in the upper right corner to change the language of web pages. The 1G902
supports simplified Chinese and English.

inl-p.}.ml InGateway € overview &% Network @ Edge Computing &3 system BB Advanced adm ®
Network Connection Status CPU Load R
English
@ External Network Set UP - -

1.2.4 4. Advanced Functions

4.1 Administration

4.1.1 System

On this page, you can view the system status and network status (including the firmware version, MAC
address, system time, and start time of the gateway), specify the language of the web pages, and set a
host name for the gateway. In the Network Status area, you can click Settings next to Cellularl,

Gigabitethernet 0/1, Gigabitethernet 0/2, or Bridge 1 to enter the corresponding interface configuration
page.

4.1.2 AAA

AAA is a method to determine who can access a server and what services they can use on the server. It is
a structure used to configure three independent security functions in the same way. This structure provides

the following service modules:
o Authentication: verifies whether a user has the right to access the network.
o Authorization: authorizes the user to use certain services.
e Accounting: records the usage of network resources by the user.

Note: When RADIUS, TACACS+, and local modes are all configured, they are used following the preference
order of 1 > 2 > 3.
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4.1.2.1 Radius

The RADIUS protocol uses the client/server (C/S) model. A network access server (NAS) is a RADIUS
client that transmits user authentication information to a specified RADIUS server and processes the response
packets received from the RADIUS server. The RADIUS server receives users’ access requests, authenticates
their identities, and sends the required configuration information for users to the client. All data transmitted
between the server and client is verified using a shared key. The client and server encrypt user passwords
before transmitting them to each other, ensuring the security of passwords. The RADIUS service uses UDP
as the transmission protocol and is often used in network environments that require high security and allow

remote access.
The RADIUS parameters are described as follows:

e Server: specifies the domain name or IP address of a RADIUS server. You can set a maximum of 10
RADIUS servers.

e Port: specifies the service port number of the RADIUS server.

e Key: specifies the authentication key to be verified before a connection can be established to the
RADIUS server. A client can establish a connection to the RADIUS server only if its authentication
key is the same as that set on the RADIUS server.

e Source Interface: specifies the source interface of RADIUS packets.

4.1.2.2 Tacacs+

The Terminal Access Controller Access Control System Plus (TACACS+) protocol is a security protocol
that enhances functions of the TACACS protocol. This protocol provides functions similarly to RADIUS
and uses the client/server model for communication between the NAS and TACACS+ server. TACACS+

supports independent authentication, authorization, and accounting.
The TACACS+ parameters are described as follows:

e Server: specifies the domain name or IP address of a TACACS+ server. You can set a maximum of 10
TACACS+ servers.

e Port: specifies the service port number of the TACACS+ server.

e Key: specifies the authentication key to be verified before a connection can be established to the
TACACS+ server. A client can establish a connection to the TACACS+ server only if its authentication
key is the same as that set on the TACACS+ server.

4.1.2.3 LDAP

The Lightweight Directory Access Protocol (LDAP) is based on the X.500 standard but is much simpler
and is customizable. Unlike X.500, LDAP supports TCP/IP. In simple words, LDAP provides centralized
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management of user access, authentication, and authorization. This protocol is easy to customize and

supports centralized management of users and user groups, centralized information storage, setting of security

and access control policies, security delegation reading, change of user rights, and other related functions.

The LDAP parameters are described as follows:

Name: specifies the name of a user-defined server list.

Server: specifies the domain name or IP address of an LDAP server. You can set a maximum of 10
LDAP servers.

Port: specifies the port number of the LDAP server.

Base DN: specifies the top of the LDAP directory tree.

Username: specifies the user name used to access the LDAP server.

Password: specifies the password used to access the LDAP server.

Security: specifies the encryption mode. Three options are available: None, SSL, and StartTLS.

Verify Peer: enables or disables peer authentication.

4.1.2.4 AAA Settings

The IG902 supports the following authentication methods:

Non-authentication (none): Users are fully trusted, and their identities are not verified. Generally, this

method is not used.

Local authentication (local): User information is configured on an NAS. Local authentication is fast
and reduces the operation cost, but the amount of user information stored is limited by the hardware

capacity.

Remote authentication (LDAP): User information is configured on an authentication server. Remote
authentication can be implemented by using the RADIUS, TACACS+, or LDAP.

The 1G902 supports the following authorization methods:

Non-authorization (none): Authorization is not performed for users.

Local authorization (local): Users are authorized based on the attributes of local accounts configured
on the NAS.

TACACS+ authorization: Users are authorized by a TACACS+ server.

Authorization after RADIUS authentication: Authentication and authorization are bound together,

and RADIUS authentication cannot be performed separately.

LDAP authorization
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Caution: Authentication method 1 must be consistent with authorization method 1. Authentication method
2 must be consistent with authorization method 2. Authentication method 3 must be consistent with

authorization method 3.

4.1.3 Alarm

The alarm function allows you to discover exceptions on the gateway in real time, so that you can fix
the exceptions quickly. When an exception occurs, the gateway raises an alarm. You can select types
of exceptions defined in the system and choose an appropriate alarm reporting way to obtain exception
information. All alarms are recorded in alarm logs to facilitate troubleshooting.Alarms are classified into

system alarms and port alarms:

e System alarms: raised upon system or environment exceptions, including hot start, cold start, and

memory shortage alarms.

e Port alarms: raised upon exceptions on network interfaces, including LINK-UP and LINK-DOWN

alarms.
Alarms have the following states:
e Raise: indicates that an alarm has been generated but not been confirmed.
e Confirm: indicates that an alarm cannot be solved currently.
o All: indicates all alarms generated.
Alarms are classified into the following levels:
e EMERG: The gateway undergoes a serious error that may cause a system reboot.
e CRIT: The gateway undergoes an unrecoverable error.
e WARN: The gateway undergoes an error that affects system functionality.
e NOTICE: The gateway undergoes an error that affects system performance.
e INFO: A normal event has occurred.
On the Alarm page, you can perform the following operations:
e Click the Status tab to view all alarms generated in the system since power-on.
e Click the Alarm Input tab to select the types of alarms you want to monitor.

e Click the Alarm Output tab to set the alarm notification method. By default, alarms are recorded
in logs. After alarm output is configured, the system reports generated alarms by sending notification
emails from the specified source email address to the specified destination email address. Generally,

this function is not used.

e Click the Alarm Map tab to map a specified alarm type to one or multiple alarm notification methods.
Two alarm mapping modes are supported: CLI (console interface) and email. To use the email mapping

mode, enable email notification and specify related email addresses on the Alarm Output tab page.
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4.2 Link Backup

Backup connections are often used between devices in a network environment to improve the network ro-

bustness and stability. These backup connections are also called backup links or redundant links.

4.2.1 SLA

InHand SLA is implemented in the following way: 1. Object tracking: This module traces the reachability
of a specified object. 2. SLA probe: The object tracking module uses the InHand SLA function to send
different types of probes to the specified object. 3. Policy-based routing using a route mapping table: This
module associates tracking results with routing processes. 4. Static routing and tracking options.Follow

these steps to configure InHand SLA:
1. Define one or multiple SLA entries (probes).
2. Define one or multiple tracked objects to track the status of the SLA entries.
3. Specify the action taken for the tracked object.

The SLA parameters are described as follows:

e Index: specifies the index or ID of an SLA entry, which can be manually set or automatically generated.

You can add a maximum of 10 SLA entries.

e Type: specifies the type of an SLA entry. The value defaults to icmp-echo and cannot be changed.
ICMP-Echo datagrams are used to check whether a host address is alive. The gateway sends an ICMP-
Echo (Type 8) datagram to the destination host. If the gateway receives an ICMP-Echo-Relay (Type

0) datagram from the host, it considers the host alive.
e Destination Address: specifies the IP address to which the probe is sent.
o Data size: specifies the user-defined size of data. The valid value range is 0-1000.

o Interval (s): specifies the interval at which the gateway sends ICMP probes. The valid value range is
1-608400.

o Timeout (ms): specifies the timeout period of an ICMP probe. If the gateway does not receive the
reply to an ICMP probe within the timeout period, it considers that the probe fails and sends another
probe. The valid value range is 1-300000.

o Consecutive: specifies the number of probe failures for determining a link failure. If the gateway does
not receive any reply after sending the specified number of probes, the SLA probe fails and the SLA
state changes to DOWN. The valid value range is 1-1000.

o Life: defaults to forever (always effective after configured) and cannot be changed.
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4.2.2 Track Module

The track module implements the association function together with application modules and monitoring
modules. Located between application and monitoring modules, the track module shields the difference in
monitoring modules and provides the same interface for application modules.Parameters of the track module

are described as follows:

e Index: specifies the index or ID of a tracked object, which can be manually set or automatically

generated. You can add a maximum of 10 tracked objects.
o Type: specifies the type of the tracked object. Options are sla and interface.

e SLA ID: specifies the index or ID of an existing SLA entry. This parameter is unavailable when the

track type is set to interface.

o Interface: specifies the tracked interface. This parameter is unavailable when the track type is set to

sla.

o Negative Delay: specifies the amount of time before the tracked object is displayed as abnormal after
the interface or SLA state changes to DOWN. The value 0 indicates that the abnormal state is displayed

immediately. The unit of the value is second.

o Positive Delay: specifies the amount of time before the tracked object switches to the normal state after

fault recovery. The value 0 indicates that the tracked object switches to the normal state immediately.

4.2.3 VRRP

The Virtual Router Redundancy Protocol (VRRP) enables multiple routers on a LAN to function as one
virtual router. A router can be virtualized into multiple virtual routers based on IP addresses of VLAN
interfaces on different network segments. Each virtual router is identified by an ID. A router can be virtual-
ized into up to 255 virtual routers.The interface tracking capability of VRRP extends the backup function,
providing backup for not only interfaces on other routers but also other interfaces on the local router (such as
an upstream interface) when these interfaces are faulty. When an upstream interface is in Down or Removed
state, the local router lowers its own priority to enable another router with a higher priority in the VRRP

group to become the gateway for traffic forwarding. The VRRP parameters are described as follows:
e Enable: enables or disables VRRP.
» Virtual Router ID: specifies the ID of a virtual router. The valid value range is 1-255.
o Interface: specifies the interface on which the virtual router is configured.
e Virtual IP: specifies the IP address of the virtual router.

e Priority: specifies the priority of the local router in the VRRP group. The value ranges from 0 to 255
(a larger value indicates a higher priority). A router with a higher priority is more likely to become

the gateway.
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o Advertisement Interval: specifies the interval for heartbeat packet exchange between routers in the
VRRP group.

e Preemption Mode: enables the router to send VRRP Advertisement packets immediately when it finds
its priority higher than the current gateway. As a result, a new round of gateway election is triggered,
and the router replaces the previous gateway. Correspondingly, the previous gateway becomes a backup

router.

e Track ID: specifies the index or ID of an existing tracked object.

4.2.4 Interface Backup

Interface backup refers to master-backup bindings between interfaces on the same device. When the main
interface in a binding cannot transmit service traffic properly due to an interface failure or sufficient band-
width, traffic can be quickly switched to the backup interface. The backup interface then transmits all traffic
or shares a part of traffic. This feature improves the reliability of data communication between devices.The

interface backup parameters are described as follows:
e Main Interface: specifies the interface currently used for traffic forwarding.
e Backup Interface: specifies the interface waiting for traffic switching.

e Startup Delay: specifies the amount of time before an interface probe is triggered. The valid value

range is 0-300.

e Up Delay: specifies the amount of time before the main interface turns Up when the probe state
changes from failed to successful. The value 0 indicates that the main interface turns Up immediately.

The valid value range is 0-180.

e Down Delay: specifies the amount of time before the main interface turns Down when the probe
state changes from successful to failed. The value 0 indicates that the main interface turns Down

immediately. The valid value range is 0-180.

o Track id: specifies the index or ID of an existing tracked object. (If interface backup is used with the

track module, the main interface does not turn Down when a probe fails.)

4.3 Routing

Routing is a process that determines the end-to-end route of packets sent from a source to a destination.
Routing works on data packet forwarding devices on Layer 3 of the OSI reference model. A router connects
networks by forwarding data packets between them. When the router receives a data packet, it determines
the outbound interface and next-hop IP address by searching for the destination IP address of the data
packet in its routing table, and then rewrites the link-layer header of the data packet for forwarding. The
router dynamically maintains a routing table to record the current network topology and updates routing

information based on link information received from other routers on the network.
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4.3.1 Static Routing

Static routes are manually configured. After you configure a static route to a destination address, packets
destined for this address will be forwarded along this route. Generally, you do not need to configure static

routes.Parameters of a static route are described as follows:
o Destination: specifies the destination IP address to which packets are sent.
o Netmask: specifies the subnet mask of the destination IP address.
o Interface: specifies the interface through which data packets are forwarded to the destination network.

o Gateway: specifies the IP address of the next router that data packets pass through before reaching
the destination IP address.

« Distance: specifies the priority of the route. A smaller value indicates a higher priority.

4.3.2 Dynamic Routing

The interior gateway protocol used in an autonomous system (AS) can be the Open Shortest Path First
(OSPF) protocol or Routing Information Protocol (RIP).

4.3.2.1 RIP

The RIP protocol is applicable to small-sized networks. It measures the distance to a destination by hop
count, which is called metric. The number of hops from a router to a directly connected network is 0, and the
number of hops to a network reachable through another router is 1. That is, the hop count increases with the
number of intermediate routers. To limit the convergence time, RIP defines a metric range of 0-15. A hop
count of 16 or larger is considered infinite, indicating that the destination network or host is unreachable.
To improve the routing performance and prevent routing loops, RIP provides the split horizon feature. RIP

can also import routing information learned by other routing protocols.
The RIP parameters are described as follows:
o Enable: enables or disables RIP.

e Update Timer: specifies the interval at which the router sends route updates. The valid value range is
5-2147483647, and the unit is second.

e Timeout Timer: specifies the aging time of a route. If the router does not receive any Update packet
for a route within the aging time, it sets the metric of this route to 16 in the routing table. The valid
value range is 5-2147483647, and the unit is second.

o Garbage Collection Timer: specifies the amount of time before a route is removed from the routing
table after its metric is set to 16. Within the garbage collection period, RIP sends Update packets for
this route with the metric of 16. If the route is not updated when the garbage collection timer expires,

the route is permanently removed from the routing table. The valid value range is 5-2147483647.
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e Version: specifies the version of the RIP protocol. Options are Default, v1, and v2.
o Network: specifies the first IP address in a network segment and the matching subnet mask.
e Advanced Options
— Default-Information Originate: enables or disables advertisement of default routing information.

— Default Metric: specifies the default cost from the local router to the destination. The valid value

range is 1-16. The value 16 indicates that the destination is unreachable.
— Redistribute Connected: enables or disables direct route redistribution to RIP.

* Metric: specifies the metric of the redistributed direct route after direct route redistribution

is enabled. The valid value range is 0-16.
— Redistribute Static: enables or disables static route redistribution to RIP.

x Metric: specifies the metric of the redistributed static route after static route redistribution

is enabled. The valid value range is 0-16.

— Redistribute OSPF: enables or disables OSPF route redistribution to RIP.Metric: specifies the
metric of redistributed OSPF routes after OSPF route redistribution is enabled. The valid value
range is 0-16.

— Distance/Metric Management:
x Distance: specifies the administrative distance of a route learned by RIP.
x TP Address: specifies the destination IP address of the RIP route.
* Netmask: specifies the subnet mask of the RIP route.
x ACL Name: specifies an access control list used for route redistribution.
* Metric: changes the metric of the route sent from or received on an interface.

* Policy In/Out: specifies the direction to which the route filtering policy is applied. Options

are In and Out.
In: applies the access control list to incoming traffic.
Out: applies the access control list to outgoing traffic.
x Interface: specifies the interface to which the route filtering policy is applied.

* ACL Name: specifies the name of the access control list referenced in the route filtering

policy.
— Filter Policy

x Policy Type: specifies the type of the route filtering policy. Options are access-list and
prefix-list.

x Policy Name: specifies the name of the prefix list.

104 Chapter 1. InGateway Documentation Site Navigation



InGateway Documentation, Release 0.0.1

* Policy In/Out: specifies the direction to which the route filtering policy is applied. Options

are In and Out.
x Interface: specifies the interface to which the route filtering policy is applied.

* Filter Out (Permit Default Route-Interface): allows only transmission to the default router

interface.
— Passive Interface: specifies an interface as the passive interface.
— Interface
x Interface: specifies an interface.

* Send Version: specifies the RIP version of packets sent from the interface. Options are
Default, v1, and v2.

x Receive Version: specifies the RIP version of packets accepted on the interface. Options are
Default, v1, and v2.

x Split Horizon & Poisoned Reverse: Options are split-horizon and disabled.

x Authentication Mode: specifies the authentication method used on the interface. Options

are text and md5.
x Key: specifies the authentication key used for RIPv2 packet exchange.
— Neighbor: specifies the IP address of a RIP neighbor.
e Network
— IP Address: specifies the interface’ s IP address to be advertised by RIP.

— Netmask: specifies the interface’ s subnet mask to be advertised by RIP.

4.3.2.2 OSPF

The Open Shortest Path First (OSPF) protocol is a link state-based interior gateway protocol developed by
the IETF.The OSPF parameters are described as follows:

e Enable: enables or disables OSPF.
e Router ID: specifies the ID of the LSA-originating router.
¢ Route Advanced Options

— ABR Type: specifies the type of the area border router. Options are cisco, ibm, standard, and

shortcut.
— RFC1583 Compatibility: enables or disables compatibility with RFC1583.

— OSPF Opaque-LSA: enables or disables OSPF Opaque LSAs.
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— SPF Delay Time: specifies the delay before OSPF SPF computation. The valid value range is

0-600000, and the unit is millisecond.

— SPF Initial-holdtime: specifies the initial SPF holding time. The valid value range is 0-600000,

and the unit is millisecond.

— SPF Max-holdtime: specifies the maximum SPF holding time. The valid value range is 0-600000,

and the unit is millisecond.

— Reference Bandwidth: The valid value range is 1-4294967, and the unit is Mbit.

o Interface

Interface: specifies the interface on which the OSPF parameters are configured.

Network: specifies the type of the OSPF network. Options are Broadcast, NBMA, Point-to-
Multipoint, and Point-to-Point.

Hello Interval: specifies the interval between Hello packets sent from the interface. Two neigh-
boring routers cannot establish a neighbor relationship if they send Hello packets at different

intervals. The valid value range is 1-65535.

Dead Interval: specifies the timeout period of a neighbor. If the router does not receive any Hello
packet from a neighbor within this period, it considers the neighbor invalid. Two neighboring
routers cannot establish a neighbor relationship if they have different Dead intervals. The valid

value range is 1-65535.

Retransmit Interval: specifies the LSA retransmission interval. After the router advertises an
LSA to a neighbor, it waits for the Ack packet from the neighbor. If the router does not receive
an Ack packet from the neighbor within the retransmission interval, it retransmits the LSA. The

valid value range is 3-65535.

Transmit Delay: specifies the delay time added to the LSA aging time (Age field) before the LSA
is sent. This time is added because it takes some time to transmit OSPF packets on a link. This

parameter is especially significant on a low-speed link. The valid value range is 1-65535.
Interface Advanced Options
* Interface: specifies an interface.

x Passive Interface: allows the interface to receive OSPF packets only and disables it from
sending OSPF packets.

x Cost: specifies the cost of OSPF on the interface. By default, the OSPF cost is calculated

automatically based on the interface bandwidth.
x Priority: specifies the priority of OSPF on the interface.

x Authentication: specifies the authentication method used in the OSPF area. If you select

simple authentication, you need to set a password for simple authentication and confirm the
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password. If you select MD5 authentication, you need to set an MD5 key and a password

and confirm the password.

x Key ID: specifies the ID of the key for MD5 authentication. This parameter takes effect
only for MD5 authentication. The valid value range is 1-255.

x Key: specifies the authentication key used for OSPF packet exchange.
o Network
— IP Address: specifies the IP address of the local network.
— Netmask: specifies the subnet mask of the local network address.
— Area ID: specifies the ID of the area where the LSA originating router is located.
e Area
— Area ID: specifies the ID of an OSPF area.

— Area: configures the OSPF area as a stub or NSSA area. The backbone area (with the ID of
0.0.0.0) cannot be configured as a stub or NSSA area.

— No Summary: disables the route summarization function that aggregates multiple routes into one
broadcast LSA. The result and biggest advantage of route summarization is a smaller routing
table.

— Authentication: specifies the authentication method used for OSPF packets. Options are simple,

password, and md>5.

— Area Advanced Options - Area Range
x Area ID: specifies the ID of the area where the OSPF-enabled interface is located.
x TP Address: specifies the network segment where the interface is located.
* Netmask: specifies the subnet mask of the network segment where the interface is located.
x Not Advertise: disables advertisement of intra-area routing information to other areas.
x Cost: specifies the OSPF cost on the interface. The valid value range is 0-16777215.

— Area Advanced Options - Area Filter
x Area ID: specifies the ID of the OSPF area to which the filtering policy is applied.

x Filter Type: specifies the mode of route filtering. Options are import, export, filter-in, and

filter-out.

x ACL Name: specifies the name of the access control list used to filter routes. Only the

routes allowed by the access control list can take effect.
— Area Advanced Options - Area Virtual Link

x Area ID: specifies the ID of an OSPF area.
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x ABR Address: specifies the interface address that the ABR uses to connect to the area. An

ABR is a router that connects multiple areas.

x Authentication: specifies the authentication method used for OSPF packets. Options are

simple, password, and md5.

* Key ID: specifies the ID of the key for MD5 authentication. This parameter takes effect
only for MD5 authentication. The valid value range is 1-255.

x Key: specifies the authentication key used for OSPF packet exchange.

* Hello Interval: specifies the interval between Hello packets sent from the interface. The valid

value range is 1-65535.

* Dead Interval: specifies the timeout period of a neighbor. If the router does not receive any
Hello packet from a neighbor within this period, it considers the neighbor invalid. The valid

value range is 1-65535.

x Retransmit Interval: specifies the interval at which the router retransmits an SLA after the

LSA fails to get a response. The valid value range is 1-65535.

x Transmit Delay: specifies the delay time before LSA transmission. The valid value range is
1-65535.

¢ Redistribution

— Redistribution Type: specifies the type of redistributed routes. Options are connected, static,

and rip.
— Metric: specifies the metric of the redistributed route advertised by the router.
— Metric Type: specifies the type of external routes imported to the OSPF routing table.

x 1: indicates Type-1 external routes that are highly reliable. For OSPF, cost of a calculated
external route is equivalent to the cost of an intra-AS route and is comparable with the cost
of an OSPF route. That is, the cost of a Type-1 external route is the sum of the cost from
the local router to the corresponding autonomous system boundary router (ASBR) and the

cost from the ASBR to the destination address of the external route.

x 2: indicates Type-2 external routes that are less reliable. For OSPF, the cost of a route
from the ASBR to outside the AS is much larger than the cost of an intra-AS route to the
ASBR. Therefore, in OSPF route cost calculation, only the cost from the ASBR to outside
the AS is considered. That is, the cost of a Type-2 external route is equal to the cost from
the ASBR to the destination IP address of the external route.

— Route Map: This parameter is not configurable currently.
— Redistribution Advanced Options

* Always Redistribute Default Route: enables the router to advertise the redistributed default

route after startup.
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*

Redistribute Default Route Metric: specifies the metric of the redistributed default route
advertised by the router.

*

Redistribute Default Route Metric Type: 1 or 2.

*

Default Metric: specifies the default metric used for route redistribution.

*

Distance Management
Area Type: specifies the route type. Options are inter-area or external.

Distance: specifies the distance of OSPF routes that can be learned in the area.

4.3.2.3 Filtering Route

The parameters of a route filtering policy are described as follows:
e Access Control List

— ACL Name: specifies the name of an access control list.

Action: specifies the action taken on matching packets. Options are permit and deny.

Any Address: removes the need to match IP addresses and subnet masks.
— IP Address: specifies a destination IP address.
— Netmask: specifies the subnet mask of the IP address.

o [P Prefix-list
— Prefix-list Name: specifies the name of a prefix list.

— Sequence Number: specifies the sequence number of a rule in the prefix list. A prefix list can

contain multiple rules.
— Action: specifies the action taken on matching packets. Options are permit and deny.

— Any Address: removes the need to set the IP address, subnet masks, grand equal prefix length,
and less equal prefix length.

— IP Address: specifies a destination IP address.
— Netmask: specifies the subnet mask of the IP address.

— Grand Equal Prefix Length: specifies the network portion length in the subnet mask that deter-

mines the minimum IP address in the subnet. The valid value range is 0-32.

— Less Equal Prefix Length: specifies the network portion length in the subnet mask that determines

the maximum IP address in the subnet. The valid value range is 0-32.
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4.3.3 Multicast Routing

Multicast routing establishes loop-free transmission paths from a data source to multiple receivers. These
paths form a multicast distribution tree. A multicast routing protocol establishes and maintains a multicast
routing table, and forwards multicast data packets correctly and efficiently based on the multicast routing
table.

4.3.3.1 Basic Settings

On the Basic tab page, you can specify a multicast data source. The basic parameters are described as

follows:
e Enable: enables or disables multicast routing.
e Source: specifies the IP address of the data source.
o Netmask: specifies the subnet mask of the source IP address.

o Interface: specifies the interface connected to the data source.

4.3.3.2 IGMP

The Internet Group Management Protocol (IGMP) is a multicast protocol in the IP protocol suite, and is
used by IP hosts to report their group membership to any immediately neighboring router. This protocol
defines the model of multicast communication between hosts on different network segments. Routers on these
network segments must support multicast communication. IGMP establishes and maintains multicast group
memberships between IP hosts and immediately neighboring multicast routers. It defines how the group
memberships of hosts on a network segment are maintained on a multicast router.The IGMP parameters are

described as follows:
e Upstream Interface: specifies the interface connected to the upstream network device.
e Downstream Interface List
— Downstream Interface: specifies the interface connected to a downstream terminal.

— Upstream Interface: specifies the interface connected to the upstream network device.

4.4 VPN

A VPN is a virtual private communication network established over the Internet depending on an Internet

service provider (ISP) and a network service provider (NSP). A virtual network refers to a logical network.
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4.4.1 IPsec

IPsec is a group of open network security protocols formulated by the IETF, which provide data source
authentication, data encryption, data integrity check, and anti-replay on the IP layer to ensure the security
of data transmission over the Internet. IPsec lowers the risk of data leakage and interception, ensures data

integrity and confidentiality, and protects security of service data transmission.

4.4.1.1 IPsec Setting

The IPsec parameters are described as follows:
o IKEv1 Policy
— ID: specifies the ID of an IKEv1 policy.

— Encryption: specifies the algorithm used to encrypt plain text. Options are 3DES, DES, AES128,
AES192, and AES256.

* 3DES: uses three 64-bit DES keys to encrypt plain text.
* DES: uses a 64-bit key to encrypt a 64-bit plain-text block.
x AES: uses a 128-bit, 192-bit, or 256-bit key to encrypt plain text.

— Hash: specifies the hash algorithm used in the policy. Options are MD5, SHA1, SHA2-256,
SHA2-384, and SHA2-512.

x MD5: generates a 128-bit message digest for a message of any length.

x SHAL: generates a 160-bit message digest for a message of a length less than 128 bits.
* SHA2-256: generates a 256-bit message digest.

x SHA2-384: generates a 384-bit message digest.

x SHA2-512: generates a 512-bit message digest.

— Diffie-Hellman Group: specifies the Diffie-Hellman algorithm, an open key algorithm. Two parties
calculate a shared key based on the data exchanged between them, without transmitting the key
to each other. To encrypt data sent to each other, the two parties must have a shared key.
The essence of Internet Key Exchange (IKE) is that the communication parties never transmit
the key over an insecure network. Instead, they exchange a series of data to calculate a shared
key. Other parties (such as hackers) cannot calculate the key even if they intercept all the data

exchanged for key calculation.

— Lifetime: specifies the lifetime of the IKE security association (SA). The two parties negotiate

another SA to replace the old one before the lifetime expires.
o IKEv2 Policy

— ID: specifies the ID of an IKEv2 policy.
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— Encryption: specifies the algorithm used to encrypt plain text. Options are 3SDES, DES, AES128,
AES192; and AES256.

* 3DES: uses three 64-bit DES keys to encrypt plain text.
x DES: uses a 64-bit key to encrypt a 64-bit plain-text block.
*x AES: uses a 128-bit, 192-bit, or 256-bit key to encrypt plain text.

— Integrity: specifies the algorithm used to check data integrity. Options are MD5, SHA1, SHA2-
256, SHA2-384, and SHA2-512.

x MDb5: generates a 128-bit message digest for a message of any length.

* SHA1: generates a 160-bit message digest for a message of a length less than 128 bits.
x SHA2-256: generates a 256-bit message digest.

x SHA2-384: generates a 384-bit message digest.

* SHA2-512: generates a 512-bit message digest.

— Diffie-Hellman Group: specifies the Diffie-Hellman algorithm, an open key algorithm. Two parties
calculate a shared key based on the data exchanged between them, without transmitting the key
to each other. To encrypt data sent to each other, the two parties must have a shared key. The
essence of IKE is that the communication parties never transmit the key over an insecure network.
Instead, they exchange a series of data to calculate a shared key. Other parties (such as hackers)

cannot calculate the key even if they intercept all the data exchanged for key calculation.

— Lifetime: specifies the lifetime of the IKE SA. The two parties negotiate another SA to replace

the old one before the lifetime expires.
e IPsec Policy

— Name: specifies the name of the IPsec policy. This parameter cannot be changed after the IPsec

policy is configured successfully.

— Encapsulation: specifies the encapsulation protocol used for IP packets. The Authentication
Header (AH) protocol defines an authentication method to authenticate data sources and en-
sure data integrity. The Encapsulating Security Payload (ESP) protocol defines encryption and

authentication (optional) methods to ensure data reliability.

x AH: provides data source authentication, data integrity check, and packet anti-replay. The
sender uses a hash algorithm to calculate a digest field for an IP packet based on the fixed
fields in the IP header and the IP payload. The receiver calculates the digest for the received
IP packet and compares it with the digest field carried in the packet to determine whether

the packet has been tampered with during transmission on the network.

+x ESP: provides all functions of the AH protocol and encrypts payload of IP packets. The
ESP protocol can protect data in IP headers of IP packets.
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— Authentication: specifies the algorithm used for authentication. Options are MD5, SHA1, SHA2-
256, SHA2-384, and SHA2-512.

ES

*

*

k

*

MD5: generates a 128-bit message digest for a message of any length.

SHA1: generates a 160-bit message digest for a message of a length less than 128 bits.
SHA2-256: generates a 256-bit message digest.

SHA2-384: generates a 384-bit message digest.

SHA2-512: generates a 512-bit message digest.

— IPsec Mode: specifies the IPsec encapsulation mode.

*

Tunnel Mode: adds an IPsec header (AH or ESP) outside the original IP header and adds
a new IP header at the outermost layer. Then, the original TP packet is protected by IPsec
as a part of payload. The tunnel mode is generally used between two security gateways.
The packets encrypted by one security gateway can only be decrypted by the peer security

gateway.

Transport Mode: inserts an IPsec header (AH or ESP) between the IP header and upper-
layer protocol header. This mode retains the original IP header but changes the IP protocol
field to AH or ESP, and calculates a new checksum for the IP header. The transport mode

is applicable to communication between two hosts or between a host and a security gateway.

e IPsec Tunnels

— Basic Parameters

*

Destination Address: specifies the IP address or domain name of the IKE peer. (Set this
parameter to 0.0.0.0 when the IG902 acts as a server.)

Map Interface: specifies the interface to which the IPsec policy is applied.

IKE Version: specifies the version of the IKE protocol. Options are IKEv1 and IKEv2.
IKEv1 Policy: specifies a policy ID defined in the IKEv1 policy list.

IKEv2 Policy: specifies a policy ID defined in the IKEv2 policy list.

IPsec Policy: specifies a policy ID defined in the IPsec policy list.

Authentication Type: specifies the authentication method used for the IPsec tunnel. Shared

key authentication and digital certificate authentication are supported.
Shared Key: specifies the shared key used for authentication.

Digital Certificate: specifies the digital certificate used for authentication. You need to

import a valid certificate on the certificate management page.

Negotiation Mode: specifies the mode of IKEv1 negotiation.
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Main Mode: separates key exchange information from the identity information. This

mode protects identity information to enhance the security.

Aggressive Mode: does not provide identity authentication but meets requirements of
some special network environments. The aggressive mode can be used when the address
of the tunnel initiator cannot be obtained in advance or keeps changing, but both parties

want to establish an IKE SA by using a pre-shared key.
* Local Subnet: specifies the source network of the interested flow defined for the IPsec tunnel.

+x Remote Subnet: specifies the destination network of the interested flow defined for the IPsec

tunnel.
— IKE Advance (Phase 1)
x Local ID: specifies the type of the local device’ s identifier for IKE negotiation.
IP Address: specifies the peer IP address used to establish the IPsec interface.
FQDN: specifies the character string used as the identifier of the local device.

User FQDN: specifies the fully qualified domain name used as the identifier of the local

device.
* Remote ID: specifies the type of the peer device’ s identifier for IKE negotiation.

IP Address: specifies the interface IP address that the local device uses to complete

IKE negotiation and exchange identity information with the peer device.

FQDN: specifies the identifier string that the peer devices used for IKE negotiation.

The value must be the same as that set on the peer device.

User FQDN: specifies the fully qualified domain name used as the identifier of the peer

device. The value must be the same as that set on the peer device.
*x IKE Keepalive (DPD): enables or disables dead peer detection (DPD).

DPD Timeout: specifies the timeout period of a DPD probe. After the receiving end
triggers a DPD probe by sending a DPD request to the peer, it waits for a DPD response.
If no DPD response is received from the peer, it deletes the IPsec SA. The valid value
range is 10-3600, and the unit is second.

DPD Interval: specifies the IPsec neighbor detection interval. After DPD is enabled,
the receiving end can trigger a DPD probe if it does not receive any IPsec-encrypted
packets from the peer within the DPD interval. In this case, the receiving end sends
a DPD request to check whether the IKE peer is available. The valid value range is
10-3600, and the unit is second.

x XAUTH: specifies the XAUTH user name and password.

— IPsec Advance (Phase 2)
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* PFS: enables or disables Perfect Forward Secrecy (PFS), a feature that ensures security of

other keys when a key is encrypted, because these keys are not derived from one another.
The key used in phase-2 IPsec negotiation is derived from the key generated in phase 1. If
the phase -1 key for IKE negotiation is intercepted by an attacker, the attacker may collect
sufficient information to derive the phase-2 key for IPsec SA negotiation. The PFS feature
prevents this problem by performing an additional DH exchange, ensuring security of the

phase-2 key.

IPsec SA Lifetime: specifies the duration in which the IPsec SA is alive. When the two ends
perform IPsec negotiation to establish an SA, the smaller value between the lifetime values

set on the local and peer devices takes effect.

IPsec SA Idletime: specifies the maximum idle duration of an IPsec SA. If no data is
transmitted within this duration after the IPsec SA is established, the IPsec SA becomes
invalid. When the current IPsec SA is about to expire, IPsec negotiation is triggered to
establish a new SA, so that the new SA is ready before the old SA becomes invalid.

— Tunnel Advance

* Tunnel Start Mode: specifies how the IPsec tunnel is initiated.

Automatically: indicates that the local device completes IKE negotiation automatically
to set up an IPsec tunnel after the IPsec policy is applied. This mode is often used on

a client.

Respond Only: indicates that local device only receives IPsec requests and does not

initiate a connection. This mode is often used on a server.

On-demand: indicates that the local device completes IKE negotiation to set up an

IPsec tunnel only when detecting IPsec packets on the interface.

* Local/Remote Send Cert Mode: specifies when to send the certificate. Options are Send

cert always, Send cert on request, and Not send cert.

Send cert always: Some IPsec services do not send certificate requests but need to
receive the certificate from the peer because they do not save the certificate. For these
IPsec services, you must select this option on the peer to enable the IPsec tunnel to be
established.

Send cert on request: The local device sends the certificate to the peer only when

receiving a request from the peer.

Not send cert: The local device sends the certificate to the peer regardless of whether

the peer sends a request.

* JCMP Detect

ICMP Detection Server: specifies the address of the peer host to be detected.
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ICMP Detection Local IP: specifies the source address of the traffic to be protected by
IPsec.

ICMP Detection Interval: specifies the interval between ICMP probe packets sent from

the local device.

ICMP Detection Timeout: specifies the timeout period of an ICMP probe. If the local
device does not receive any ICMP Reply packet within this period, it considers that the
ICMP probe times out.

ICMP Detection Max Retries: specifies the maximum number of retries after an ICMP
probe failure. (The local device restarts the IPsec service when the number of retries

reaches this value.)

4.4.1.2 IPsec Extension Setting

The IPsec extension parameters are described as follows:
o Basic Parameters
— Name: specifies the name of an IPsec profile.
— IKE Version: specifies the version of the IKE protocol. Options are IKEv1 and IKEv2.
— IKEv1 Policy: specifies a policy ID defined in the IKEv1 policy list.
— IKEv2 Policy: specifies a policy ID defined in the IKEv2 policy list.
— IPsec Policy: specifies a policy ID defined in the IPsec policy list.

— Authentication Type: specifies the authentication method used for the IPsec tunnel. Shared key

authentication and digital certificate authentication are supported.
x Shared Key: specifies the shared key used for authentication.

x Digital Certificate: specifies the digital certificate used for authentication. You need to

import a valid certificate on the certificate management page.
— Negotiation Mode: specifies the mode of IKEv1 negotiation.

* Main Mode: separates key exchange information from the identity information. This mode

protects identity information to enhance the security.

* Aggressive Mode: does not provide identity authentication but meets requirements of some
special network environments. The aggressive mode can be used when the address of the
tunnel initiator cannot be obtained in advance or keeps changing, but both parties want to

establish an IKE SA by using a pre-shared key.
o IKE Advance (Phase 1)

— Local ID: specifies the local ID of the specified type.
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— Remote ID: specifies the peer ID of the specified type.
— IKE Keepalive (DPD): enables or disables dead peer detection (DPD).

x DPD Timeout: specifies the timeout period of a DPD probe. After the receiving end triggers
a DPD probe by sending a DPD request to the peer, it waits for a DPD response. If no
IPsec-encrypted packet is received from the peer, it deletes the ISAKMP profile. The valid

value range is 10-3600, and the unit is second.

x DPD Interval: specifies the IPsec neighbor detection interval. After DPD is enabled, the
receiving end can trigger a DPD probe if it does not receive any IPsec-encrypted packets
from the peer within the DPD interval. In this case, the receiving end sends a DPD request
to check whether the IKE peer is available. The valid value range is 10-3600, and the unit

is second.
— IPsec Advance (Phase 2)

*x PFS: enables or disables Perfect Forward Secrecy (PFS), a feature that ensures security of
other keys when a key is encrypted, because these keys are not derived from one another.
The key used in phase-2 IPsec negotiation is derived from the key generated in phase 1. If
the phase -1 key for IKE negotiation is intercepted by an attacker, the attacker may collect
sufficient information to derive the phase-2 key for IPsec SA negotiation. The PFS feature
prevents this problem by performing an additional DH exchange, ensuring security of the

phase-2 key.

x [Psec SA Lifetime: specifies the duration in which the IPsec SA is alive. When the two ends
perform IPsec negotiation to establish an SA, the smaller value between the lifetime values

set on the local and peer devices takes effect.
Note:

e Encryption algorithms used for IPsec are AES, 3DES, and DES, listed in descending order of security.
The encryption algorithms with higher security are more complex and slower in calculation. Therefore,

the DES algorithm can be used to meet ordinary security requirements.

e When the IG902 acts as an IPsec server, set the remote address to 0.0.0.0. Generally, this setting is

used when one end uses a public IP address and the other end uses a variable address for dial-up.

o IPsec extensions are often combined with GRE to establish a DMVP or GRE over IPsec network.

4.4.2 GRE

Generic Routing Encapsulation (GRE) is a protocol that encapsulates packets of any network-layer protocol
with another network-layer protocol. GRE can be used as a Layer 3 tunneling protocol to provide a trans-
parent transmission channel for VPN data. To put it simply, GRE is a tunneling technology that provides
a channel to transmit encapsulated data packets. Data packets are encapsulated on one end of the tunnel

and decapsulated on the other end. The GRE parameters are described as follows:
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Note:

443

Enable: enables or disables GRE.

Index: specifies a GRE tunnel ID. The valid range is 1-100.
Network Type: specifies the GRE network type.

Local Virtual IP: specifies the virtual IP address of the local device.

Peer Virtual IP: specifies the virtual IP address of the peer device. If the network type is set to subnet,

enter a subnet mask in this field.

Source Type: specifies the type of the source address. It can be an IP address or interface name.
Local Interface: specifies the source interface of the GRE tunnel.

Local IP: specifies the source IP address of the GRE tunnel.

Peer IP: specifies the destination address of the GRE tunnel.

Key: specifies the authentication key of the GRE tunnel. The same key must be set on both ends of

the tunnel.
MTU: specifies the maximum transmit unit allowed on the GRE tunnel, which is expressed in bytes.

NHRP Enable: enables or disables the Next Hop Resolution Protocol (NHRP). This protocol is used
by a source station (host or router) connected to a non-broadcast multiple access (NBMA) subnet to

determine the next-hop IP address and NBMA subnet address toward the destination station.

NHS IP Address: specifies the next-hop server address.

Authentication Key: specifies the NHRP authentication key.

Hold Time: The valid value range is 1-65535.

Purge Forbid: disables or enables transmission of NHRP Purge messages.
IPsec Profile: enables or disables the IPsec profile. It is used together with IPsec extensions.

Description: specifies the description of the GRE tunnel.

NHRP is applicable only to dynamic multipoint virtual private networks (DMVPNs) and does not
need to be enabled for GRE.

GRE is usually used when both ends use a fixed public IP address.

L2TP

The Layer 2 Tunneling Protocol (L2TP) is a virtual private dial-up network (VPDN) tunneling protocol

that extends Point-to-Point Protocol (PPP) applications. It is an important VPN technology that enables

users

to dial up to headquarters networks of their enterprises remotely.
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4.4.3.1 L2TP Client

The parameters of an L2TP client are described as follows:

o L2TP Class

Name: specifies the name of an L2TP class.

Authentication: enables or disables peer authentication before network connection setup.

Hostname: specifies the host name of the local device. This parameter can be left blank.

— Challenge Secret: specifies the authentication key used on the tunnel. This parameter is required

when authentication is enabled. You do not need to set it if authentication is disabled.

¢ Pseudowire Class

Name: specifies the name of a pseudowire class.

L2TP Class: specifies the name of an existing L2TP class.

Source Interface: specifies the source interface of the tunnel.
— Data Encapsulation Method: L2TPV2 or L2TPV3.
— Tunnel Management Protocol: L2TPV2, L2TPV3, or NONE.
e L2TPv2 Tunnel

— Enable: enables or disables the L2TP tunnel.

ID: specifies the ID of the L2TP virtual interface.

L2TP Server: specifies the IP address or domain name of the L2TP server.

Pseudowire Class: specifies the name of an existing pseudowire class.

Authentication Type: specifies the authentication method used on the tunnel. Options are Auto,
PAP, and CHAP.

— Username: specifies the valid user name specified for the remote server.

Password: specifies the valid password specified for the remote server.

Local TP Address: specifies the IP address of the L2TP virtual interface. You can leave this field
blank and use the IP address allocated by the L2TP server.

— Remote IP Address: specifies the gateway of the L2TP address pool on the server. You can leave
this field blank.

e [L2TPv3 Tunnel
— Enable: enables or disables the L2TPv3 tunnel.
— ID: specifies the ID of the L2TPV3 virtual interface.

— L2TP Server: specifies the IP address or domain name of the L2TPv3 server.
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Pseudowire Class: specifies the name of an existing pseudowire class.

Protocol: specifies the packet encapsulation protocol used on the tunnel. Options are IP and
UDP.

— Source Port: specifies the source port used to establish the L2TP tunnel when UDP is used.

— Destination Port: specifies the destination port used to establish the L2TP tunnel when UDP is

used.

Xconnect interface: specifies the L2TPv3 bridge interface.

e [L2TPv3 Session

— Local Session ID: specifies the local tunnel ID specified in static L2TPv3 tunnel configuration.
The valid value range is 1-65535.

Remote Session ID: specifies the remote tunnel ID specified in static L2TPv3 tunnel configuration.
The valid value range is 1-65535.

— Local Tunnel ID: specifies the L2TPv3 tunnel ID set in the L2ZTPv3 Tunnel area.

— Local Session IP Address: specifies the IP address of the static L2TPv3 virtual interface.

4.4.3.2 L2TP Server

Parameters of an L2TP server are described as follows:

Enable: enables or disables the L2TP server.
Username: specifies the user name used to access the L2TP server.
Password: specifies the password used to access the L2TP server.

Authentication Type: specifies the authentication method used by the L2TP server. Options are Auto,
PAP, and CHAP.

Local IP Address: specifies the virtual address of the L2TP server interface.
Client Start IP Address: specifies the start IP address of the IP address pool on the L2TP server.
Client End IP Address: specifies the end IP address of the IP address pool on the L2TP server.

Link Detection Interval: specifies the interval at which the L2TP server sends link detection packets
after an L2TP tunnel is established. The valid value range is 0-32767, and the unit is second.

Max Retries for Link Detection: specifies the maximum number of L2TP link detection failures. The
L2TP establishes a new connection after link detection fails for the maximum number of times. The

valid value range is 0-100.
Enable MPPE: enables or disables Microsoft Point-to-Point Encryption (MPPE).

Enable Tunnel Authentication
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— Challenge Secrets: specifies the key used for authentication during L2TP tunnel setup. The same

key must be set on both ends of the tunnel.
— Server Name: specifies the name of the L2TP server.
— Client Name: specifies the name of the L2TP client connected to the server.

Expert Options (recommended: kept blank): specify the parameters used for L2TP debugging.

4.4.4 OpenVPN

In the OpenVPN architecture, when a user accesses a remote virtual address (an address of a virtual NIC,

not a real address), the operating system uses the routing mechanism to send the datagrams (TUN mode)

or data frames (TAP mode) to the virtual NIC. When the service program receives the data, it processes

the data and sends the data to the external network through the socket. When the remote service program

receives the data from the external network through its socket, it processes the data and sends the data to

the virtual NIC. The application software then receives the data. At this time, a unidirectional transmission

process is completed. The reverse transmission process is similar.

4.4.4.1 OpenVPN Client

The parameters of an OpenVPN client are described as follows:

Enable: enables or disables the OpenVPN client.
Index: specifies a tunnel ID.
OpenVPN Server: specifies the IP address or domain name of an OpenVPN server.
Port: specifies the port number used to establish an OpenVPN tunnel.
Protocol Type: specifies the protocol used for data transmission. Options are UDP and TCP.
Authentication Type: Select an authentication type and set parameters for the authentication type.
Description: specifies the description of the OpenVPN tunnel.
Advanced Options

— Source Interface: specifies the interface used to establish the OpenVPN tunnel.

— Interface Type: specifies the type of data sent from the interface.

* Tun: mostly used for IP-based communication.

x Tap: allows complete Ethernet frames to pass through the OpenVPN tunnel and provides

support for non-IP protocols.

— Network Type: Options are net30, p2p, and subnet.
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x net30: Four IP addresses with a 30-bit mask are selected from the IP address pool. The
larger one between the two intermediate IP addresses is used as the IP address of the client’

s virtual NIC, and the smaller one is used as the peer IP address.

x p2p: An IP address is selected from the IP address pool as the IP address of the client’ s
virtual NIC, and the actual IP address of the virtual NIC is used as the peer IP address.

x subnet: An IP address is selected from the IP address pool as the IP address of the client’
s virtual NIC, and the subnet mask of the virtual NIC is used as the peer IP address.

— Cipher: specifies the protocol used to encrypt the data transmitted over the OpenVPN tunnel.

The setting must be the same on the client and server.

— HMAC: specifies the authentication method used for data transmitted over the OpenVPN tunnel.
Data cannot be transmitted if the authentication fails. The setting must be the same on the client

and server.

— Compression LZO: specifies the compression format of data transmitted over the OpenVPN

tunnel.

— Redirect-Gateway: enables the OpenVPN interface to act as the default gateway for the client,
so that all traffic of the client is forwarded through the OpenVPN interface.

— Remote Float: allows the remote device to change its IP address or port.

— Link Detection Interval: specifies the interval for sending link detection packets after an OpenVPN

tunnel is established. The valid value range is 10-1800, and the unit is second.

— Link Detection Timeout: specifies the timeout period of OpenVPN link detection. After the
number of link detection failures reaches the maximum value, the local device initiates a new
L2TP connection. The valid value range is 60-3600.

— MTU: specifies the maximum transmit unit on the OpenVPN interface, which is expressed in

bytes.
— Enable Debug: enables or disables debugging logs.
— Expert Configuration: specifies OpenVPN extension parameters.

— Import Configuration: Select the OpenVPN configuration file you want to import.

4.4.4.2 OpenVPN Server

The parameters of an OpenVPN server are described as follows:
e Enable: enables or disables the OpenVPN server.
e Config Mode: specifies whether to complete the configuration manually or import a configuration file.
— Manual Config

x Authentication Type: specifies the authentication method used.
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*

Local TP Address: specifies the virtual IP address of the OpenVPN server interface.
x Remote TP Address: specifies the virtual IP address of the OpenVPN client.

* Description: specifies the description of the OpenVPN tunnel.

x Show Advanced Options: enables or disables display of advanced options.

Source Interface: specifies the interface used to establish the OpenVPN tunnel.
Interface Type: specifies the type of data sent from the interface.

Tun: mostly used for IP-based communication.

Tap: allows complete Ethernet frames to pass through the OpenVPN tunnel and pro-

vides support for non-IP protocols.
Network Type: Options are net30, p2p, and subnet.

Protocol Type: specifies the communication protocol used between the client and server.

The setting must be the same on the client and server.
Port: specifies the port number of the OpenVPN service.

Cipher: specifies the protocol used to encrypt the data transmitted over the OpenVPN

tunnel. The setting must be the same on the client and server.

HMAC: specifies the authentication method used for data transmitted over the Open-
VPN tunnel. Data cannot be transmitted if the authentication fails. The setting must

be the same on the client and server.

Compression LZO: specifies the compression format of data transmitted over the Open-

VPN tunnel. The setting must be the same as that on the client.

Link Detection Interval: specifies the interval for sending link detection packets after
an OpenVPN tunnel is established. The valid value range is 10-1800, and the unit is

second.

Link Detection Timeout: specifies the timeout period of OpenVPN link detection. If
the local device does not receive a response to the link detection packet within this

period, link detection fails. The valid value range is 60-3600.

MTU: specifies the maximum transmit unit on the OpenVPN interface, which is ex-

pressed in bytes.
Enable Debug: enables or disables debugging logs.
Expert Configuration: specifies OpenVPN extension parameters.

Username/Password: specifies the user name and password used for server access when

password authentication is used.

Local Subnet: specifies the route from the OpenVPN server to the client. Enter the

subnet address on which the client is located.
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Client Subnet: specifies the static route that the OpenVPN server sends to the client.

Client ID: specifies the attribute ID of the client, generally the certificate name or user

name of the client.

4.4.5 Certificate Management

The Simple Certificate Enrollment Protocol (SCEP) is a certificate management protocol formulated jointly

by Cisco and Verisign. This protocol combines PKCS#7 and PKCS#10 standards, and supports extensive

clients and certification authorities (CAs).The certification management parameters are described as follows:

Enable SCEP: enables or disables the Simple Certificate Enrollment Protocol.

Force to re-enroll: restarts the certificate enrollment service every time without checking the status of

the current certificate.

Status: displays the current certificate enrollment status on the device, which can be Initiation, En-

rolling, Re-Enrolling, or Complete.

Protect Key: specifies the key set during certificate enrollment for encryption of the digital certificate.
You can import or export a certificate only after entering the protection key set during certificate

enrollment.
Protect Key Confirm: Enter the protection key again to confirm the key.

Strict CA: sets the ID of a trusted CA. The certificate of a device is enrolled and issued by a trusted
CA. Therefore, you must specify the ID of a trusted CA to bind the device to the CA. Then, the device

completes certificate application, acquisition, revocation, and query through this CA.

Server URL: specifies the URL of the CA server. You must specify a CA server URL before-
hand, so that the device can apply to this server for a certificate through SCEP, for example,
http://100.17.145.158:8080/certsrv/mscep/mscep.dll.

Common Name: specifies the general name of the certificate required.

FQDN: specifies the fully qualified domain name (FQDN) of the certificate. FQDN is the unique
identifier of an entity on a network and is composed of a host name and a domain name. It can be
resolved into an IP address. For example, host name www and domain name whatever.com form an

FQDN www.whatever.com.

Unit 1: specifies the name of the first organization of the certificate.
Unit 2: specifies the name of the second organization of the certificate.
Domain: specifies the qualified domain name of the certificate.

Serial Number: specifies the serial number of the certificate.

Challenge: specifies the challenge code of the certificate, which is required for certificate revocation

(optional).
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¢ Challenge Confirm: Enter the challenge code again to confirm the setting.

e Unstructured address: specifies the IP address of the certificate.

e RSA Key Length: specifies the length of the RSA key. The valid value range is 128-2048, and the unit
is bit.

e Poll Interval: specifies the interval at which the device queries the current certificate status from the

server. The valid value range is 30-3600, and the unit is second.

o Poll Timeout: specifies the maximum duration for querying the certificate status. The device considers
the certificate application fails when the timeout period expires. The valid value range is 30-86400,

and the unit is second.
« Revocation: enables or disables certificate revocation.
— CRL URL: specifies the URL of the certificate revocation list (CRL) distribution point.

— OCSP URL: specifies the URL of the Online Certificate Status Protocol (OCSP) server. Gener-
ally, it is the same as the URL of the CA server.

Note: When using a certificate, ensure that the system time is consistent with the actual time.

4.5 Industrial Interfaces

The IG902 provides industrial interfaces to connect to terminals with industrial interfaces. It forwards
data from these terminals to the upstream device wirelessly through the gateway, implementing wireless
communication between the terminals and upstream device. Industrial interfaces of the IG902 include serial
interfaces and I/O interfaces. Serial interfaces include RS232 and RS485 interfaces. I/0 interfaces include

digital input, relay output, and analog input interfaces.

4.5.1 DTU

4.5.1.1 Serial Port

To ensure proper communication between the IG902 and terminals, you need to set its serial port parameters

based on serial port settings on the terminals.The serial port parameters are described as follows:

e Serial Type: The type of serial port 1 is RS232, and the type of serial port 2 is RS485, which cannot
be changed.

e Baudrate: specifies the symbol transmission speed measured by the number of symbols transmitted

per second.
e Data Bits: specifies the number of data bits in communication.

e Parity: specifies the error check method used in serial communication. Generally, parity check or no

check is performed.

1.2. InGateway902 User Manual 125



InGateway Documentation, Release 0.0.1

o Stop Bit: specifies the last bit of a packet. Typical values are 1, 1.5, and 2.

e Software Flow Control: enables or disables software flow control on the serial port. It is a mechanism
to block flows when communication fails for some reason. This mechanism enables a data receiving

device to instruct the sender to stop sending data when it cannot receive data.
e Description: specifies the description of the serial port.
Caution:
e Serial port settings on the IG902 must be the same as those on the terminals connected to it.

e DTU and GPS serial forwarding cannot be enabled at the same time.

4.5.1.2 DTU1

The parameters of DTUI1 are described as follows:
e Enable: enables or disables DUT1.

e DTU Protocol: specifies the communication protocol used on DTU1L. Options are Transparent, TCP
Server, RFC2217 Mode, IEC101 to 104, Modbus Bridge, and DC Protocol.

— Transparent and TCP Server: In transparent transmission mode, the IG902 acts as a client. In

TCP server mode, the IG902 acts as a server.
— RFC2217 Mode: removes the need to configure serial port settings.

— IEC101 to 104: provides similar functions to TCP. This mode is applicable to the electric power

industry.
e Transmit Protocol: specifies the transmission protocol used. Options are TCP and UDP.
e Connection Type: specifies the type of the TCP connection. Options are Long-lived and Short-lived.
— Long-lived: indicates that the TCP client retains the TCP connection to the TCP server.

— Short-lived: indicates that the TCP client terminates the TCP connection to the TCP server if

no data is transmitted over the connection within the idle timeout period.

o Keepalive Interval: specifies the interval at which the TCP client sends TCP keepalive packets after

establishing a connection to the TCP server. The valid value range is 1-3600, and the unit is second.

e Keepalive Retry: specifies the maximum number of TCP keepalive packet retransmissions. The device
retransmits TCP keepalive packets when a TCP keepalive probe times out. If the device does not
receive any response after retransmitting TCP keepalive packets for the specified number of times, it

initiates a TCP connection again. The valid value range is 1-100.

e Serial Buffer Frame: specifies the buffer size on the serial port. The default value is 4K.
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Packet Size: specifies the size of each frame sent from the serial port. The serial port starts frame
transmission when the frame size reaches this value. The valid value range is 1-1024, and the unit is
byte.

Force Transmit Timer: specifies the maximum data transmission interval. If the data transmission
interval exceeds the specified value, the device sends the data in multiple frames. The valid value

range is 10-65535, and the unit is millisecond.

Min Reconnect Interval: specifies the minimum interval for reestablishing a TCP connection. When
a connection fails to be established, the device attempts to reestablish a connection at the specified
minimum interval. It retries continuously until the specified maximum reconnection interval is reached.

The valid value range is 15-60, and the unit is second.

Max Reconnect Interval: specifies the maximum interval for reestablishing a TCP connection. When
the reconnection period reaches the maximum interval, the device attempts to reestablish a connection
at this interval (maximum reconnection interval). The valid value range is 60-3600, and the unit is

second.

Multi-server Policy: specifies the policy used when multiple servers are available. Options are parallel

and polling.
— Parallel: connects to all the servers specified in the destination IP address list concurrently.

— Polling: connects to the servers in the list sequentially. If the first server is connected successfully,
the device does not connect to other servers. If the first server cannot be connected, the device

tries the other servers in the listed order until a server is connected successfully.
Source Interface: Generally, you do not need to set this parameter.

Local IP Address: specifies the IP address of the interface. Set this parameter when you select IP for
the Source Interface field. You can leave this field blank.

DTU ID: specifies the DTU ID that the device will send to the server after connecting to the server.
You can leave this field blank.

Enable Debug: enables or disables debugging logs.
Enable Report ID: enables or disables ID reporting.

Keepalive Interval: You need to set this parameter only when Enable Report ID is selected. The valid

value range is 1-65535, and the unit is second.
Keepalive Content: You need to set this parameter only when Enable Report ID is selected.
Destination IP Address

— Server Address: specifies the IP address of a server to be connected.

— Server Port: specifies the port number of the server to be connected.

Note: You can specify a maximum of 10 destination IP addresses.

1.2.
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4.5.1.3 DTU2

The parameters are same as those of DUT1.

4.5.2 1/0 Interfaces

The relay output is ON by default. You can set the relay output status to OFF or ON, or set the OFF timer

to enable relay output to turn on automatically.States of I/O interfaces are as follows:
e Digital Input
— When the digital input mode is wet contact, the voltage of +10 V to +30 V maps to state 1.
— When the digital input mode is wet contact, the voltage of 0 V to +3 V maps to state 0.
— When the digital input mode is dry contact, the state is 1 if the terminal is connected.
— When the digital input mode is dry contact, the state is 0 if the terminal is disconnected.
e Analog Input

— The analog input status is determined based on the current or voltage obtained from the analog

input interface.
e Relay Output

— The default status is ON. You can change the status of a relay output interface manually. The

relay output interface stays ON if you do not change its status in the Action field.
— Action
* OFF: turns off relay output.
*x ON: turns on relay output.
x OFF -> ON: specifies the duration after which the relay input interface turns ON.
x ON -> OFF: specifies the duration after which the relay input interface turns OFF.
The I/O interface parameters are described as follows:
o Digital Input
— Mode: Options are Shutdown, Dry Connect, and Wet Connect.
* Shutdown: disables the I/O interface.
* Dry Connect: determines the I/0 interface status based on whether the input is on or off.
*x Wet Connect: determines the I/0 interface status based on the input voltage.
e Analog Input

— Mode: Options are Shutdown, 0-20mA, 4-20mA, 0-5V, and 0-10V.
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*

Shutdown: disables the I/O interface.

% 0-20mA: indicates that the range of current is 0-20 mA.
% 4-20mA: indicates that the range of current is 4-20 mA.
x 0-bV: indicates that the range of voltage is 0-5 V.

x 0-10V: indicates that the range of voltage is 0-10 V.

— Collect Interval: specifies the interval at which the device reads the voltage or current value on
the I/O interface. The value 0 indicates that the device does not reach the voltage or current

value on the I/O interface.

4.6 Wizards

The Wizards page provides simplified configuration of general settings to help you complete simple, basic
configuration of the IG902 quickly. The configuration result is not displayed on the Wizards page, but you

can view the configuration result on the page of the corresponding feature.

4.6.1 New LAN

The parameters on the New LAN page are described as follows:
o Interface: specifies the interface on which the LAN is created.

e Primary IP: specifies the primary IP address of the interface. Set or change the primary IP address as

required.
o Netmask: specifies the subnet mask of the interface. (It can be automatically generated.)
e« DHCP Server: enables or disables the DHCP server feature.

— Starting Address: specifies the start IP address of the IP address pool for dynamic address

allocation.

— Ending Address: specifies the end IP address of the IP address pool for dynamic address alloca-

tion.

— Lease: specifies the validity period of a dynamically allocated TP address. The valid value range
is 30-10080, and the unit is minute.

4.6.2 New WAN

The parameters on the New WAN page are described as follows:
o Interface: specifies the interface on which the WAN is created.

e Type: specifies the type of the IP address assigned to the WAN interface. Options are Static IP,
Dynamic Address (DHCP), and ADSL Dialup (PPPoE).
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Primary IP: specifies the primary IP address of the interface. Set or change the primary IP address as

required.

Netmask: specifies the subnet mask of the interface. (It can be automatically generated.)
Gateway: specifies the gateway IP address for the interface.

Primary DNS: specifies the address of the DNS server.

NAT: enables or disables network address translation. After enabled, this feature can translate private

IP addresses into public IP addresses.

4.6.3 New Cellular

The parameters on the New Cellular page are described as follows:

Dial-up parameters: Auto or Custom.
— Auto
— Custom
*x APN: specifies the access point name.

* Access Number: specifies the dial string provided by the mobile network operator. (Enter

the number provided by your local operator.)

* Username: specifies the user name provided by the mobile network operator. (Enter the

user name provided by your local operator.)

* Password: specifies the password provided by the mobile network operator. (Enter the

password provided by your local operator.)

— NAT: enables or disables network address translation. After enabled, this feature can translate

private IP addresses into public IP addresses.

4.6.4 New IPsec Tunnel

The parameters on the New IPsec Tunnel page are described as follows:

Basic Parameters

Tunnel ID: specifies the sequence number of the new tunnel.

Map Interface: specifies the source interface of the tunnel.

Destination Address: specifies the destination IP address of the tunnel.

Negotiation Mode: specifies the tunnel negotiation mode. Options are Main Mode and Aggressive

Mode. The main mode is used generally.

— Local Subnet: specifies the source subnet address of the flow protected by IPsec.
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— Local Netmask: specifies the source subnet mask of the flow protected by IPsec.
— Remote Subnet: specifies the destination subnet address of the flow protected by IPsec.

— Remote Netmask: specifies the destination subnet mask of the flow protected by IPsec.

e Phase 1 Parameters

IKE Policy: specifies the policy used for IKE negotiation, such as 3DES-MD5-DH1 or 3DES-
MD5-DH2.

IKE Lifetime: specifies the lifetime of the IKE SA.

Local ID Type: specifies the type of the local end’ s identifier. Options are FQDN, User FQDN,
and IP Address.

Local ID: specifies the ID of the local end. You need to set this parameter only when the local
ID type is set to FQDN or user FQDN. Enter an ID of the specified type. (A user FQDN must

be a standard email address.)

Remote ID Type: specifies the type of the remote end’ s identifier. Options are FQDN, User
FQDN, and IP Address.

Remote ID: specifies the ID of the remote end. You need to set this parameter only when the
remote ID type is set to FQDN or user FQDN. Enter an ID of the specified type. (A user FQDN

must be a standard email address.)

Authentication Method: specifies the authentication method used for the IPsec tunnel. Shared

key authentication and digital certificate authentication are supported.

Key: specifies the key used for IPsec negotiation. Set this parameter when shared key authenti-

cation is used.

o Phase 2 Parameters

— IPsec Policy: specifies the policy used for IPsec negotiation, such as 3DES-MD5-96 or 3DES

-SHA1-96.

— IPsec Lifetime: specifies the lifetime of the IPsec SA.

Caution: You must create inbound and outbound rules for each tunnel. A filtering policy will not be applied

if it contains only the rule for one direction.

1.2.5 5. FAQ

5.1 How Do | Restore Factory Settings Through Hardware?

Follow these steps:

1. Find the RESET button on the operation panel.

2. Hold down the RESET button within 10s after the device is powered on.

1.2.
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3. When the ERR indicator turns red, release the RESET button.
4. After a few seconds, when the ERR indicator turns off, hold down the RESET button again.

5. When you see the ERR indicator blink, release the RESET button. After a while, the ERR indicator

turns off, the factory settings of the device have been restored.

1.3 InGateway902 Command Line Instructions

e Command Line Instructions

— 1. Help Command
x 1.1 7

— 2. View Switching Commands
x 2.1 enable
* 2.2 disable
* 2.5 ewit

— 3. System Status Display Commands
* 3.1 show version

* 3.2 show system

*

3.3 show clock

*

3.4 show log
*x 3.5 show users
* 3.0 show startup-config
— 4. Network Status Display Commands
x 4.1 show interface
*x 4.2 show ip route
x 4.3 show arp
— 5. Network Test Commands
* 5.1 ping
* 5.2 telnet
* 5.3 traceroute
— 6. Configuration Commands

x 0.1 configure terminal
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* 0.2 hostname
*x 0.3 clock timezone
x 0.4 clock set
x 0.5 snip-client
— 7. System Management Commands
x 7.1 reboot
x 7.2 enable password

* 7.8 username

1.3.1 Command Line Instructions

1. Help Command

You can enter help or a question mark (?) on the console to obtain help information about commands.
When typing in a command, you can enter ? anytime to obtain help information about the current command
or parameters of the command. If the character string you have entered matches a unique command or

parameter, the command or parameter will be displayed automatically after you enter 7.

1.17

Command: [<cmd>] ?
Function: provides help information about a command.
View: all views
Parameters: , which specifies a command name
Example:

o Enter: ?

The list of available commands is displayed.
o Enter: show 7

All parameters of the show command and descriptions of these parameters are displayed.

2. View Switching Commands

2.1 enable

Command: enable 15 [<password>|
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Function: switches to the view of the privileged user level.
View: ordinary user view
Parameters:
« 15: specifies the user privilege level. Currently, the value can only be 15 (super user).

o password: specifies the password of the specified privilege level. If you do not enter the password, the

system displays a password input prompt.
Example:
e In the ordinary user view, enter: enable 15 123456

The super user view is displayed. The password used in this example is 123456.

2.2 disable

Command: disable
Function: exits from the view of the privileged user level.
View: super user view, configuration view
Parameters: none
Example:
e In the super user view, enter: disable

The ordinary user view is displayed.

2.3 exit

Command: exit

Function: exits from the current view and returns to the previous view. (If the current view is the ordinary

user view, you will exit from the console after running this command.)
View: all views
Parameters: none
Example:
e In the configuration view, enter: exit
The super user view is displayed.
e In the ordinary user view, enter: exit

You exit from the console.
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3. System Status Display Commands

3.1 show version

Command: show version
Function: displays the version information of the IG902, such as the product model and software version.
View: all views
Parameters: none
Example:
o Enter: show version

The following information is displayed:

Model: indicates the model of the IG902.

Serial number: indicates the serial number of the 1G902.

Firmware version: indicates the firmware version running on the IG902.

Bootloader version: indicates the Bootloader version running on the 1G902.

3.2 show system

Command: show system
Function: displays the system information of the IG902.
View: all views
Parameters: none
Example:
o Enter: show system
Information similar to the following is displayed:

09:26:45 up 5 days, 14:33, 1 users, load average: 0.00, 0.01, 0.04

3.3 show clock

Command: show clock
Function: displays the system time of the IG902.
View: all views

Parameters: none
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Example:
e Enter: show clock
Information similar to the following is displayed:

Wed Apr 15 09:33:48 UTC 2020

3.4 show log

Command: show log [lines <n>]

Function: displays system logs of the IG902. By default, the latest 100 logs are displayed.

View: all views

Parameters: lines , which limits the number of logs displayed. When n is a positive integer, the command

displays the latest n logs. When n is a negative integer, the command displays the earliest n logs. When n

is 0, the command displays all logs.
Example:
o Enter: show log
The latest 100 logs are displayed.
o Enter: show log lines 10

The latest 10 logs are displayed.

3.5 show users

Command: show users
Function: displays the list of users on the 1G902.
View: all views
Parameters: none
Example:
o Enter: show users

Information similar to the following is displayed:

3.6 show startup-config

Command: show startup-config

Function: displays the startup configuration of the 1G902.
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View: super user view, configuration view
Parameters: none
Example:

o Enter: show startup-config

The startup configuration of the system is displayed.

4. Network Status Display Commands

4.1 show interface

Command: show interface
Function: displays the status of interfaces on the 1G902.
View: all views
Parameters: none
Example:
o Enter: show interface

The status of all interfaces is displayed.

4.2 show ip route

Command: show ip route
Function: displays the routing table of the 1G902.
View: all views
Parameters: none
Example:
o Enter: show ip route

The routing table of the system is displayed.

4.3 show arp

Command: show arp
Function: displays the ARP table of the 1G902.
View: all views

Parameters: none
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Example:
o Enter: show arp

The ARP table of the system is displayed.

5. Network Test Commands

The 1G902 provides multiple network test tools, such as ping, telnet, and traceroute.

5.1 ping

Command: ping <hostname> [count <n>] [size <n>| [source <ip>]
Function: performs an ICMP probe to a specified host.
View: all views
Parameters:
o hostname: specifies the IP address or domain name of the host to be tested.
e count <n>: specifies the number of probes.
e size <n>: specifies the size (bytes) of each probe datagram.
e source <ip>: specifies the source IP address of probe datagrams.
Example: Enter: ping www.baidu.com count 5 size 32

A ping test is initiated to www.baidu.com, and the test result is displayed.

5.2 telnet

Command: telnet <hostname> [<port>] [source <ip>]
Function: accesses a specified host through Telnet.
View: all views
Parameters:
o hostname: specifies the IP address or domain name of the host that you want to log in.
e port: specifies the port number of the Telnet service.
e source <ip>: specifies the IP address used for Telnet login.
Example:
e Enter: telnet 192.168.1.1

You log in to the host at 192.168.1.1 through Telnet.
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5.3 traceroute

Command: traceroute <hostname> [maxhops <n>] [timeout <n>|
Function: traces the route to a specified host.
View: all views
Parameters:
e hostname: specifies the IP address or domain name of the host to be tested.
o maxhops <n>: specifies the maximum number of hops allowed.
e timeout <n>: specifies the timeout period on each hop.
Example:
o Enter: traceroute www.baidu.com

A traceroute test is initiated to www.baidu.com, and the test result is displayed.

6. Configuration Commands

You can run the configure terminal command in the super user view to switch to the configuration view,
and run configuration commands in this view to manage the IG902. Some configuration commands support
both the no and default forms. The no form cancels the setting of a parameter, and the default form

restores the default setting of a parameter.

6.1 configure terminal

Command: configure terminal

Function: switches to the configuration view so that you can enter configuration commands on your termi-

nal.
View: super user view
Parameters: none
Example:
e In the super user view, enter: configure terminal

The configuration view is displayed.

6.2 hostname

Command:

 hostname [<hostname>|
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¢ default hostname
Function: sets a host name for the 1G902.
View: configuration view
Parameters: <hostname>, which specifies a new host name
Example:
e In the configuration view, enter: hostname MyRouter
The host name of the IG902 is set to MyRouter.
e In the configuration view, enter: default hostname

The host name of the IG902 is restored to the factory setting.

6.3 clock timezone

Command:
o clock timezone <timezone>-<n>
e default clock timezone
Function: sets the time zone for the IG902.
View: configuration view
Parameters:
e <timezone>: specifies a time zone name consisting of three uppercase English letters.
e <n>: specifies the deviation of the time zone against the UTC, in the range of -12 to +12.
Example:
o In the configuration view, enter: clock timezone UTC-8

The time zone of the IG902 is set to UTC+08:00, which is applicable to the Chinese mainland, Hong

Kong, Western Australia, Singapore, Taiwan, and Russia.
e In the configuration view, enter: default clock timezone

The time zone of the IG902 is restored to the factory setting.

6.4 clock set

Command: clock set <YEAR/MONTH/DAY >-<HH:MM:SS>
Function: sets the date and time for the I1G902.

View: configuration view
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Parameters:
o <YEAR/MONTH/DAY>: specifies a date, in the format of year-month-day.
o <HH:MM:SS>: specifies a time, in the format of hours-minutes-seconds.
Example:
e In the configuration view, enter: clock set 2009.10.5-10:01:02

The time of the IG902 is set to 10:01:02 AM on October 5, 2009.

6.5 sntp-client

Command:
o sntp-client update-interval <n>
o sntp-client source interface <interface> <slot/port>
o sntp-client server <hostname> [<port>] <n>
Function: configures the IG902 as a Simple Network Time Protocol (SNTP) client.
View: configuration view
Parameters:
o update-interval <n>: specifies the time synchronization interval. The valid value range is 60-2592000.

o <interface> <slot/port>: specifies the source interface of SNTP packets. Valid values are interfaces
on the IG902, such as cellulari.

e <Hostname>: specifies the IP address or domain name of the SNTP server.
o [<port>] <n>: specifies the port number of the SNTP server.
Example:

e In the configuration view, enter: sntp-client update-interval 7200
The time synchronization interval of the SNTP client is set to 7200 seconds.

e In the configuration view, enter: sntp-client source interface cellular 1
The source interface of the SNTP client is set to cellularl.

e In the configuration view, enter: sntp-client server 0.pool.ntp.org port 123

The SNTP client is configured to synchronize time from the server with the address of 0.pool.ntp.org
and port of 123.
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7. System Management Commands

7.1 reboot

Command: reboot
Function: reboots the system.
View: super user view, configuration view
Parameters: none
Example:
e In the super user view, enter: reboot

The system restarts.

7.2 enable password

Command: enable password [<password>|
Function: changes the password of the super user.

View: configuration view

Parameters: <password>, which specifies the new password of the super user

Example:
e In the configuration view, enter: enable password

The password of the super user is changed.

7.3 username

Command:
o username <name> [password [<password>|]
e NO username <name>
Function: sets a user name and its password.
View: configuration view
Parameters:
e <name>: specifies a user name.
e <password>: specifies the password of the user.

Example:
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e In the configuration view, enter: username abc password 1234567

An ordinary user abc is created, and its password is set to 1234567. Or the password of ordinary

user abc is changed to 1234567.
e In the configuration view, enter: no username abc

The ordinary user abc is deleted.

1.4 InGateway502 Quick Start Manual

This document is used to explain the basic configuration operations of InGateway502 (IG502 for short)
networking, software version update, etc., so that users can master the basic configuration of IG502 and the

use of common functions.
e 1. Configure IG502 Network Parameters
— 1.1 Access the IG502
— 1.2 Connect IG502 to the Internet
e 2. Update the Software
— 2.1 Update the IG502 firmware
— 2.2 Upgrade the Python SDK of 1G502
e 3. Python Edge Computing
— 3.1 Install and run Python App
— 3.2 Update Configuration File for App
— 3.8 Update Python App version
— 3.4 Enable the Debug Mode
e 4. InHand Cloud
e 5. Data Collection And Upload To The Cloud
e 6. I/O Module
o Appendix

— Factory reset

1.4.1 1. Configure 1G502 Network Parameters
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1.1 Access the 1G502

e Step 1: By default, the IP address of WAN on 1G502 is 192.168.1.1; the IP address of LAN on 1G502
is 192.168.2.1. This document uses the LAN port to access the IG502 as an example. Set the PC’ s
IP address to be on the same subnet with LAN.

— Method 1: Enable the PC to obtain an IP address automatically (recommended)

[} ) . F

|

| !
Gereral  Alternate Configuration

§

{  You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(®) Obtain an IP address automatically
() Uze the following IP address:

(@) Obtain DMS server address automatically

() Use the following DMS server addresses:
]
]

Validate settings upon exit Advanced...

oK Cancel

— Method 2: Set a fixed IP address

Select Use the following IP address, enter an IP address (By default,any from 192.168.2.2 to
192.168.2.254), subnet mask (By default,255.255.255.0), default gateway (By default,192.168.2.1),
and DNS server address, and click OK.
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Internet MY AR 4 (TCP/IPv4) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Cbtain an IF address automatically
(®) Use the following IP address:

IP address: | 192 168 . 2 . 10 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: |192.188. 2 . 1 |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | 8 .8 .8 .8 |

Alternate DMS server: | . . . |

[ ] validate settings upon exit Advanced. ..

Cancel

e Step 2: Launch the browser on the PC and access the IP address of LAN. Enter the login user name

and password. The default user name and password are adm and 123456 respectively.

Smart loT Edge
Shared futures

;Pﬁ“ InHandNetworks

Edge Computing Gateway

2, .
y =
n

e Step 3: After successful login, you can see the web page as shown below:
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o
ia;\a,-_, InGateway @ Overview &% Network @ Edge Computing 3 System B3 Advanced adm @
Network Connection Status System Infomation
@ External Network Name: [4 EdgeGateway
WAN P 10523213 & Time
Model: 1G502L
Gateway 10523254 Location
NS manane = Station Role Serial Number
Wireless State MAC Address 00:18:05:33:44:55
@ wAN SetUP ] ssio 00:18:05:33:44:56
1P Address 05223 EE - 1P Address Firmware Version 20013595
Netmask 252552550 @ Sttus Connected Bootloader Version: 201701013504
ONs naranaTs - Signal Level il
& un Setup  -----eammemsmSndiEs Register Status Registered Device Time 2021-01-20 20:41:07
1P Adkiress 19216824 i Connection Time 0Day 00:2330 Host Time: 2021-01-20 20:41:07
Netmask 255.255.255.0 » 1P Address 1095.139.155 System Up Time: 8 Days 06:26:57
et Netmask 255.255.255.255
ONs 2186200139 Python Edge Computing Engine: Enable
61139269 &)
Python SDK Version: 142
Performance And Storage Flow Usage Monitoring(Day) Flow Usage Monitoring(Month)
Memory 29% Used 142MB/ 495MB Used data s
N f— ] 2508
1% Flash 1% Used 66MB/ 6550MB 208
° « 1508

§ 1008
MicroSD 0% Used 08/ 0B
508
CPU Usage Rate
08 H o~

e Step 4: To change the user name and password for logging in to the web management interface of

I1G502, choose System > User Management page of IG502 and set the new user name and password.

%;lnﬁa[em] Overview ;a Network (@ Edge Computing @ System B Advanced

Overview / System / User Management

System Time

Log Username User Permissions Operation @

X . adm 15(Admin) 2
Configuration Management

InHand Cloud
Firmware Upgrade
Access Tools

User Management
Reboot

Network Tools

3rd Party Notification

e Step 5: To change the IP address of LAN, choose Network > Network Interfaces > LAN page of IG502
to configure LAN.
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oy . -
if,ﬁ}mlnﬂalgmv @ Overview ﬁgﬁ Network @ Edge Computing [’?:I System B8 Advanced
Overview / Network / Network Interfaces / LAN
Network Interface ~
Status
Cellul
e 1P Address: 192.168.2.1 Netmask: 255.255.255.0 MTU: 1500
Status: Up Connection Time: 8 Days 06:28:45 Description:
WAN
LAN
Configure
Loopback S
* Primary IP Address 192.168.2.1
Network Services v * Netmask 255.255.255.0
Description
Routing v

Secondary IP Settings

Secondary IP Netmask Operation (%)
Firewall v

1.2 Connect 1G502 to the Internet

e Method 1: Connect to the Internet by SIM card

— Step 1: Insert the SIM card. (Note: Before inserting or removing the SIM card, unplug the power
cable; otherwise, the operation may cause data loss or damage the IG502.) After inserting the
SIM card, connect the 4G LTE antenna to the ANT interface and power on the IG502.
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ANT antenna

Press the SIM card
into the card slot

\

Connect PC

— Step 2: Choose Network > Network Interfaces > Cellular page of IG502 and select Enable Cellular
and click Submit.
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S 5 .
i:ﬁ}m InGateway Overview & Network @ Edge Computing b System BE Advanced
Network / Netw Cellular
Network Interface ~
Status
Cellular | Vod.
odem
WAN Active SIM: SIM 1 IMEI Code: IMS| Code
ICCID Code: Signal Level: Register Status: Registering
LAN Operator Network Type: LAC
CellID:
Loopback
Network
Network Services v Status: Disconnect IP Address: 0.0.0.0 Netmask: 0.0.0.0
Gateway: 0.0.0.0 DNS: 0.0.0.0 MTU: 1500
Routing v Connection Time:

Firewall v
Enable Cellular:

Profile

Index  Network Type APN Access Number Auth Method Username Password Operation @

1 GSM 3gnet 991 Auto gm | == “ o
Dual SIM Enable: a
Network Type: Auto

When the network connection status is Connected and an IP address has been allocated, the
IG502 has been connected to the Internet with the SIM card.

ifﬁ\a,-‘;mgamy,ay Overview  a& Network @ EdgeComputing i3 System BB Advanced
Cellular
Network Interface ~
Status
Cellular | Modem
WAN Active SIM: SIM 1 IMEI Code: 868626047849230 IMSI Code: 460115272101243
ICCID Code: 89860320040280355090 Signal Level: i Register Status: Registered
LAN Operator: China Telecom Network Type: 4G LAC: EA00
Cell ID: E779881
Loopback
Network
Network Services . Status m P Address: 10.126.128.49 Netmask: 255.255.255.255
Gateway: 1.1.13 DNS: 218.6.200.139 61.139.2.69 MTU: 1500
Routing v Connection Time: 0 Day 00:00:01
Firewall v

Enable Cellular:

Profile
Index  NetworkType ~ APN  AccessNumber  AuthMethod  Username  Password Operation ()
1 GSM 3gnet  *9971# Auto gprs e % o
Dual SIM Enable: a
Network Type: Auto

Method 2: Connect to the Internet by Ethernet

— Step 1: Use the Ethernet cable to connect the WAN and LAN ports of the IG502 respectively,

as shown below:
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Connect Internet

~

Connect P

— Step 2: Choose Network > Network Interface > WAN page of IG502 to configure the IP address
of the WAN port and click Submit. (When the network type is a static IP address, you need to

configure the IP, subnet mask, and other information according to the site network conditions.)
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S
i:ﬁ‘am InGateway Overview & Network @ Edge Computing Q8 System B8 Advanced
Network / Network Ints 'WAN
Network Interface ~
Status
Cellular Network Type: Static IP 1P Address: 105.23.213 Netmask: 255.255.255.0
Gateway: 10.5.23.254 DNS: 114.114.114.114 MTU: 1500
WAN
Status: Up Connection Time: 0 Day 01:11:03 Description
LAN
Loopback Configure
Network Services v Iz
* Network Type:
Routing v # Primary IP Address: 105.23.213
* Netmask 255.255.255.0
Firewall v
Gateway: 10.5.23.254
DNS: 114.114.114.114
*MTU: 1500
Track L2 State
Shutdown: a
Description:
&
i}]ﬁiﬁ InGateway Overview g4 Network @ Edge Computing 3 System B8 Advanced
Ow Network / Network Interfaces / WAN
Network Interface ~
Status
Cellutar Network Type: Static IP 1P Address: 10.5.23.213 Netmask: 255.255.255.0
Gateway! 10.5.23.254 DNS: 114114114114 MTU: 1500
WAN
Status: Up Connection Time: 0 Day 01:11:33 Description:
LAN
Loopback Configure
Network Services . Interface Type: @® WAN LAN
* Network Type: Dynamic Address (DHCP)
Routing v Description:
Firewall v

— Step 3: Choose Network > Routing > Static Routing page of 1G502 to add a static route for
WAN port and click Submit. (Select “WAN” for the interface item, and configure the other

items according to the site network conditions.)
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# Destination:  0.0.0.0

* Netmask:  0.0.0.0

Interface: = WAN

Gateway: = 10.5.23.1
Distance:

Track ID:

— Step 4: Choose System > Network Tools page of IG502 and use the Ping tool to check whether
the IG502 has successfully connected to the Internet. The following figure shows that IG502 have

successfully connected to the Internet:

Ping Probe Results
2021-01-21 17:57:57

PING www.baidu.com (14.215.177.38): 32 data bytes

40 bytes from 14.215.177.38: seq=0 ttl=54 time=31.900 ms
40 bytes from 14.215.177.38: seq=1 ttl=54 time=36.365 ms
40 bytes from 14.215.177.38: seq=2 ttl=54 time=31.824 ms

40 by fi 14.215.177.38: =3 ttl=54 =31
yiss from seqmd == 88 essfully connected |

- www baidu.com ping statistics - /
I 4 packets transmitted, 4 packets received, 0% packet loss I
—

round-trip min/avg/max = 31.126/32.803/36.365 ms

1.4.2 2. Update the Software

To obtain the latest software version of IG502 and updated functions, please visit the Resource. To update

the IG502 software version, do as follows.

152 Chapter 1. InGateway Documentation Site Navigation


https://www.inhandnetworks.com/downlist/cid-148/

InGateway Documentation, Release 0.0.1

1.4.3 2.1 Update the 1G502 firmware.

Choose System > Firmware Upgrade. Select a firmware file and click Start Upgrading. After the update is

completed, you are prompted to restart the system to Apply the new firmware.

ﬁﬁ}:ulnaa'em‘ @ overview ﬁ'?a Network & Edge Computing @ System BE Advanced
Overview / System / Firmware Upgrade
Systemn Time

Current Version: 2.0.0.r13595

Log
Select Firmware] L. Select File Start Upgrading

# 1G502-v2.0.0.r13595.bin

Configuration Management
InHand Cloud

Firmware Upgrade

Access Tools

User Management

Reboot

Network Tools

3rd Party Notification

1.4.4 2.2 Upgrade the Python SDK of 1G502.

Choose Edge Computing > Python Edge Computing. Select Python Engine, select an Python SDK file, and
click Upgrade; when the upgrade confirmation window pops up, click Confirm. Then the IG502 automatically

performs the upgrade.

1.4. InGateway502 Quick Start Manual 153



InGateway Documentation, Release 0.0.1

Are you sure to upgrade the Python
SDK?

1.4.5 3. Python Edge Computing

3.1 Install and run Python App
To install and run Python App (App for short) in IG502, please refer to the following process, this document
takes Device Supervisor as an example:

e Step 1: Install the App

Before installing the App, you need to ensure that the Python Edge Computing Engine is enabled and
the Python SDK is installed, as shown in the following figure:
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'J]B}‘:glllﬁammv @ overview .J_,Ea Network @® Edge Computing @ System B8 Advanced

Overview / Edge Computing / Python Edge Computing
Python Edge Computing

Python Engine

SDK Version: 14.2 Enable Debug Mode: (JF0

Python Version: Python3

Used User Storage: 37MB/6GB 1%

APP

App Status Entire Operation @ O @)
App Name App Version SDK Version State Uptime Log Operation

App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @

Choose Edge Computing > Python Edge Computing. click the Add button and select the App package
file to be installed, then click Confirm.

Import the APP package

& Select File

# device_supervisor-V1.2.7 tar.gz

After importing, you can view the imported Apps, as shown in the following figure:
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3%, InGateway w &b Network @ Edge Computing ~ §3 System BB Advanced adm ®

0 mputing / Python Edge Computing
Python Edge Computing

Python Engine

SDK Version: 14.2 Enable Debug Mode: (]

Python Version: Python3

Device Supervisor

Used User Storage: 64MB/6GB 1%

APP
App Status Entire Operation
App Name App Version SDK Version State Uptime Log Operation
App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation (1)
I device_supervisor 127 140 1 o I

e Step 2: Run the App

Select enable App and click Submit.

;};};-‘nmgm“ay @ ove g Network @ Edge Computi i3 system B8 Advanced adm @

Python Engine

SDK Version: 142 Enable Debug Mode: (]

Python Version: Python3

Python Edge Computing

Device Supervisor

Used User Storage: 64MB/6GB 1%

APP
App Status Entire Operation
App Name App Version SDK Version State Uptime Log Operation
App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation  (3)

device_supervisor 127 14.0 1 o

) After the configuration changes accepted, the APP will automatically restart!

Reset.

Once enabled, the App automatically runs and will run every time the IG502 is started.
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ifﬁ?nmﬁmgmy  Ooverview I:,Ea Network @® Edge Computing @ System B8 Advanced

Overview / Edge Computing / Python Edge Computing
Python Edge Computing

Python Engine
SDK Version: 1.4.2 Enable Debug Mode: (]}

Python Version: Python3

Device Supenvisor

Used User Storage: 64MB/6GB 1%

APP

App Status Entire Operation @ @ (@)
App Name App Version SDK Version State Uptime Log Operation
device_supervisor 127 140 RUNNING 00:00:15 L O Q (0Xe}

App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @
device_supervisor 127 140 1 o=

Submit Reset

3.2 Update Configuration File for App
If the installed App supports importing configuration files to modify the running mode, you can update the
App running configuration by referring to the following process:

e Step 1: Choose Edge Computing > Python Edge Computing, click the Import Configuration button

and select the configuration file to be imported, then click Confirm.

Import Config

(1) After importing the configuration, please restart the app

ki Select File

# config-inhand.yaml
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e Step 2: Restart the App after the import is successful. After the App restarts, it will runing according

to the imported configuration file.

I},;}?ﬂm(;ammy @ Overview g5 Network @ Edge Computing 3 System BB Advanced adm @

Python Engine
Python Edge Computing
SDK Version: 14.2
Python Version: Python3
Device Supervisor v ython Version: Python.
Used User Storage: 64MB/6GB 1%
APP
App Status ntire Operation () @ ()
App Name App Version SDK Version State Uptime Log Operation
device_supervisor 127 140 RUNNING 00:02:14 LT Q @0
HelloWorld 001 135 RUNNING 00:00:47 LT Q ®
App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation (1)
device_supervisor 127 140 1 o
Helloworld 0.0.1 135 1 L LOE
Submit  Reset
Copyright ® 2001-2020 InHand Networks Co,, Ltd. All rights reserved.

3.3 Update Python App version

Generally, if you need to update the Python App version, you only need to import the new version of the

App on the Edge Computing > Python Edge Computing page.

Import the APP package

£ Select File

@ device_supervisor-V1.2.8.tar.gz

After the update is completed, as shown below:
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Lo}
inhana INGateway

Python Edge Computing

Device Supervisor

Overview & Network @ Edge Computing bo) System B8 Advanced
| Oven ) Edge Juting / Python Edge Computing
Python Engine
SDK Version: 1.4.2 1. Upgrade Enable Debug Mode: (]
Python Version: Python3
Used User Storage: 69MB/6GB 1%
APP
App Status Entire Operation @ @ 0O
App Name App Version SDK Version State Uptime Log Operation
device_supervisor 14.0 RUNNING 00:00:15 L O Q [OXe]
App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @
device_supervisor 1.4.0 1 o m®

3.4 Enable the Debug Mode

To run and debug Python code on IG502, you need to enable IG502’ s debug mode. Choose Edge Computing

> Python Edge Computing, select Enable Debug Mode. After enabling, you can develop IG502 through
VS Code. How to use VS Code for Python development of IG502, please refer to Quick Start for MobiusPi
Python Development.

2% InGateway

Python Edge Computing

Device Supervisor

Overview ﬁEﬁ Network @ Edge Computing £§1 System B8 Advanced
| Ovenvie \puting / Python Edge Computing
Python Engine
SDK Version: 1.4.2 Enable Debug Mode -
Python Version: Python3 Username: pyuser
Used User Storage: 69MB/6GB 1% Password: #UJ2bZaViw_F (]
APP
App Status Entire Operation @ ® O
App Name App Version SDK Version State Uptime Log Operation
device_supervisor 1.2.8 14.0 RUNNING 00:00:50 L O Q [(OX9)]
App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @
device_supervisor 1.2.8 14.0 1 o @
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After the debugging mode is enabled, IG502 will start an SSH server to listen on port 222 of LAN (default IP
address being 192.168.2.1). The user name and password of the SSH server are displayed on the previous web
page. A random password is generated every time the debugging mode is enabled or the IG502 is restarted

to ensure security.

1.4.6 4. InHand Cloud

The InHand Cloud developed by InHand supports functions such as monitoring IG502 status, remote main-
tenance of equipment, remote batch delivery of IG502 configuration, and IG502 batch upgrade, helping
users to conveniently and efficiently manage I1G502 and field devices. In order to enable the InHand Cloud
to remotely manage the IG502 and field devices, the IG502 needs to be connected to the cloud platform.
The connection method is as follows:Choose System Management > InHand Cloud, tick Enable InHand
Cloud and configure the corresponding server address and registered account, and click Submit after the
configuration is complete. The InHand Connect Service platform mainly provides users with remote
maintenance channels, and the InHand Device Manager platform mainly provides users with gateway

management services (such as batch remote upgrades, etc.).
o Server address: the address of the InHand Cloud.

o Registered account: the InHand Cloud account associated with the IG502 device (if you have not

registered an account, you need to register an account first)

e Advanced settings: Contains configurations such as heartbeat interval. Generally, you can use the

default configuration.
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= . .
i.f]ﬁ'm InGateway Overview ﬁqa Network @ Edge Computing @3 System BE Advanced
Oven / System / InHand Cloud
System Time
InHand Connect Service InHand Device Manager
Log
Status:

Configuration Management

State Description:

InHand Cloud

Enable:

# Server Address: iot.inhand.com.cn Sign Up/Login

Firmware Upgrade

Access Tools * Register Account: rhangning@inhand.com.cn

Advanced Settings >

User Management
Reboot
Metwork Tools

3rd Party Motification

After the IG502 is successfully connected to the InHand Device Manager, the status is described as Connec-

tion Accepted.
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lﬁ;}:alnﬂmem‘ ™ Overview .55'3, Network @ Edge Computing @ System B Advanced

Overview / System / InHand Cloud

System Time

InHand Connect Service InHand Device Manager
Log

i i Status: Connected
Configuration Management

State Description: Connection Accepted

InHand Cloud

Enable:

*+ Server Address: iot.inhand.com.cn Sign Up/Login

Firmware Upgrade

Access Tools + Register Account: zhangning@inhand.com.cn
Advanced Settings >

User Management

Reboot

Network Tools

3rd Party Notification

1.4.7 5. Data Collection And Upload To The Cloud

e Step 1: Connect PLC

Use Ethernet or serial cable to connect IG502 and PLC, the following figure describes how to connect

serial port terminals of IG502:

TXD =

Feserwed(R52320) | RXD =

GHD =

A [ =

Feserved(RS455) [ 5 EI
\

g
3

e Step 2: Install and run Device Supervisor

Please refer to 3.1 Install and Run Python App for how to install and run Device Supervisor.
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e Step 3: Add a PLC

Choose Edge Computing > Device Supervisor > Device List, and click Add. On the device
adding page, select the PLC protocol and configure the PLC communication parameters. The following
figure is an example of adding S7-1200 PLC:

‘Add DevicelList

#Name:  S7-1200

# Protocol|  150-on-TCP

#1P Address: 1051673

#Port: 102

*Mode| @ Rack/Slot TSAP

*Rack: 0

#Slot: 0

e Step 4: Add variable

On the Device List page, click Add variable, and configure the variable parameters in the pop-up

box.

Add Variable

* Variable Name:  test1
* Register Type:
* Register Address:
* Data Type:
* Register Bit: | 0
* Read/Write:  Read
*Mode:  Realtime

Unit:

Description:

e Step 5: Configure a cloud service to report and receive data

Choose Edge Computing > Device Supervisor > Cloud. Select Enable Cloud Service, configure the
MQTT connection parameters and publish and subscribe messages (this document takes the config-
uration of publish messages as an example), and then click Submit. After the above configuration is

correctly completed, the collected data can be monitored in the gateway and cloud platform.
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(]

m
I

- - -
cage Lomputng /U

Status

Cloud Status: Disconnect

Connection time:

Enable Cloud Service:
* Type:
* Server Address:
* Client D

Enable Authority:

* Username:

Password:
Advanced Settings

* Port:

* Keep Alive:

* TLS Encryption:
* Clean Session:

* MOTT Version:

ice Supervisor / Cloud

@

MOTT

demo.thingsboard.io

datatest

«©

24

...... %

1833

&0 s(1-3600)
(@ Disable Enable

NO @ YES

MQTTv31 (@ MQTTv311
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Edit Publish

* Name: default
# Topic:  v1/devices/me/telemetry
* Qos(MQTT):
Group Type: (@ Collect Alarm
* Group: default ¥
# Main Function:  upload_test Matches the name of the entry function in the script
* Script: from common.lLogger import logger #Import log printing modu

def upload_test(data, wizard api): #Define the main functi
logger.info(data) #Print the collected data in logs of
value dict = {} #Define the report data dictionmary val
for device, wal_dict in data['values®].items(): #Trave
for id, wal in val dict.items(): #Traverse variabl
value dict[id] = val["raw_data”]
value dict["timestamp”] = data["timestamp™]
logger.info(value_dict) #Print data of the value dict
return value dict #Send value list to the app, which t

1.4.8 6. 1/O Module

1G502 supports the digital input, pulse counting, digital output, and pulse output functions. In addition,
IG502 can remotely read I/O status data or report it to the cloud platform through Modbus TCP. I/O in

each mode is defined as follows:
o Digital input (Dry contacts and wet contacts are specified based on actual connections.)
— Dry contacts
0: disconnected
1: connected

The following figure shows the connection modes.
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0 @ —=| Pcom
I_E ] @ —| DGND
0 @ =| DICOM
0 @ =| DIo
0 @ =| Di
g @ =| DI2
053y =| b3

— Wet contacts
0: 0VDCto3VDC/-3VDCto0VDC
1: 10 V. DC to 30 V DC/-30 V DC to -10 V DC (4 mA min)

The following figure shows the connection modes.
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:0~30VDC | =

e Pulse counting

PCOM

DGND

DICOM

DID

DN

DI2

DI3

NC

A maximum of 3000 Hz pulse signal counting is supported, up to 4294967296. The following figure

shows the connection modes.

+0~30VDC 'S

0

0

e Digital output

0: Low level

PCOM

DGND

DICOM

DI0

D1

Di2

DI3

NC
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1: High level. According to the external power output voltage, if no external power supply is connected,

no voltage is output. The maximum voltage output is 30 V, 500 mA.

The following figure shows the connection modes.

Resistive load I—

—_—

e Pulse output

—| DOO0
= DGND1
=| DO1
| DGND
=| DO2
=| DGND
=| DO3
—| DGND

A maximum of 5000 Hz pulse signal output is supported. The following figure shows the connection

modes.
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Resistive load I— 0 @

e [N

DGND

The procedure for configuring I/O and obtaining I/O status data is as follows:

o Step 1: Choose “Edge Computing > IO Module > Configuration” , and configure the I/O functions

based on the site requirements. The following figures show a configuration example.

— Digital input

Edit

Mame:

Channel:

* Mode:

Digital Input

Cancel

— Pulse counting

The starting value is 0. After power down, the value counted by the power down is retained.
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Edit X

MName: L
Channel:
* Mode:  Counter
* Starting Value: 0

Retentive: B4 .

Cancel
— Digital output
Edit X
Mame:
Channel:
* Mode:  Digital Output
Cancel “onfir

— Pulse output

According to the frequency of 5000 Hz, the duty cycle is 50% for the pulse output.
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Edit

MName:

Channel:

* Mode:

* Low Signal Width:

* High Signal Width:

Output Frequency:

Duty Cycle:

Continue Pulse Output

1 0.1ms
1 0.1ms
Hz
%

o Step 2 (optional): Set the pulse counting and pulse output.

After setting DI to the pulse counting, click Start to count the pulses received by the DI. Otherwise,

do not count it. Click Reset to reset the count value to the starting value.

1.4.

InGateway502 Quick Start Manual

171



InGateway Documentation, Release 0.0.1

Configuration Meodbus Mapping Table
1O List
Name Channel Mode Status Time Operation
DI0 0 Counter @ 8000 2021-04-08 19:30:29 4 m
DIt 1 Digital Input 0{Low) 2021-04-08 19:30:29 #

Di2 2 Counter@ 0 2021-04-08 19:30:29 # m
DI3 3 Counter@ 0 2021-04-08 19:30:29 # m

Doo 0 Digital Output 0(OFF) £z 2021-04-08 19:30:29 [#
DO1 1 Continue Pulse Qutput End 2021-04-08 19:30:29 & m
Do2 2 Continue Pulse Output Started 2021-04-08 19:30:29 & m
DO3 3 Digital Output 0(OFF) Z 2021-04-08 19:30:29 [

After setting DO to the pulse counting, click Start to output pulses based on the specified output

frequency. Otherwise, do not output pulses.

Configuration Modbus Mapping Table
10 List
Name Channel Mode Status Time Operation
DIO 0 Counter @ 8000 2021-04-08 19:29:40 “ m
DIt 1 Digital Input O(Low) 2021-04-08 15:29:40 [#

Di2 2 Counter @ 0 2021-04-08 159:29:40 @ m
DI3 3 Counter@ 0 2021-04-08 19:29:40 “ m

Doo 0 Digital Qutput 0(OFF) z 2021-04-08 159:29:40 &

DO1 1 Continue Pulse Output End 2021-04-08 19:29:40 “
Do2 2 Continue Pulse Qutput Started 2021-04-08 19:29:40 [E4 m
Do3 3 Digital Qutput 0(OFF) z 2021-04-08 159:29:40 %

e Step 3: Set Modbus TCP Slave.

Turn on the Enable switch to enable the Modbus TCP Slave function. This function allows Modbus
TCP Master to read the I/O status of IG502. After you turn on the External Access switch, Modbus
TCP Master outside the gateway can read the I/O status of IG502, such as the SCADA software. Set

other parameters based on the site requirements. The following figure shows a configuration example.
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Modbus TCP Slave

Enable: m
External Access @

# Port: 1502 (1-65535)
* Slave Address 1 (1-255)
Byte Order: ABCD

* Maximum TCP Connections: g (1-32)

o Step 4: Read the I/O status through Modbus TCP.

Use Device Supervisor to read the I/O status of IG502 in Step 3 as an example. First, add a Modbus

TCP controller and set the controller communication parameters based on Modbus TCP Slave.
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Add to Devicelist o

* Mame: 10

* Protocol:  ModbusTCP

* |P Address:  127.0.0.1

# Port: 1502
* Slave: 1
Byte Order
16 Bit Int:  ab

32 BitInt: abcd
32 Bit Float: abcd

Timeout: 1000 ms(2-10000)

Then, configure the data to be collected according to the Modbus mapping table. For example, read

DIO0 Counter Value as an example.
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Configuration Meodbus Mapping Table
Coils Status(0X) Holding Registers(4X)
Name Data Type Address Read/Write
I DI Counter Value DWORD 40033-40034 Read/Write
DI1 Counter Value DWORD 40035-40036 Read/Write
DI2 Counter Value DWORD 40037-40038 Read/Write
DI3 Counter Value DWORD 40039-40040 Read/Write
DI Status WORD 40101 Read
DO Status WORD 40103 Read/Write
D00 Pulse Qutput Low Level Width DWORD 40417-40418 Read/Write
DO0 Pulse Output High Level Width DWORD 40419-40420 Read/Write
DO1 Pulse Output Low Level Width DWORD 40421-40422 Read/Write
DO1 Pulse Qutput High Level Width DWORD A0423-40424 Read/\Write
D02 Pulse Qutput Low Level Width DWORD 40425-40425 Read/Write

1.4.
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Edit Variable

* Variable Name:

# Register Address:

# Data Type:

* Read/Write:

* Mode:

Unit:

Description:

* Group:

Data Calculation:

DIO0-Count

40033

DWORD

Read/Write

Realtime

default

Mo

After the configuration is completed, you can obtain DI0 Counter Value.

Device List

.10 o
ModbusTCP
1P: 127.0.0.1 £
Variables Table(I0)
Name Group Data Type Address Value Description
* DI0-Count default DWORD 40033 8000 4 2021-04-13 19:49:37 z 0
Total 1 item 50 / page
1.4.9 Appendix
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Factory reset

There are two ways to restore the 1G502 to factory settings: hardware factory reset and software factory

reset.

e Hardware factory reset

— Step 1: Hold down the RESET button within 10s after the device is powered on;

— Step 2: When the ERR light is always on, release the RESET key;

— Step 3: After the ERR light goes out, press and hold the RESET key again, and release the
RESET key when the ERR light flashes; wait for the ERR light to go out, indicating that the

factory reset was successful.

e Software factory reset

Choose System Management > Configuration Management, click the reset button and select OK.

I1G502 will complete the factory reset operation by itself.

$3%, InGateway @ Overview

System Time

Configuration Management

Log

Autosave
Configuration Management
Encrypted

InHand Cloud

Firmware Upgrade

Import Startup Config
Access Tools

Export Startup Config

User Management . .
Export Running Config
Reboot Restare Factory Configuration

Network Tools

3rd Party Notification

1.5 InGatewayb01 Quick Start Manual

ﬁlaﬁ Network

Configuration Files Operations

B8 Advanced

(& Edge Computing @ System

Overview / System / Configuration Management

1. Select File

Are You Sure You Want To Restore Factory Settings?

Cancel -
ﬂ ate Key
() Restore Factory Defaults

This document is used to explain the basic configuration operations of InGateway501 (IG501 for short)

networking, software version update, etc., so that users can master the basic configuration of IG501 and the

use of common functions.
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e 1. Configure IG501 Network Parameters
— 1.1 Access the 1G501
— 1.2 Connect 1G501 to the Internet
e 2. Update the Software
— 2.1 Update the IG501 firmware
— 2.2 Upgrade the Python SDK of 1G501
e 3. Python Edge Computing
— 3.1 Install and run Python App
— 3.2 Update Configuration File for App
— 3.8 Update Python App version
— 3.4 Enable the Debug Mode
e 4. Device Manager
o Appendix

— Factory reset

1.5.1 1. Configure 1G501 Network Parameters

1.1 Access the 1G501

o Step 1: Set the PC’ s IP address to be on the same subnet with FE 0/1. By default, the IP address

of FE 0/1 on IG501 is 192.168.1.1.

— Method 1: Enable the PC to obtain an IP address automatically (recommended)
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™o

General  Alternate Configuration

{  You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IF address automatically
() Use the following IP address:

(®) Obtain DNS server address automatically
() Use the following DMS server addresses:

Validate settings upon exit Advanced...

Ok Cancel

— Method 2: Set a fixed IP address

Select Use the following TP address, enter an IP address (By default,any from 192.168.1.2 to
192.168.1.254), subnet mask (By default,255.255.255.0), default gateway (By default,192.168.1.1),
and DNS server address, and click OK.
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Internet MY AR 4 (TCP/IPv4) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Cbtain an IF address automatically
(®) Use the following IP address:

IP address: | 192 168 . 2 . 10 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: |192.188. 2 . 1 |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | 8 .8 .8 .8 |

Alternate DMS server: | . . . |

[ ] validate settings upon exit Advanced. ..

Cancel

o Step 2: Launch the browser on the PC and access the IP address of FE 0/1. Enter the login user name

and password. The default user name and password are adm and 123456 respectively.

Smart loT Edge -
9 &S |nHandNetworks

Enjoy The Future "}miw S
" . ......
« . ‘\
N__ [ e

e Step 3: After successful login, you can see the web page as shown below:
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(3%, InGateway @ overview & Network ® Edge Computing @ System

adm &
Network Connection Status U Load
54 % 26 % 14%
W
1 Minute $ Minutes 15 Minutes
. = s
-
h - 105MB 142MB 247M8B
Internet setup
System Infomation
m EdgeGateway
Mode 16501L
Edge Computing Data Usage Monitoring
— Data usage in 24 hours [ © (XD e
Not nstll —
12M8 m 2.0.0.10(test)-2020-
o jce T

e Step 4: To change the user name and password for logging in to the web management interface of

1G501, choose System > User Management page of IG501 and set the new user name and password.

if-f}:n InGateway ) overview & Network @@ Edge Computing 3 System adm @

User Management

System Time
Log

User Name User Permissions Operation ()

s T | e adm 15(Administrator) Z

Device Manager
Firmware Upgrade
Access Tools

User Management
Reboot

Network Tools

3rd Party Notification

o Step 5: To change the IP address of FE 0/1, choose Network > Network Interfaces > Ethernet page
of IG501 to configure FE 0/1.
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3%, InGateway @ Overview & Network @ Edge Computing @ system

adm @&
Ethemet
Network Interfaces
Gigabitethernet 0/1 Gigabitethernet 0/2
Cellular
Status
Ethemet B R
Connection Type: Static IP IP Address: 192.168.2.1 Netmask: 255.255.255.0
Gateway: 0.0.00 000 150
Loopback Gateway: 0.0.00 DNS: 0.00.0 MTU: 1500
Status: Up Connection Time: 0 Day 18:45:19 Description:
Network Services
Static Routing Configure
* Network Type: Static IP
Firewall
* Primary IP: 192168.2.1 * Netmask: 255.255.255.0
*MTU: 1500 * Speed,/Duplex: Auto Negotiation
Track L2 State:
Shutdown:
Description
Secondary IP Setting
Secondary IP Netmask Operation (3)

1.2 Connect IG501 to the Internet

o Step 1: Insert the SIM card. (Note: Before inserting or removing the SIM card, unplug the power

cable; otherwise, the operation may cause data loss or damage the IG501.) After inserting the SIM
card, connect the 4G LTE antenna to the ANT interface and power on the 1G501.

ANT antenna

Connect PC

ress the SIM card into
the card slot

e Step 2: Choose Network > Network Interfaces > Cellular and select Enable Cellular.
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3%, InGateway

Network Interfaces

Cellular

Ethernet

Loopback

Network Services

Static Routing

Firewall

[Z R &5 Network @ Edge Computing 16 System

Status

Modem

Enable Cellular:

Profile

Index  Network Type ~ APN Access Number  Auth Method  Username  Password Operaticr\:%:

1 GSM Ignet  "99~1E Auto aprs % a
Network Type: Auto
Profile: suto
Roaming:
PIN code:

adm @

When the network connection status is Connected and an IP address has been allocated, the IG501

has been connected to the Internet with the SIM card.

Lo}
i InGateway

Network Interfaces
Cellular
Ethernet
Loopback

Network Services

Static Routing

Firewall

@ overview & Network ® Edge Computing 3 system

Status

Modem

460110923689839

ME

le: 860588047910875

1.5.2 2. Update the Software

To obtain the latest software version of IG501 and updated functions, contact the customer service

To update the IG501 software version, do as follows.

2.1 Update the 1G501 firmware.

adm @

Signal Level: ail Registered
Network Type: 4G LAC: 9810
Network
y 5: 10139660 Netmask: 255255255255
1113 39269 2186200139 MIU: 1500
Connection Time: 0 Day 00:11:56
Enable Cellular:
Profle
Index  NetworkType ~ APN  AccessNumber  AuthMethod  Usemame  Password  Operation ()
1 Gsm sgnet rogie Auto gprs e 2]
Network Type Auto
Profe Auto
Roaming:
PIN code
Static IP:
Connection Mode Always Oniine
+ Recial Iterval 10 s S

center.

Choose System > Firmware Upgrade. Select a firmware file and click Start Upgrading. After the update is

completed, you are prompted to restart the system to Apply the new firmware.
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L‘rﬁ}:u InGateway € overview &5 Network @ Edge Computing i} system adm

®

stem / Firmware Upgrade

System Time

Current Version: 2.0.0.r12076

Log
Select Firmware:| &, Select File Start Upgrading

Configuration Management # 1G9-V2.0.0.r12076.bin

Device Manager

Firmware Upgrade

Accr

User Management

Reboot

Network Tools

3rd Party Notification

Copyright ® 2001-2020 InHand Networks Co., Ltd. All rights reserved

2.2 Upgrade the Python SDK of 1G501.

Choose Edge Computing > Python Edge Computing. Select Python Engine, select an Python SDK file, and
click Upgrade; when the upgrade confirmation window pops up, click Confirm. Then the IG501 automatically

performs the upgrade.

You are sure to upgrade the Python
spK?

ol 3

1.5.3 3. Python Edge Computing
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3.1 Install and run Python App

To install and run Python App (App for short) in IG501, please refer to the following process:
o Step 1: Install the App

Before installing the App, you need to ensure that the Python Edge Computing Engine is enabled and
the Python SDK is installed, as shown in the following figure:

;@,"ﬂ InGateway (] view & Network ® Edge Computing 8 system adm @

ing / Python Edge Computing

Python Edge Computing

Python Engine

Enable Debug Mode: (]

Used User Storage: 274MB/6GB 4%

Applications
Status Entire Operation

App Name App Version SDK Version State Uptime Log Operation
Config

Enable  App Name App Version SDK Version Start Parameters Operation (%)

Choose Edge Computing > Python Edge Computing. click the Add button and select the App package
file to be installed, then click OK.

Import the APP package

&L Select File

# HelloWorld-V0.20ar.gz

After importing, you can view the imported Apps, as shown in the following figure:
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3, Incatoway © overview & Nework || @ EdgeComputing | 5 sysem am ®
i
e —
Python Engine v
P ython Eng
SDK Version: 134 L Upgrade Enable Debug Mode:
Python Version: Python2
Used User Storage: 274MB/6GB 4%
Applications
Status Entire Operation
App Name App Version SDK Version State Uptime Log Operation
e
Enable App Name App Version SDK Version Start Parameters Operation  (7)
HelloWorld 000 020 L4 8
e Step 2: Run the App
2%, InGateway © overview & Network ® Edge Computing @ system adm ®
Python Edge Computing
Python Engine v
A — ython Eng
SDK Version: 1.3.4 &, Upgrade Enable Debug Mode:
Python Version: Python2
T D
Applications
Status Entire Operation
App Name App Version SDK Version State Uptime Log Operation
o
Enable App Name App Version SDK Version Start Parameters Operation  (3)
HelloWorld 000 020 L4\

=

Once enabled, the App automatically runs and will run every time the IG501 is started.
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€ Overview &% Network @ Edge Computing

X, InGateway

ng / Bython Edge Computing
Python Edge Computing

3 System adm @

o Python Engine
sokversion: 134 (D) Enable Debug Mode: ()
Python Version: Python2
Used User Storage: 274MB/6GB 4%
Applications
Status Entire Operation () (@ ()
AppName  AppVersion  SDKVersion  State Uptime  Log Operation
HelloWorld 000 020 RUNNING wus | L og Q ® 0
Configure
Enable App Name App Version SDK Version Start Parameters Operation  (¥)
HelloWorid 000 020 % &L a0
right © 2001-2020 InHand Networks Co, Lt t

3.2 Update Configuration File for App

If the installed App supports importing configuration files to modify the running mode, you can update the

App running configuration by referring to the following process:

e Step 1: Choose Edge Computing > Python Edge Computing, click the Import Configuration button

and select the configuration file to be imported, then click Confirm.

Import Config

Select File

# config - inhand.yam!

e Step 2: Restart the App after the import is successful. After the App restarts, it will runing according

to the imported configuration file.
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X, InGateway © overview & Network @ Edge Computing 8 system adm @

ng / Python Edge Computing

Python Edge Computing

Python Engine

sokverson: 134 (D) Enable Oebu Mode: 3

Python Version: Python2

Docker Manager

Used User Storage: 274MB/6GB 4%

Applications

Status Entire Operation () (M) ()
AppName  AppVersion  SDKVersion  State Uptime  Log Operation
HelloWorld 000 020 RUNNING 000543 4L O Q ®

Configure
Enable App Name App Version SDK Version Start Parameters Operation  (3)
HelloWorld 00.0 020 zZ L LB

Copyright ® 2001-2020 InHand Networks Co. Ltd. All rights reserved.

3.3 Update Python App version

Generally, if you need to update the Python App version, you only need to import the new version of the

App on the Edge Computing > Python Edge Computing page.

Import the APP package

£, Select File

# HelloWorld-V0.0.2.tar.gz

Cancel

After the update is completed, as shown below:
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%:u InGateway 3 Overview r_l,ga Network @ Edge Computing @3 System

Ouerview / Edge Computing / Python Edge Computing

Python Edge Computing

Python Engine
SDK Version: 1.3.4 I, Upgrade Enable Debug Mode:
Python Version: Python2 Username: pyuser
Used User Storage: 2.7MB/112.0MB 2% Password: 4ht"nW(t*KoB
APP
App Status Entire Operation @ @ O
App Name App Version SDK Version State Uptime Leg Operation
HelloWorld 0.0.2 1.3.4 00:00:15 o Qa ) O
App List
Enable App Name App Version SDK Version Start Parameters Operation @

HelloWaorld

134 [# L L0

3.4 Enable the Debug Mode

To run and debug Python code on IG501, you need to enable IG501° s debug mode. Choose Edge Computing
> Python Edge Computing, select Enable Debug Mode. After enabling, you can develop IG501 through
VS Code. How to use VS Code for Python development of IG501, please refer to Quick Start for MobiusPi

Python Development.
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3%, InGateway © overview & Network @ Edge Computing @ system adm @

g / Python Edge Computing
Python Edge Computing

Python Engine

SDK Version: 13.4 L Upgrade Enable Debug Mode:

Docker Manager

Python2

age: 274MB/6GB 4%

Applications

AppName  App Version  SDKVersion  State Uptime  Log Operation

Enable App Name App Version SDK Version Start Paramet ters Operation @

After the debugging mode is enabled, IG501 will start an SSH server to listen on port 222 of LAN (default IP
address being 192.168.1.1). The user name and password of the SSH server are displayed on the previous web
page. A random password is generated every time the debugging mode is enabled or the IG501 is restarted

to ensure security.

1.5.4 4. Device Manager

The Device Manager developed by InHand supports functions such as monitoring IG501 status, remote
maintenance of equipment, remote batch delivery of IG501 configuration, and IG501 batch upgrade, helping
users to conveniently and efficiently manage IG501 and field devices. In order to enable the Device Manager
to remotely manage the IG501 and field devices, the IG501 needs to be connected to the cloud platform.
The connection method is as follows:Choose System Management > Device Manager, tick Enable Device
Manager and configure the corresponding server address and registered account, and click Submit after the

configuration is complete.

e Server address: the address of the Device Manager. The address of the Device Manager developed by

InHand is as follows:
— Domestic version Device Manager: c.inhandcloud.com
— Overseas version Device Manager: iot.inhandnetworks.com
— Domestic version InConnect: ics.inhandiot.com
— Overseas version InConnect: ics.inhandnetworks.com

o Registered account: the Device Manager account associated with the IG501 device (if you have not

registered an account, you need to register an account first)
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e Advanced settings: Contains configurations such as heartbeat interval. Generally, you can use the

default configuration.

ijﬁgu InGateway Overview ﬁqﬁ Network & Edge Computing ﬁ'—:‘.’f System

Device Manager
System Time

Device Remote Monitoring Platform:
Log

State Description:

Configuration Management
Enable Device Manager:

Device Manager * Server Address: iot.inhandnetworks.com

* Registered Account: zhangning@inhand.com.cn
Firmware Upgrade

Advanced Settings >

Access Tools

User Management

Reboot

Network Tools

3rd Party Notification

After the IG501 is successfully connected to the Device Manager, the status is described as Connection
Accepted.
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ﬁu InGateway Overview 5‘1.5 Network (& Edge Computing @ System

System / Device Manager

System Time

Device Remote Monitoring Platform: Connected

Log

State Description: Connection Accepted

Configuration Management

Enable Device Manager:
Device Manager * Server Address: iotinhandnetworks.com
# Registered Account: zhangning@inhand.com.cn

Firmware Upgrade

Advanced Settings >

Access Tools

User Management

Reboot

Network Tools

3rd Party Notification

1.5.5 Appendix

Factory reset

There are two ways to restore the IG501 to factory settings: hardware factory reset and software factory

reset.

o Hardware factory reset

Step 1: Find the RESET button on the operation panel;
— Step 2: Hold down the RESET button within 10s after the device is powered on;
— Step 3: When the WARN indicator turns yellow, release the RESET button;

— Step 4: After a few seconds, when the WARN indicator turns off, hold down the RESET button

again;

— Step 5: When you see the WARN indicator blink, release the RESET button. After a while, the
WARN indicator turns off, the factory settings of the device have been restored.

e Software factory reset

Choose System Management > Configuration Management, click the reset button and select OK.

IG501 will complete the factory reset operation by itself.
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'(\rﬁ\a‘rid InGateway € overview ﬁEﬁ Network @ Edge Computing 5§3 System adm

tem / Configuration Management
System Time

Configuration Management
Log

Auto Save
Configuration Management
Encrypted
Device Manager
Firmware Upgrade Configuration Files Operations
Import Startup Config L Select File

Access Tools

Export Startup Config Please confirm whether factory Settings are restored?

User Management
9 Export Running Confi¢ o] ficate Key
Reboot Restore Factory Configuration Py —

Network Tools

3rd Party Notification

Copyright © 2001-2020 InHand Networks Co., Ltd. All rights reserved
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* 3.5.8 Reboot
x 3.5.9 Network Tools
x 3.5.10 3rd Party Notification
— 8.6 Navigation Bar Operations

x 3.0.1 Returning to the Homepage
x 3.60.2 Logging Out
x 3.0.3 Changing the Language

e 5. FAQ

— 5.1 How Do I Restore Factory Settings Through Hardware?

1.6.1 1. Product Introduction

1.1 Overview

The InGateway501 (IG501 for short) series is a compact-sized edge computing gateway developed by InHand
Networks for the Industrial IoT sector. 1G501 provides omnipresent, uninterrupted Internet access over
globally deployed 3G or 4G wireless networks and various broadband services. With superb edge computing
capabilities and comprehensive features such as security guarantee and wireless services, IG501 is able to
connect tens of thousands of devices and provide high-speed data channels for I'T-based device management.
The open edge computing platform of IG501 enables it to provide data optimization, real-time response,
agile connection, and intelligent analysis at the edge of the IoT. Using IG501 gateways as edge nodes can
significantly reduce the data traffic between data centers and onsite devices, and prevent bottlenecks of
cloud computing. In addition, IG501 optimizes the network architecture, and provides higher security, faster

response, and more intelligent services.

The following figure shows common application scenarios of the IG501.

Python Programmable

PROF' NET Status Monitoring in the Cloud
PROFIBUS Remote Device Management
EtherCAT
EtherNET/IP LTE. WIFI. ADSL @
[
MODBUS TCP b
PLC MODBUS RTU ) HTTPS. MQTT. AMQPS
‘Na

OPC UA Fault Warning from the Cloud @ @ _&

CC-LINK Online Status Analysis
PPI

1G900
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1.2 Packing List

Each edge computing gateway product is delivered with accessories (such as standard accessories) frequently
used at the customer site. Check the received product against the packing list carefully. If any accessory is
missing or damaged, contact the InHand sales personnel promptly.InHand provides customers with optional

accessories based on the characteristics of different sites. For details, see the optional accessories list.
o Standard accessories

¢ Optional accessories

1.3 Panel introduction and Structure and Dimensions

1.3.1 Panel

The panel introduction of IG501 is shown in the figure below (The IG500 series product is applicable to
multiple panel appearances, as they have the same installation method. Refer to the actual product during

operation.):

LED Indicator Light

RESET
|
DI/DO (RJ45) SIM booth
RS232/R5485 Micro SD

Fast Ethernet Port

Power

AUX Antenna ANT Antenna
(Auxiliary) {Main)

1.3.2 Structure and Dimensions

The structural and dimensions of IG501 are shown in the following figure:
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1.6.2 2. Installation
2.1 Precautions

o Power supply requirements: 12 V DC (9-35 V DC). Pay attention to the voltage class. The rated
current is 0.6 A (1.2-0.3 A).

e Environment requirements: operating temperature —25°C to 75°C; storage temperature —40°C to 85°C;
relative humidity 5% to 95% (non-condensing). The temperature on the device surface may be high.

Install the device in a restricted area and assess the surrounding environment.

e Avoid direct sunlight and keep away from thermal sources or areas with strong electromagnetic inter-
ferences.

e Check whether the required cables and connectors are installed.

2.2 Installing and Uninstalling the Device

2.2.1 Installing

Procedure:

e Step 1: Select an installation place and reserve enough space for installation.

o Step 2: Take out the screws (The screws need to be prepared by the customer), fasten the screws in

the installation positions by using the screwdriver, as shown in following figure.
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oG
inhand

Fixing Hole ce | i:f =P Fixing Hole
Q—STHLIS
Cr—warn o
Fixing Hole —— Fixing Hole

2.2.2 Uninstalling in Wall-mounted Mode

Procedure: Hold the device with one hand and unfasten the screws that fix the upper end of the device with

the other hand, to remove the device from the installation place.

2.3 Installing a SIM Card

Hold down SIM pop-up button will pop up the card holder, load the SIM card .

2.4 Installing an Antenna

Revolve the movable part of the metal SMAJ interface with gentle force until it cannot be revolved, in which
state the outer thread of the antenna connection cable is invisible. Do not wring the antenna with force by

grabbing the black plastic cover.
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Note:

e IG5H01 supports dual antenna: ANT antenna and AUX antenna. The ANT antenna sends and receives
data. The AUX antenna only increases the antenna signal strength and cannot be used independently

for data transmission.

e Only the ANT antenna is used in normal cases. It is used with the AUX antenna only when signal is

poor and signal strength must be improved.

2.5 Installing the Power Supply

Procedure:
e Step 1: Remove the terminal from the gateway.
e Step 2: Unfasten the locking screw on the terminal.

e Step 3: Connect the power cable to the terminal and fasten the locking screw.

2.6 Connecting the Network Cable

Connect the gateway to a PC directly by using the Ethernet cable.
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2.7 Connecting Terminals

Terminals provide the RS232 and RS485 interface modes. Connect cables to the corresponding terminals
before using the interfaces. During installation, remove the terminals from the device, unfasten the locking
screws on the terminals, connect cables to the corresponding terminals, and fasten the screws. Sort the

cables in order.

Screws
[
GND i1 @
RS485- S
RS485+ S
TXD @-_—
RXD S
GND 0 S
]

Note: This section is only applicable to IG500 with industrial interfaces.

2.8 Connecting 1/0

The I/0 is RJ45 port.Sort the cables in order.C: Common port D: Digital inpurt
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1.6.3 3. Device Configuration

3.1 Gateway Access

e Step 1: Set an IP address for your PC, which is on the same network segment as the IP address of
interface FE 0/1 on the IG501. The default IP address of FE 0/1 is 192.168.1.1.

— Method 1: Enable the PC to obtain an IP address automatically (recommended).
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General  Alternate Configuration

{  You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IF address automatically
() Use the following IP address:

(®) Obtain DNS server address automatically
() Use the following DMS server addresses:

Validate settings upon exit Advanced...

Ok Cancel

— Method 2: Use a fixed IP address.

Select Use the following IP address, enter an IP address (any value between 192.168.1.2 and
192.168.1.254 by default), subnet mask (255.255.255.0 by default), default gateway (192.168.1.1
by default), and DNS server address, and click OK.
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Internet HMY AR 4 (TCP/IPv4) Properties >

General

‘You can get IP settings assigned automatically if your netwark suppaorts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IF address automatically
(®) Use the following IP address:

IP address: | 192,168 . 1 . 10 |
Subniet mask: | 255 .255 .255 . 0 |
Default gateway: |192.168. 1 . 1 |

Obtain DM5 server address automatically

(@) Use the following DMS server addresses:

Preferred DMS server: | g .8 .8 .38 |

Alternate DMS server: | . . . |

[ ]validate settings upon exit Advanced...

Cancel

o Step 2: Start the browser to visit the IP address of FE 0/1 on the IG501, and enter the user name and
password on the login page that appears. The factory default user name and password of the IG501
are adm and 123456, respectively.

< C A Fe22 | https//192.168.2.1/user/login

Smart loT Edge

Enjoy The Euture 'L("F‘}:ﬂ InHandNetworks

Edge Computing Gateway

I ‘ adm |

P —

e Step 3: After logging in, you will see the web page as shown in the following figure.
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S .
3% In © Overview & Network & Edge Computing @3 System adm @
Uphand
Network Connection Status CPU Load
= 17 % 16 % 14 %
WANP 10518208 % Status Connected 1P Address  100.100.209.120
Gotensy 105,151 Signal Level wl  Netmask 255255255255
ONS 114114114114 Register Status Registersd  DNS 211.136.17.107 1 Minute S Minutes 15 Minutes
8328 Connection Time 0 Day 07:3%:16 21113620203
Set UP
Memory
a 1P Address 10516228 « 57
—3 Netmask 255.255.255.0
FEo/1  DNS 114114114174 Used Free Total
External Network sees 142m8 105M8 247mB
H Connection Time 0 Day 193924
SetUp
System Infomation
Name: [% EdgeGateway
Edge Computing Data Usage Monitoring Model 1G501L
Serial Number: 6L501
Python App Manager Status: ron | Dravsgein2encus({) s [EEED
MAC Address: 00r18:05:12:e0:0d
R mTX
Bython SDK Version: 140 18
Firmware Version: 20012884
User Storage 112M8
e orermgs shece Bootloader Version 20110011280
User Sterags Usage: 9% Device Time 2020-07-16 1411415
etemal Storage Care o Host Time: 2020-07-16 14:14:15
System Up Time: 0 Day 19:30:49
o8
Extemal Storage Usage: 0

3.2 Overview

The Overview page displays information about the IG501, such as its network connection status, system
information, and data usage. You can quickly obtain the IG501 running status on this page.After you log
in to the IG501 web page, the Overview page appears by default. You can also click Overview to display
this page. This page displays the following information:

e Network Connection Status: shows the IG501° s network connection status and network configuration.
— Cellular network status: When you click Set UP, the Cellular page appears.

— Network status of FE 0/1: When you click Set UP, the Ethernet page appears.

Network Connection Status

)

WAN 1P 10546228 W' Status Connected P Address  100.100.209.120
Gateway 10.5.16.1 Signal Level mll Metmask 255.255.255.255
DNS 114114114114 Register Status Registered DNS 211.138.17.107
8.8.8.8 Cannection Time 0 Day 07:38:31 211.136.20.203
Set UP

¢ a IP Address 10.5.16.228

7 MNetmask 255.255.255.0

FE 0N DNS 114.114.114.114

External Metwork 8888

i Connection Time 0 Day 19:39:39

SetUp

e Edge Computing: shows the status of Python edge computing.
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Edge Computing

Python App Manager Status:
Python SDK Version:

User Storage Space:

User Storage Usage:
External Storage Card:

External Storage Usage:

Run

1.4.0

112MB

8%

NO

e Data Usage Monitoring: shows the usage of data traffic in the last 24 hours.

produced every hour.

Data Usage Monitoring
Data usage in 24 hoursn B m

1B
2020-06-23 21:00:00
o TX 0B
RX 0B

e CPU Load: shows the CPU usage in the last 1 minute, 5 minutes, and 15 minutes.

CPU Load

- -

3 % 16 %

1 Minute 5 Minutes

e Memory: shows the current memory usage.

18 %

15 Minutes

One data record is
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Memory

Used

113MEB

e System Information: You can click the Edit icon to change name of the IG501.

System Infomation

MName:

Maodel:

Serial Number:

MAC Address:
Firmware Version:
Bootloader Version:

Device Time:
Host Time:

System Up Time:

3.3 Network

3.3.1 Network Interfaces

3.3.1.1 Cellular

Free

134MEB

Total

247TMEB

[#, EdgeGateway
IG501L

GL501
00:18:05:12:29:b2

2.0.0.r12884
2011.059.r11290

2020-07-16 15:10:41
2020-07-16 15:10:40
2 Days 23:26:51

The Cellular page displays the configuration and status of the IG501° s dial-up interface. You can set
dial-up interface parameters to connect the IG501 to a cellular network or view details about the dial-up

interface on this page. Follow these steps to configure the dial-up interface:
1. Choose Network > Network Interfaces > Cellular to display the Cellular page.

2. Select Enable Cellular.
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3. Set the parameters (default settings recommended). For details about these parameters, see cellular

network parameter description.
4. Click Submit to complete the configuration of the dial-up interface.
The cellular network parameters are described as follows:
e Enable Cellular: enables or disables the cellular network connection.
e Profile

— Network Type: specifies the type of the mobile network to which the gateway is connected, which
can be GSM or CDMA.

— APN: specifies the access point name (APN) that identifies the service type of a WCDMA/LTE
network. A WCDMA/LTE system provides services based on the APN of the connected
WCDMA /LTE network. (This parameter does not need to be set for the CDMA2000 series.)

— Access Number: specifies the dial string provided by the network operator. Obtain this dial

string from your network operator.
« If your 3G/LTE data card supports WCDMA or LTE, the default dial string is *99***1#.
x If your 3G data card supports CDMA 2000, the default dial string is #777.
— Auth Method
x Auto: selects an authentication method automatically.

x PAP: specifies the Password Authentication Protocol, a simple plain-text authentication

method implemented through two-way handshakes.

x CHAP: specifies the Challenge Handshake Authentication Protocol, a security authentica-

tion method that verifies message digests through three-way handshakes.
x MS-CHAP: specifies the CHAP standard defined by Microsoft.

x MS-CHAPv2: specifies the upgraded version of MS-CHAP, which requires two-way authen-

tication.

— Username: specifies the user name used for connection to the public data network (PDN). It is

provided by your network operator. The default value is gprs.

— Password: specifies the password of the PDN user. It is provided by your network operator. The

default value is gprs.

e Network Type: specifies a network type for the SIM card. Options are Auto, 3G, 4G, and 2G. You
can select a specific network type suitable for your gateway and SIM card or choose the auto mode, in

which the gateway automatically registers to the suitable network.

e Profile: specifies the index of the dial-up parameter set.
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Roaming: enables the roaming function to allow the gateway to dial up in roaming state or disables
the roaming function to prevent the gateway from dialing up in roaming state. When a local SIM card

is used, its dial-up capability is not affected whether this option is selected or deselected.

PIN code: specifies the personal identification number of the SIM card. If you enable PIN code but
do not set a PIN code or set a wrong PIN code, the gateway cannot dial up. A valid PIN code enables

the gateway to dial up to a network.

Static IP: enables or disables the use of a static IP address. If you select this option, specify an IP
address manually. Then, the gateway obtains the specified static IP address every time it dials up to

a network.
Connection Mode

— Always Online: indicates that the gateway stays online when it is running properly and will

be disconnected and redial up only if the dial-up interface does not transmit any traffic in 30

minutes. This is the default connection mode of the system.

— On-demand Dial

x Data Trigger: indicates that the gateway is offline by default and will dial up automatically

when data is sent to the Internet.

— Manual Dial: indicates that the network connection can be established or terminated by clicking

Connect or Disconnect in the Status area.

e Redial Interval: specifies the period that the gateway waits before dialing up again.

o ICMP Probes

— ICMP Detection Server: specifies the IP address or domain name of the remote ICMP server to

be probed. (If two ICMP servers are enabled, it is recommended that you enter the TP addresses
or domain names of both servers here.) The gateway supports two ICMP servers: a primary
server and a backup server. After two servers are configured, the gateway probes the primary
server first. It probes the secondary server only when the number of probe retries on the primary
server reaches the maximum value. If both the servers fail to be detected, the gateway dials up

again and starts a new round of ICMP probe.

ICMP Detection Interval: specifies the interval between ICMP probe packets sent from the

gateway.

ICMP Detection Timeout: specifies the timeout period of an ICMP probe. If the gateway does
not receive any ICMP Reply packet within this period, it considers that the ICMP probe times

out.

ICMP Detection Max Retries: specifies the maximum number of retries after an ICMP probe

failure. (The gateway dials up again when the number of retries reaches this value.)

ICMP Detection Strict: enables or disables the strict ICMP probe mode. In this mode, the

gateway does not send ICMP probe packets when its dial-up interface is transmitting data traffic.
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It sends ICMP probe packets only when the dial-up interface is idle.

e Advanced Settings

— Initial Commands: specifies some AT commands used to check the module status.

— RSSI Poll Interval: specifies the interval at which the gateway checks the signal status after

dialing up successfully. For example, the interval is set to 60s. If you remove the antennas after
the gateway dials up successfully, the signal strength will remain unchanged in 60s and decrease
60s later. If the interval is set to 0, RSSI polling is disabled.

Dial Timeout: specifies the dial-up timeout period. If the gateway fails to dial up to a network
within the timeout period, the dial-up times out. In this case, the gateway checks the module

status and dials up to the network again.

MRU: specifies the maximum receive unit, which is expressed in bytes.

MTU: specifies the maximum transmit unit, which is expressed in bytes.

Use Default Asyncmap: enables or disables the default Asyncmap.

Use Peer DNS: enables or disables the use of the DNS server assigned in the connected network.

LCP Interval: specifies the interval at which the gateway checks whether the cellular connection

is normal.

LCP Max Retries: specifies the maximum number of dial-up retries after the link connection is

interrupted.
Infinitely Dial Retry: enables the gateway to retry unlimited times upon a dial-up failure.
Debug: enables display of more detailed system logs.

Expert Options: allows you to set command parameters.

3.3.1.2 Ethernet

The Ethernet page displays the configuration and status of Ethernet interfaces on the IG501. You can set

Ethernet interface parameters or view details about the Ethernet interfaces on this page. Follow these steps

to configure the Ethernet interfaces:

1.

2.

4.

Choose Network > Network Interfaces > Ethernet to display the Ethernet page.
Select a network type for interface FE 0/1.

Select options or enter values for the parameters. For details about these parameters, see Ethernet

parameter description.

Click Submit to complete the configuration of FE 0/1.

The following figure shows the configuration of FE 0/1, with Network Type set to DHCP.
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Ethernet

Status
Network Type: Static IP IP Address: 10.5.16.136 Metmask: 255.255.255.0

Gateway: 10.5.16.1 DNS: 114174714114 MTU: 1500

Status: Up Connection Time: 1 Days 03:47:55 Description:

Configure

* Network Type: Dynamic Address (DHCP)

Description:

m Re <t

The following figure shows the configuration of FE 0/1, with Network Type set to Static IP.

Ethernet

Status

13

=

Netmask: 255.255.255.0

o

Network Type: Static IP IP Address: 10.5.1
Gateway: 10.5.16.1 DNS: 114.114.114.114 MTU: 1500

Status: Up Connection Time: 1 Days 03:47:35 Description:

Configure

* Network Type: Static IP

* Primary IP: 10.5.16.136 # Netmask: 255.255.255.0

* MTU: 1500 * Speed/Duplex: Auto Negotiation
Track L2 State:

Description:

Secondary IP Setting

Secondary IP Metmask Operation @

The Ethernet parameters are described as follows:
o Network Type (Static IP by default)

— Static IP: uses a manually configured IP address, matching subnet mask, and other information

for the Ethernet interface.

— Dynamic Address (DHCP): configures the interface as a DHCP client to obtain an IP address,
the matching subnet mask, and other information through DHCP.
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o Static IP mode

Primary IP: specifies the IP address of the Ethernet interface. By default, the IP address of FE
0/1 is 192.168.1.1.

Netmask: specifies the subnet mask of the Ethernet interface.

MTU: specifies the maximum transmit unit, which is expressed in bytes. The default value is
1500.

Speed/Duplex, including:
* Auto Negotiation
* 100M Full Duplex
*x 100M Half Duplex
* 10M Full Duplex
x 10M Half Duplex

Track L2 State: enables or disables tracking of L2 interface status. After this feature is enabled,
the interface is Down when it is not physically connected and is Up when it is physically connected.
After this feature is disabled, the interface state is displayed as UP regardless of whether the

interface is physically connected.
Shutdown: disables the interface.
Description: specifies the descriptive information that identifies the Ethernet interface.

Secondary IP Setting: allows you to set up to 10 secondary IP addresses in addition to the
primary IP address.

« DHCP mode

— Description: specifies the descriptive information that identifies the Ethernet interface.

3.3.1.3 Loopback

The loopback interface is a logical, virtual interface on the IG501. After you create and configure the loopback

interface, you can ping its IP address or set up a Telnet connection to it to test the network connectivity.

You can set or view loopback interface parameters on the Loopback page. Follow these steps to configure

the loopback interface:

1.

Choose Network > Network Interfaces > Loopback to display the Loopback page. You can

set or view loopback interface parameters on this page.

. Click the Add icon in the table under Secondary IP Setting to add a secondary IP address for the
loopback interface. (The default IP address is 127.0.0.1.)

Enter the secondary IP address and subnet mask.
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4. Click Submit to complete the configuration of the loopback interface.

As shown in the following figure, a secondary IP address 127.0.0.2 is set for the loopback interface.

Add Secondary IP Setting

# |P Address:  127.00.2

* Metmask:  255.255.255.0

Caution: You can set a maximum of 10 secondary IP addresses for the loopback interface.

3.3.2 Network Services

3.3.2.1 DHCP

3.3.2.1.1 DHCP Server

The Dynamic Host Configuration Protocol (DHCP) uses the client/server communication model. The client
sends a configuration request to the server, and the server replies with the IP address allocated to the client
and other configuration information. In this way, the client IP address and other configuration is assigned
dynamically. You can configure a DHCP server and view its configuration on the DHCP Server page.

Follow these steps to configure a DHCP server:
1. Choose Network > Network Services > DHCP > DHCP Server to display the DHCP Server
page.
2. Click the Add or Edit icon to configure the DHCP server.
3. Set the parameters. For details about these parameters, see DHCP server parameter description.

4. Click OK to save the configuration, and then click Submit to apply the configuration.

The following figure shows the DHCP server configuration.
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Edit DHCP Server pod

Enable DHCP Service: ®@

* Starting Address:  192.168.2.1

* Ending Address: | 192.168.2.254

Interface: Fastethernet 0/1

¥ Lease: 1440 min(30-10080)

Cancel ﬂ

e The DHCP server parameters are described as follows:

Enable DHCP Service: enables or disables the DHCP service. Caution: The DHCP server and

DHCP relay features cannot be enabled at the same time.

Interface: specifies the interface on which the DHCP service is enabled. You can select Fasteth-
ernet 0/1.

Starting Address: specifies the start IP address of the IP address pool for address allocation to
DHCP clients.

Ending Address: specifies the end IP address of the IP address pool for address allocation to
DHCEP clients.

Lease: specifies the validity period of allocated TP addresses. The DHCP server will reclaim the

expired IP addresses for reallocation. This field cannot be left blank.

o Windows Name Server (WINS): specifies the IP address of the WINS server.

o Static IP Setting: allows you to bind a fixed IP address to a MAC address, as shown in the following

figure.

Static IP Setting

MAC Address IP Address Operation @

00:00:00:00:00:01 11.11.11.1 = O
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3.3.2.1.2 DHCP Relay

A DHCP relay (or DHCP relay agent) can process and forward DHCP information between subnets and
physical network segments. You can configure a DHCP relay and view its configuration on the DHCP

Relay page. Follow these steps to configure a DHCP relay:

1. Choose Network > Network Services > DHCP > DHCP Relay to display the DHCP Relay
page.
2. Enable the DHCP relay feature. Before this operation, you must disable the DHCP server.

3. Specify the DHCP server addresses and relay interface. For details about these parameters, see DHCP

relay parameter description.
4. Click Submit to apply the configuration.
The following figure shows the DHCP relay configuration.

Ervie Metwaork Metwork Services DHCP

DHCF Server DHCP Relay

Enable DHCP Relay: @

DHCP Server 1: 192.168.2.1
DHCP Server 2: 192.168.2.100
DHCP Server 3:

DHCP 5erver 4.

Relay Interface: Fastethernet 0/1

The DHCP relay parameters are described as follows:

e Enable DHCP Relay: enables or disables the DHCP relay feature. The DHCP relay and DHCP server

features cannot be enabled at the same time.
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e DHCP Server: specifies the IP address of the DHCP server.

o Relay Interface: specifies the network interface that serves as the DHCP relay.

3.3.2.2 DNS

A domain name system (DNS) is a distributed database used for TCP/IP applications and provides trans-
lation between domain names and IP addresses. DNS allows users to access some applications by using
easy-to-remember, meaningful domain names, which are then translated into the correct IP addresses by
a DNS server on the network. You can configure a DNS server and the DNS relay service and view the

configuration on the DNS page.
o Follow these steps to configure a DNS server:
1. Choose Network > Network Services > DNS to display the DNS page.
2. Enter the IP address of the DNS server.
3. Click Submit to apply the configuration.
The following figure shows the DNS server configuration.

JvErie Metwao etwark Services OMS

DNS Server
Primary DMNS 8.8.88
Seconacary DNS: 4114114114

e Follow these steps to configure the DNS relay service:
1. Choose Network > Network Services > DNS to display the DNS page.

2. Enable the DNS relay service. The DNS relay service cannot be disabled when the DHCP server

feature is enabled.
3. Click the Add icon to add a [domain name <=> IP address| pair.
4. Enter the domain name or IP address of a host and specify the matching IP address.
5. Click OK to save the configuration, and then click Submit to apply the configuration.

The following figure shows the configuration of the DNS relay service.
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Add the [domain name <==>IP address] pair

# Host:  www.baidu.com

*|P Address 1: | 192.168.2.100

IP Address 2: | 192.168.2.1

Cancel m

3.3.2.3 Host List

You can view information about hosts connected to the IG501 on the Host List page. Choose Network

> Network Services > Host List to display the Host List page, as shown in the following figure.

Cverview [ Metwork / Metwork Services / Host List
Interface MAC Address IP Address Host Lease
Fastethernet 0/1 011 be50:8e:40 10,516,154
Fastethernet 0/1 134119773 10.5.16.82
Fastethernet 0/1 01k 130 2ffe 10.5.16.73
Fastethernet 0/1 ed:54:e8:e(iBeibe 10.5.16.230
Fastethernet 0/1 f4:4d:30:5c:bo:bd 10.5.16.100
Fastethernet 0/1 88:86:03:be:ad:95 10.5.16.1

3.3.3 Routing

3.3.3.1 Routing Status

Choose Network > Routing > Routing Status to display the Routing Status page. This page displays

information about static routes configured on the IG501, as shown in the following figure.
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A

Type: Al

Type
Static Routing
Connected Routing

Connected Routing

3.3.3.2 Static Routing

You can configure static routes on the Static Routing page.

Routing Status

Destination

0.0.0.0

10.5.16.0

127.0.0.0

Netmask

0.0.0.0

255.255.255.0

255.0.0.0

Gateway

10.5.18.1

Interface Distance/Metric Time
Fastethernet 0/1 1/0
Fastethernat 0/1 0/0
Loopback 1 0/0

Then, packets sent to a specific destination

are forwarded through the specified route. (Generally, you do not need to configure static routes.) Follow

these steps to configure a static route:

1. Choose Network > Routing > Static Routing to display the Static Routing page.

2. Click the Add icon to add a static route.

3. Set the parameters. For details about these parameters, see static routing parameter description.

4. Click OK to save the configuration, and then click Submit to apply the configuration.

The following figure shows the configuration of a static route.
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Add X

* Destination:  0.0.0.0

* Metmask:  0.0.0.0

Interface:  Fastethernet 0/1

Gateway: 10,5161

Distance:

Track |D:

Cancel m

Parameters of a static route are described as follows:
e Destination: specifies the destination IP address to which packets are sent.
o Netmask: specifies the subnet mask of the destination IP address.
o Interface: specifies the interface through which data packets are forwarded to the destination network.

o Gateway: specifies the IP address of the next router that data packets pass through before reaching
the destination IP address.

o Distance: specifies the priority of the route. A smaller value indicates a higher priority.

e Track ID: specifies the track index or ID.

3.3.4 Firewall

3.3.41 ACL

An access control list (ACL) permits or denies specified data flows (such as the data flow from a specified
source IP address or account) based on a series of matching rules to filter the data reaching a network inter-
face. You can configure a data filtering policy for a network interface on the ACL page. The configuration

procedure is as follows:

1. Choose Network > Firewall > ACL to display the ACL page.
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2. Click the Add icon under Access Control Policy to add an access control policy.

3. Set the parameters. For details about these parameters, see access control policy parameter description.
4. Click the Add or Edit icon under ACL to add an access control list on a specified interface.

5. Set the parameters. For details about these parameters, see access control list parameter description.
6. Click OK to save the configuration, and then click Submit to apply the configuration.

The following figure shows the configuration of a standard access control policy.

L =
Add Access Control Policy X
Type: (® Standard Extended
¥ 1D 79

Sequence Mumber: 10

Action: (®) Permit Deny

Match Conditions

Source |P:
Source Wildcard:
Log:

Description:

Cancel m

The following figure shows the configuration of an extended access control policy.
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Add Access Control Policy

Type: Standard @ Extended

#0179
Sequence Mumber: 10

Action: (8) Permit Deny

Match Conditions

* Protocol:

Source |P:

Source Wildcard:
Destination IP:
Destination Wildcard:
Fragments:

Log:

Description::

The following figure shows the configuration of an access control list.
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Add Access Control List ¥

* |nterface:  Fastethernet 0/1
In ACL:
Out ACL:

Admin ACL: 192

Cancel m

o Parameters of a standard access control policy are described as follows:

— ID: specifies the ID of an ACL rule, in the range of 1-99. A smaller value indicates a higher
priority of the rule.

— Sequence Number: specifies the sequence number of the ACL rule. A smaller value indicates a

higher priority of the rule.

Action: permits or denies forwarding of matching packets.

Source IP: specifies the source IP address of packets in the ACL rule. If this field is kept blank,

the rule matches packets from all networks.

Source Wildcard: specifies the wildcard mask of the source IP address in the ACL rule.

Log: enables or disables recording of access control logs.

Description: records meanings of access control parameters.
e Parameters of an extended access control policy are described as follows:

— ID: specifies the ID of an ACL rule, in the range of 100-199. A smaller value indicates a higher
priority of the rule.

— Sequence Number: specifies the sequence number of the ACL rule. A smaller value indicates a

higher priority of the rule.
— Action: permits or denies forwarding of matching packets.
— Protocol: specifies the access control protocol.

— Source IP: specifies the source TP address of packets in the ACL rule. If this field is kept blank,

the rule matches packets from all networks.

1.6. InGateway501 User Manual 221



InGateway Documentation, Release 0.0.1

Source Wildcard: specifies the wildcard mask of the source IP address in the ACL rule.

Source Port: specifies the source port number of packets. The value any indicates that TCP/UDP
packets with any source ports match the rule. This parameter is available only when the TCP

or UDP protocol is selected.

Destination IP: specifies the destination IP address of packets in the ACL rule. If this field is

kept blank, the rule matches packets destined for all networks.
Destination Wildcard: specifies the wildcard mask of the destination IP address in the ACL rule.

Destination Port: specifies the destination port number of packets. The value any indicates that
TCP/UDP packets with any destination ports match the rule. This parameter is available only
when the TCP or UDP protocol is selected.

Established Connection: specifies the range of TCP packets controlled. If this option is se-
lected, the system controls TCP packets on established connections and does not control those
on unestablished connections. If this option is deselected, the system controls TCP packets on
both established and unestablished connections. This parameter is available only when the TCP

protocol is selected.
Fragments: enables or disables control of fragmented data packets sent from the interface.
Log: enables or disables recording of access control logs.

Description: records meanings of access control parameters.

« Parameters of an access control list are described as follows:

— Interface: specifies the name of the interface on which the access control policy is configured.

— Rule: specifies the inbound, outbound, and administrative rules.

3.3.4.2 NAT

Network address translation (NAT) allows multiple hosts in a LAN to connect to the Internet by using one

or multiple public IP addresses. This feature maps a few public IP addresses to many private IP addresses to

conserve public IP addresses. You can view and configure NAT rules on the NAT page. The configuration

procedure is as follows:

1.

2.

4.

Choose Network > Firewall > NAT to display the NAT page.
Select an interface from the Interface drop-down list.

Click the Add icon under Network Address Translation (NAT) Rules to add an NAT rule and

set parameters for the rule. For details about these parameters, see NAT rule parameter description.

Click OK to save the configuration, and then click Submit to apply the configuration.

As shown in the following figure, the NAT rule allows hosts connected to the IG501 to connect to the Internet
by using the IP address of interface FE 0/1.
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Add Network Address Translation(NAT) Rules

Action:  SNAT
Source Network: (@) Inside Outside

Translation Type:  ACL to INTERFACE

Match Conditions

¥ Access Control List: | 100

Translated Address

* |nterface:  Fastethernet 071

Description::

Cancel m

Parameters of the NAT rule are described as follows:
e Action

— SNAT: uses the source network address translation feature that translates source IP addresses of
data packets into another IP address. Generally, this feature is used for data packets sent to the

Internet through the router.

— DNAT: uses the destination network address translation feature that translates destination IP
addresses of data packets into another IP address. Generally, this feature is used for data packets

sent to the private network through the router.
— 1:INAT: uses one-to-one IP address translation.
o Source Network (available when the action is set to SNAT or DNAT):
— Inside: translates private IP addresses.
— Outside: translates public IP addresses.
o Translation Type, which can be:
— IP to IP

— IP to INTERFACE
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— IP PORT to IP PORT
— ACL to INTERFACE
— ACL to IP

o Access Control List (unavailable for 1:1 NAT): specifies the ACL rule used to match the packets of

which the IP addresses are translated.

o Translated Address (unavailable for 1:1 NAT): specifies the IP address or interface translated from the

source address.

e Description: specifies the description of the NAT rule.

3.4 Edge Computing

3.4.1 Python Edge Computing

The Python Edge Computing page displays information about the Python secondary development en-
vironment on the IG501, as well as the configuration and running status of Python apps on the IG501.
You can use the secondary development environment to develop custom Python apps, and set or view app

status.Follow these steps to configure the Python secondary development environment:

1. Choose Edge Computing > Python Edge Computing to display the Python Edge Computing
page.
2. Enable the Python edge computing engine.

3. Install or upgrade the Python SDK (optional).

4. Enable the debugging mode. For details about Python secondary development, see Python Develop-
ment Quick Start.

Follow these steps to configure a Python app:

1. Choose Edge Computing > Python Edge Computing to display the Python Edge Computing
page.
2. Enable the Python edge computing engine.

3. Install or upgrade the Python SDK (optional).

4. In the Configure area, import the app package and select Enable. For details about the configuration,

see app configuration function description.
5. Click Submit to apply the configuration.

The following figure shows the configuration of the Python development environment on the IG501.
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Python Engine
5DK Version: 1.4.0 1, Upgrade Enable Debug Mode:
Python Version: Python3 Username: pyuser
Used User Storage: 9MB/112MB 8% Password: [BJAM{(ULTH( @

The following figure shows the app running status (HelloWorld as an example).

APP

App Status Entire Qperation @ @ O
App Name App Version SDK Version State Uptime Log Operation
HelloWorld 0.0.1 135 RUNNING 00:00:13 L O Q (OX®)

App List
Enable App Name App Version SDK Version Start Parameters Operation @
HelloWorld 0.0.1 1.3.5 [# L LG

The app configuration functions are described as follows:
e App status

— Start all: starts all the enabled apps.

Stop all: stops all the enabled apps.

Restart all: restarts all the enabled apps.

Download: downloads running logs of a specified app.

Delete: deletes all running logs of a specified app.

View: displays running logs of a specified app.
— Stop: stops a specified app.
— Restart: restarts a specified app.
e App List
— Enable: enables an app so that it will run automatically after each system reboot.

— Start Parameters: allows you to configure app start parameters here.
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Export: allows you to export an app configuration file.

Import: allows you to import an app configuration file. After you import a configuration file and

restart the app, the app runs with the imported configuration file.
— Unload: allows you to unload an app.

— Add: allows you to add an app.

3.5 System

3.5.1 System Time

To enable the IG501 to cooperate with other devices properly, you may need to set an accurate system time
for it. For this purpose, set the system time on the System Time page and enable the NTP protocol to
implement clock synchronization among all clock-supporting devices on the network. In this way, all devices
maintain the same clock to provide applications based on the consistent time. Follow these steps to set the

system time:

e Method 1: Select a time zone.
1. Choose System > System Time to display the System Time page.
2. Select the time zone where the IG501 is located from the Time Zone drop-down list.
3. Click Apply.

e Method 2: Set the system time manually.
1. Choose System > System Time to display the System Time page.
2. Set a specific time in the Set Time field.
3. Click Apply.

e Method 3: Use the local time of the PC.
1. Choose System > System Time to display the System Time page.
2. The IG501 can obtain the time of the PC as its local time.
3. Click Sync next to the Device Time field.

e Method 4: Enable SNTP clients.
1. Choose System > System Time to display the System Time page.
2. Select Enable SNTP Clients.
3. Set the parameters. For details about these parameters, see SNTP client parameter description.
4. Click Submit to apply the configuration.

Follow these steps to enable the NTP server to synchronize time to other devices.
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. Choose System > System Time to display the System Time page.

. Select Enable SNTP Server.

. Set the parameters. For details about these parameters, see NTP server parameter description.

. Click Submit to apply the configuration.

The following figure shows how to select a time zone or set a system time manually.

System Time

Time Zone: UTC-12:00 Kwajalein
Local Time: 2020-06-28 14:37:10
Device Time: 2020-06-27 18:37:10
Set Time: 2020-06-28

The following figure shows how to enable SNTP clients.

Enable SNTP Clients:

Update Interval:

Source Interface:

SNTP Servers List

Server Address

0.pool.ntp.org

1.pool.ntp.org

2.pool.ntp.org

3.pool.ntp.org

The following figure shows how to enable the NTP server to synchronize time to other devices.

14:37:10

sec(b0-2592000)

Port Operation @
123 4 0
123 4 0
123 4 0
123 4 0
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Enable NTP Server:
Preferred MTP Server: 5

Source Interface: Cellular 1

NTP Servers List

Primary NTP server Server Address Operation @

0.poocl.ntp.org 4 0

1.pool.ntp.org 4 0
2.pool.ntp.org # 0O
3.pocl.ntp.org # 0O

SNTP client parameters are described as follows:

e« Enable SNTP Clients: enables or disables SNTP clients. If the cellular interface is selected as the

source interface, the SNTP service will not be enabled when the gateway fails to dial up to a network.
e Update Interval: specifies the interval at which the SNTP clients synchronize time with the IG501.

e Source Interface: specifies the interface through which the IG501 sends SNTP packets. The source

interface and source address cannot be used at the same time.

e Source Address: specifies the source address of the SNTP packets sent from the IG501. The source

interface and source address cannot be used at the same time.
e SNTP Servers List

— Server Address: specifies the domain name or IP address of an SNTP server. You can add a
maximum of 10 servers to the list. If you set multiple SNTP servers, the system polls all the

SNTP servers to find an available one.
— Port: specifies the SNTP port number used by an SNTP server.
The NTP server parameters are described as follows:
e Enable NTP Server: enables or disables the NTP server feature.

e Update Interval: specifies the time synchronization interval. The NTP protocol uses the multi-stratum

synchronization model. Generally, stratum-n+1 clocks synchronize with a stratum-n clock source. NTP
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supports synchronization of up to 16 strata of clocks, namely, stratum 0 to stratum 15. Synchronization

cannot be implemented for more than 16 strata of clocks.

e Source Interface: specifies the interface through which the IG501 sends NTP packets. The source

interface and source address cannot be used at the same time.

e Source Address: specifies the source address of the SNTP packets sent from the IG501. The source

interface and source address cannot be used at the same time.
e NTP Servers List

— Primary NTP Server: specifies the primary NTP server from which the IG501 synchronizes time.
If you select multiple primary NTP servers, the IG501 polls all the selected servers to find an

available one.

— Server Address: specifies the domain name or IP address of an NTP server. You can add a

maximum of 10 servers to the list.

3.5.2 System Logs

Choose System > Log to display the Log page. This page displays a large amount of information about
the network and 1G501, such as its running status and changes of configuration. On the Configure page,
you can set a remote log server. Then, the IG501 will synchronize all system logs to the remote log server.

The host used as the remote log server must run a remote log program (for example, Kiwi Syslog Daemon).

3.5.3 Configuration Management

Choose System > Configuration Management to display the Configuration Management page. On
this page, you can back up configuration parameters, import parameter settings, and restore factory settings

of the IG501. These functions are described as follows:
e Configuration Management

— Auto Save: enables or disables automatic saving of modified configuration in the startup config-

uration file.

— Encrypted: enables or disables password encryption. After this option is selected, all passwords
configured on the IG501 web system are displayed in encrypted text. This feature improves the

security of passwords.
e Configuration Files Operations

— Import Startup Config: allows you to import a configuration file as the startup configuration
of the IG501. The IG501 will load the imported configuration file upon a reboot. Ensure the
validity and correct order of commands in the imported configuration file. The IG501 filters out
invalid commands in the imported configuration file, and then saves the valid commands as the

startup configuration. The system will execute these commands sequentially after a reboot. If
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commands in the imported configuration file are not listed in a valid order, the system cannot

enter the expected state after a reboot.

— Export Startup Config: allows you to back up the startup configuration on a host. The startup
configuration is the configuration that the IG501 loads after it starts.

— Export Running Config: allows you to back up the running configuration on a host. The running

configuration is the configuration that the IG501 is running.

— Restore Factory Configuration: allows you to restore the factory settings of the IG501. This
operation restores all parameters on the IG501 to the default settings. The factory settings are
restored after a reboot of the IG501.

3.5.4 Device Manager

The Device Manager developed by InHand Networks allows you to monitor the status of IG501 gateways,
maintain on-site devices remotely, configure and upgrade a batch of IG501 gateways at the same time
remotely, and perform other management operations to manage 1G501 gateways and on-site devices more
conveniently and efficiently. You can connect an IG501 to the Device Manager on the Device Manager

page to use the functions and services of the platform. Follow these steps to connect to the Device Manager:
1. Choose System > Device Manager to display the Device Manager page.
2. Select Enable Device Manager.
3. Set the parameters. For details about these parameters, see device manager parameter description.
4. Click Submit to apply the configuration.

The following figure shows the configuration that connects the IG501 to the iot.inhandnetworks.com (DM)

platform.
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yErvisw System / InHand Cloud

InHand Connect Service InHand Device Manager

Status: Connected

State Description: Connection Accepted

Enable:

* Server Address: iot.inhandnetwaorks.com Sign Up/Login
* Register Account: zhangning@inhand.com.cn

Advanced Settings WV
Enable Secure Channel:
LBS Upload Interval: 120 sec(60-86400)
Heartbeat Interval: 60 sec{30-300)
Data Upload Interval: 3600 sec{2600-86400)

Parameters of the Device Manager are described as follows:
e Enable Device Manager: enables or disables the DM platform.
e Server Address: specifies the server address of the DM platform to be connected.
e Registered Account: specifies an account registered on the DM platform.
e Advanced Settings
— Enable Secure Channel: enables or disables secure channel.

— LBS Upload Interval: specifies the interval for reporting LBS information. The valid value range
is 60-86400.

— Heartbeat Interval: specifies the interval between heartbeat packets exchanged with the DM
platform. The valid value range is 30-86400.

1.6. InGateway501 User Manual 231



InGateway Documentation, Release 0.0.1

— Dataflow Upload Interval: specifies the interval for reporting traffic information. The valid value
range is 3600-86400.

3.5.5 Firmware Upgrade

You can upgrade the firmware version for the IG501 on the Firmware Upgrade page, so that the IG501

can provide new functions or better user experiences. Follow these steps to upgrade the firmware version:
1. Choose System > Firmware Upgrade to display the Firmware Upgrade page.
2. Click Select File to select a firmware file for the IG501.
3. Click Starting Upgrade and OK to start the firmware upgrade.

4. Wait until the upgrade succeeds, and then click Reboot to restart the IG501.

3.5.6 Access Tools

To facilitate IG501 management and configuration, you can configure the IG501 management and access

methods on the Access Tools page. Follow these steps to complete the configuration:
e Configure HTTPS
1. Choose System > Access Tools to display the Access Tools page.

2. Select Enable HTTPS and set the parameters. For details about these parameters, see HTTPS

parameter description.
3. Click Submit to apply the configuration.
e Configure Telnet
1. Choose System > Access Tools to display the Access Tools page.

2. Select Enable TELNET and set the parameters. For details about these parameters, see Telnet

parameter description.
3. Click Submit to apply the configuration.
e Configure SSH
1. Choose System > Access Tools to display the Access Tools page.

2. Select Enable SSH and set the parameters. For details about these parameters, see SSH pa-

rameter description.
3. Click Submit to apply the configuration.

The following figure shows the configuration of HT'TPS-based management.
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Enable HTTPS:

Listen IP Address: Any
* Port: 443
* Web Login Timeout: 3600 sec(100-3600)

Remote Control:

The following figure shows the configuration of Telnet-based management.

Enable TELNET:

Listen IP Address: Any
* Port: 23
Remote Control:

The following figure shows the configuration of SSH-based management.

Enable SSH:

Listen IP Address: Any

* Port: 22

* Timeout: 120 - :sec{ﬂ—ED}
Key Mode: (® RSA

Key Length: 1024

Remote Control:

The HTTPS parameters are described as follows:

1. Listen IP Address: specifies the listening IP address. Options include Any, 127.0.0.1, and other IP

addresses.
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2. Port: specifies the listening port number of HTTPS.
3. Web Login Timeout: specifies the timeout period of web page login. The valid value range is 0-3600.

4. Remote Control: enables or disables remote access to the IG501 through HTTPS. If no remote control
network is specified, the IG501 can be remotely controlled through any network.

The Telnet parameters are described as follows:

1. Listen IP Address: specifies the listening IP address. Options include Any, 127.0.0.1, and other IP

addresses.
2. Port: specifies the listening port number of Telnet.

3. Remote Control: enables or disables remote access to the IG501 through Telnet. If no remote control

network is specified, the IG501 can be remotely controlled through any network.
The SSH parameters are described as follows:

1. Listen IP Address: specifies the listening IP address. Options include Any, 127.0.0.1, and other IP

addresses.
2. Port: specifies the listening port number of SSH.
3. Timeout: specifies the SSH timeout period. The valid value range is 0-120.
4. Key Mode: fixed as RSA.
5. Key Length: specifies the length of the key used. Options are 512, 1024, 2048, and 4096.

6. Remote Control: enables or disables remote access to the IG501 through Telnet. If no remote control

network is specified, the IG501 can be remotely controlled through any network.

3.5.7 User Management

On the User Management page, you can add user accounts and manage the password and access rights
of each account. These accounts allow multiple users to access and manage the IG501. Follow these steps

to add a user:
1. Choose System > User Management to display the User Management page.
2. Click the Add icon to add a user.
3. Set the parameters.

4. Click OK to save the configuration.

3.5.8 Reboot

Choose System > Reboot to display the Reboot page, and then reboot the IG501 or set a scheduled
reboot plan for it.As shown in the following figure, the IG501 is configured to reboot on 0:00 every day.
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3.5.9 Network Tools

Choose System > Network Tools to display the Network Tools page. You can diagnose network
problems of the IG501 on this page. You can enter some extension options in the Expert Options area. For
example, expert option -t for the ping tool enables the IG501 to ping a specified host continuously until you
stop the ping.The ping tool can be used to check whether a network is reachable. The following figure shows

the configuration of a ping test.

Ping

* Host: www.baidu.com m
* Ping Count: 4

* Packet Size: 32 (B-10240)

Experts Options:

The traceroute tool can be used to determine the route used to transmit IP datagrams to a destination. The

following figure shows the configuration of a traceroute test.
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Traceroute

* Host: 10.5.16.82
* Maximum Hops: 20 (2-40)

* Timeout: 3 sec(2-10)
Protocol: UDFP

Experts Options:

The Tepdump tool can be used to capture packets transmitted on a specified interface. The following figure

shows the Tcpdump configuration.

Tepdump
Capture Interface: Arny
* Capture Number: 20 (10-1000)

Experts Options:

3.5.10 3rd Party Notification

Choose System > 3rd Party Notification to display the 3rd Party Notification page. You can view
the statement about the third-party software used for the IG501.

3.6 Navigation Bar Operations

3.6.1 Returning to the Homepage

You can click the InGateway logo in the upper left corner of any web page of the IG501 to return to the
Overview page quickly.

o

"\“‘“ InGateway € overview &5 Network @ Edge Computing bS] System B8 Advanced
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3.6.2 Logging Out

To log out from the IG501, click the user name in the upper right corner.

i“.}ﬁ?‘ﬂmﬂalmv € overview &5 Network @ Edge Computing & System B8 Advanced

Network Connection Status CPU Load

3.6.3 Changing the Language

You can click the globe icon in the upper right corner to change the language of web pages. The IG501

supports simplified Chinese and English.

i.‘-,?}.nlllﬂalmv € overview &% Network @ Edge Computing &3 system BB Advanced
Network Connection Status CPU Load R
English
@ External Network Set UP - -
1.6.4 5. FAQ

5.1 How Do | Restore Factory Settings Through Hardware?
There are two ways to restore the IG501 to factory settings: hardware factory reset and software factory
reset.

e Hardware factory reset

— Step 1: Find the RESET button on the operation panel,;

Step 2: Hold down the RESET button within 10s after the device is powered on;

Step 3: When the WARN indicator turns yellow, release the RESET button;

Step 4: After a few seconds, when the WARN indicator turns off, hold down the RESET button

again;

— Step 5: When you see the WARN indicator blink, release the RESET button. After a while, the
WARN indicator turns off, the factory settings of the device have been restored.

e Software factory reset

Choose System Management > Configuration Management, click the reset button and select OK.

IG501 will complete the factory reset operation by itself.
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1.7 InGateway501 Command Line Instructions

Command Line Instructions

— 1. Help Command
x 1.17
— 2. View Switching Commands
* 2.1 enable
x 2.2 disable
* 2.3 exit
— 8. System Status Display Commands
* 3.1 show version
*x 3.2 show system
* 3.3 show clock
* 3.4 show log
*x 3.5 show users
x 3.6 show startup-config
— 4. Network Status Display Commands
*x 4.1 show interface

* 4.2 show ip route
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x /.3 show arp

— 5. Network Test Commands
x 5.1 ping
* 5.2 telnet
* 5.8 traceroute

— 6. Configuration Commands
x 0.1 configure terminal

6.2 hostname

*

x 0.3 clock timezone

*

6.4 clock set
*x 0.5 snitp-client

— 7. System Management Commands
* 7.1 reboot
x 7.2 enable password

x 7.3 username

1.7.1 Command Line Instructions
1. Help Command

You can enter help or a question mark (?) on the console to obtain help information about commands.
When typing in a command, you can enter ? anytime to obtain help information about the current command
or parameters of the command. If the character string you have entered matches a unique command or

parameter, the command or parameter will be displayed automatically after you enter 7.

1.17

Command: [<cmd>] ?

Function: provides help information about a command.
View: all views

Parameters: , which specifies a command name

Example:
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o Enter: 7
The list of available commands is displayed.
o Enter: show 7

All parameters of the show command and descriptions of these parameters are displayed.

2. View Switching Commands

2.1 enable

Command: enable 15 [<password>]
Function: switches to the view of the privileged user level.
View: ordinary user view
Parameters:
o 15: specifies the user privilege level. Currently, the value can only be 15 (super user).

o password: specifies the password of the specified privilege level. If you do not enter the password, the

system displays a password input prompt.
Example:
o In the ordinary user view, enter: enable 15 123456

The super user view is displayed. The password used in this example is 123456.

2.2 disable

Command: disable
Function: exits from the view of the privileged user level.
View: super user view, configuration view
Parameters: none
Example:
e In the super user view, enter: disable

The ordinary user view is displayed.

2.3 exit

Command: exit
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Function: exits from the current view and returns to the previous view. (If the current view is the ordinary

user view, you will exit from the console after running this command.)
View: all views
Parameters: none
Example:
e In the configuration view, enter: exit
The super user view is displayed.
e In the ordinary user view, enter: exit

You exit from the console.

3. System Status Display Commands

3.1 show version

Command: show version
Function: displays the version information of the IG902, such as the product model and software version.
View: all views
Parameters: none
Example:
o Enter: show version

The following information is displayed:

Model: indicates the model of the IG902.

Serial number: indicates the serial number of the 1G902.

Firmware version: indicates the firmware version running on the IG902.

Bootloader version: indicates the Bootloader version running on the 1G902.

3.2 show system

Command: show system

Function: displays the system information of the IG902.
View: all views

Parameters: none

Example:
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o Enter: show system
Information similar to the following is displayed:

09:26:45 up 5 days, 14:33, 1 users, load average: 0.00, 0.01, 0.04

3.3 show clock

Command: show clock
Function: displays the system time of the IG902.
View: all views
Parameters: none
Example:
o Enter: show clock
Information similar to the following is displayed:

Wed Apr 15 09:33:48 UTC 2020

3.4 show log

Command: show log [lines <n>]
Function: displays system logs of the IG902. By default, the latest 100 logs are displayed.
View: all views

Parameters: lines , which limits the number of logs displayed. When n is a positive integer, the command
displays the latest n logs. When n is a negative integer, the command displays the earliest n logs. When n

is 0, the command displays all logs.
Example:
o Enter: show log
The latest 100 logs are displayed.
o Enter: show log lines 10

The latest 10 logs are displayed.

3.5 show users

Command: show users

Function: displays the list of users on the 1G902.
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View: all views
Parameters: none
Example:

e Enter: show users

Information similar to the following is displayed:

3.6 show startup-config

Command: show startup-config

Function: displays the startup configuration of the 1G902.

View: super user view, configuration view
Parameters: none
Example:

o Enter: show startup-config

The startup configuration of the system is displayed.

4. Network Status Display Commands

4.1 show interface

Command: show interface
Function: displays the status of interfaces on the 1G902.
View: all views
Parameters: none
Example:
e Enter: show interface

The status of all interfaces is displayed.

4.2 show ip route

Command: show ip route
Function: displays the routing table of the 1G902.
View: all views

Parameters: none
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Example:

o Enter: show ip route

The routing table of the system is displayed.

4.3 show arp

Command: show arp
Function: displays the ARP table of the 1G902.
View: all views
Parameters: none
Example:
o Enter: show arp

The ARP table of the system is displayed.

5. Network Test Commands

The 1G902 provides multiple network test tools, such as ping, telnet, and traceroute.

5.1 ping

Command: ping <hostname> [count <n>] [size <n>| [source <ip>]

Function: performs an ICMP probe to a specified host.

View: all views

Parameters:

e hostname: specifies the IP address or domain name of the host to be tested.

e count <n>: specifies the number of probes.

e size <n>: specifies the size (bytes) of each probe datagram.

e source <ip>: specifies the source IP address of probe datagrams.

Example: Enter: ping www.baidu.com count 5 size 32

A ping test is initiated to www.baidu.com, and the test result is displayed.
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5.2 telnet

Command: telnet <hostname> [<port>] [source <ip>]
Function: accesses a specified host through Telnet.
View: all views
Parameters:
e hostname: specifies the IP address or domain name of the host that you want to log in.
e port: specifies the port number of the Telnet service.
e source <ip>: specifies the IP address used for Telnet login.
Example:
o Enter: telnet 192.168.1.1

You log in to the host at 192.168.1.1 through Telnet.

5.3 traceroute

Command: traceroute <hostname> [maxhops <n>] [timeout <n>|
Function: traces the route to a specified host.
View: all views
Parameters:
e hostname: specifies the IP address or domain name of the host to be tested.
e maxhops <n>: specifies the maximum number of hops allowed.
e timeout <n>: specifies the timeout period on each hop.
Example:
o Enter: traceroute www.baidu.com

A traceroute test is initiated to www.baidu.com, and the test result is displayed.

6. Configuration Commands

You can run the configure terminal command in the super user view to switch to the configuration view,
and run configuration commands in this view to manage the IG902. Some configuration commands support
both the no and default forms. The no form cancels the setting of a parameter, and the default form

restores the default setting of a parameter.
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6.1 configure terminal

Command: configure terminal

Function: switches to the configuration view so that you can enter configuration commands on your termi-

nal.
View: super user view
Parameters: none
Example:
o In the super user view, enter: configure terminal

The configuration view is displayed.

6.2 hostname

Command:
o hostname [<hostname>]
¢ default hostname
Function: sets a host name for the 1G902.
View: configuration view
Parameters: <hostname>, which specifies a new host name
Example:
e In the configuration view, enter: hostname MyRouter
The host name of the IG902 is set to MyRouter.

e In the configuration view, enter: default hostname

The host name of the IG902 is restored to the factory setting.

6.3 clock timezone

Command:

o clock timezone <timezone>-<n>

e default clock timezone
Function: sets the time zone for the IG902.
View: configuration view

Parameters:
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e <timezone>: specifies a time zone name consisting of three uppercase English letters.

e <n>: specifies the deviation of the time zone against the UTC, in the range of -12 to +12.
Example:

e In the configuration view, enter: clock timezone UTC-8

The time zone of the 1G902 is set to UTC+08:00, which is applicable to the Chinese mainland, Hong

Kong, Western Australia, Singapore, Taiwan, and Russia.
e In the configuration view, enter: default clock timezone

The time zone of the IG902 is restored to the factory setting.

6.4 clock set

Command: clock set <YEAR/MONTH/DAY >-<HH:MM:SS>
Function: sets the date and time for the IG902.
View: configuration view
Parameters:
e <YEAR/MONTH/DAY>: specifies a date, in the format of year-month-day.
e <HH:MM:SS>: specifies a time, in the format of hours-minutes-seconds.
Example:
e In the configuration view, enter: clock set 2009.10.5-10:01:02

The time of the IG902 is set to 10:01:02 AM on October 5, 2009.

6.5 sntp-client

Command:
o sntp-client update-interval <n>
o sntp-client source interface <interface> <slot/port>
o sntp-client server <hostname> [<port>] <n>
Function: configures the IG902 as a Simple Network Time Protocol (SNTP) client.
View: configuration view
Parameters:
o update-interval <n>: specifies the time synchronization interval. The valid value range is 60-2592000.

o <interface> <slot/port>: specifies the source interface of SNTP packets. Valid values are interfaces
on the IG902, such as cellulari.
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e <Hostname>: specifies the IP address or domain name of the SNTP server.
o [<port>] <n>: specifies the port number of the SNTP server.
Example:

e In the configuration view, enter: sntp-client update-interval 7200
The time synchronization interval of the SNTP client is set to 7200 seconds.

e In the configuration view, enter: sntp-client source interface cellular 1
The source interface of the SNTP client is set to cellularl.

e In the configuration view, enter: sntp-client server 0.pool.ntp.org port 123

The SNTP client is configured to synchronize time from the server with the address of 0.pool.ntp.org
and port of 123.

7. System Management Commands

7.1 reboot

Command: reboot
Function: reboots the system.
View: super user view, configuration view
Parameters: none
Example:
e In the super user view, enter: reboot

The system restarts.

7.2 enable password

Command: enable password [<password>|
Function: changes the password of the super user.
View: configuration view
Parameters: <password>, which specifies the new password of the super user
Example:
e In the configuration view, enter: enable password

The password of the super user is changed.
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7.3 username

Command:
o username <name> [password [<password>|]
e 10 username <name>
Function: sets a user name and its password.
View: configuration view
Parameters:
e <name>: specifies a user name.
e <password>: specifies the password of the user.
Example:
e In the configuration view, enter: username abc password 1234567

An ordinary user abc is created, and its password is set to 1234567. Or the password of ordinary
user abc is changed to 1234567.

o In the configuration view, enter: no username abc

The ordinary user abc is deleted.
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